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OSI model

7. Application layer

NNTP /SIP /SSI/DNS/FTP / Gopher / HTTP / NFS / NTP / SMPP /
SMTP / SNMP / Telnet / DHCP / (more)

6. Presentation layer
MIME / XDR / ASCll / PICT / GIF / JPEG / MIDI / MPEG
5. Session layer
Named pipe / NetBIOS / SAP / PPTP / RTP / SOCKS / SPDY / TLS/SSL
4. Transport layer
TCP /UDP /SCTP / DCCP / SPX
3. Network layer
IP (IPv4 & IPV6) / ARP / ICMP / IPsec / IGMP / IPX / AppleTalk
2. Data link layer

ATM/SDLC /HDLC /CSLIP / SLIP /GFP / PLIP / IEEE 802.2 / LLC/
L2TP / IEEE 802.3 / Frame Relay / ITU-T G.hn DLL / PPP / X.25

1. Physical layer

EIA/TIA-232 / EIA/TIA-449 / ITU-T V-Series / 1.430 / 1.431 / PDH /
SONET / SDH /DSL / IEEE 802.3 / IEEE 802.11 / IEEE 802.15 / IEEE
802.16 / IEEE 1394 / USB / Bluetooth / RS-232 / RS-449
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TCP/IP model

4. Application layer

BGP /DHCP /DNS/FTP/GTP/HTTP/IMAP /IRC/LDAP /
MGCP / NNTP /NTP /POP /RIP /RPC / RTP / RTSP / SDP / SIP /
SMTP / SNMP / SOAP / SSH / Telnet / TLS/SSL / XMPP

3. Transport layer
TCP/UDP/DCCP/SCTP/RSVP/ECN
2. Internet (Network) layer
IP (IPv4, IPv6) / ICMP / ICMPV6 / IGMP / IPsec
1. Network Access layer
ARP / INARP / NDP / OSPF / Tunnels (L2TP) / PPP / ISDN / FDDI
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Binary Mode Decimal Mode
Start 00000001 00000000 00000000 00000000 1.0.0.0
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Subnet Mask 11111111 11111111 00000000 00000000 255.255.0.0
C <
Start 11000000 00000000 00000001 00000000 192.0.1.0
End 11011111 112211111 11111110 00000000 223.255.254.0
Subnet Mask | 11111111111111111111111111111111 00000000 | 255.255.255.0
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Class A: 10.10.1.0 255.0.0.0
Class B: 130.100.10.0 255.255.0.0
Class C: 192.210.1.0 255.255.255.0
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11111111 00000000 00000000 00000000
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20.12.0.0/12 20.13.0.0/12 20.14.0.0/12 20.15.0.0/12
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Subnet Mask

Binary: 11111111.111121111.11111100.00000000 ==> Decimal:255.255.252.0
Wildcard Mask

Binary: 00000000.00000000.00000011.11111111 ==> Decimal:0.0.3.255
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Class IP / Netmask Start / End IP Address
A 10.0.0.0 10.0.0.0
255.0.0.0 10.255.255.255
B 172.16.0.0 172.16.0.0
255.255.0.0 172.31.255.255
C 192.168.0.0 192.168.0.0
255.255.255.0 192.168.255.255
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! Connection-Oriented

2 Sequence Number

3 .
Connection-Less
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Port TCP | UDP Description
20 TCP uDP FTP data transfer
21 TCP FTP control (command)



http://en.wikipedia.org/wiki/FTP

S aos

Port TCP | UDP Description
22 TCP uDP Secure Shell (SSH)
23 TCP UDP Telnet protocol
25 TCP Simple Mail Transfer Protocol (SMTP
80 TCP Hypertext Transfer Protocol (HTTP)
110 TCP Post Office Protocol v3 (POP3)
115 TCP Simple File Transfer Protocol (SFTP)
443 TCP HTTPS (Hypertext Transfer Protocol over SSL/TLS)
514 uDP Syslog—used for system logging
520 uDP Routing Information Protocol (RIP)
554 TCP uUDP Real Time Streaming Protocol (RTSP)
990 TCP uDP FTPS Protocol (control): FTP over TLS/SSL
991 TCP uDP NAS (Netnews Administration System)
992 TCP ubpP TELNET protocol over TLS/SSL
993 TCP Internet Message Access Protocol over SSL (IMAPS)
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ICMP : Protocol Number 1
IGMP : Protocol Number 2

TCP : Protocol Number 6
L2TP : Protocol Number 115 e

eiel @lagad sui Sy Lo Protocol Number 51 saliial cp i cul S5 4 a3y
il oo S
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http://en.wikipedia.org/wiki/Secure_Sockets_Layer
http://en.wikipedia.org/wiki/Transport_Layer_Security
http://en.wikipedia.org/wiki/Syslog
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! Hexadecimal
2 http://tools.ietf.org/html/draft-denog-v6ops-addresspartnaming-04
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2 Network Address Translation / Port Address Translation
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IPv4 Header ——
Version | IHL | Type of Service | Total Length — w—
Identification Flags | Fragment
& Offset

Payload Length Next Header | Hop Limit

Time to Live Protocol Header Checksum

Source Address
Destination Address
Options | Padding

Source Address

Field name kept from |Pv4 to IPv6

Field not kept in IPv6

Name and position changed in IPv6

New field in IPv6

Destination Address
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? Built-in

? Internet Protocol Security
4 By Default
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128 bits

Network Prefix Interface ID

XXXX | XXXX | XXXX T OXXXX 1 XXXX | OXXXX | XXXX | XXXX

XXXX = 0000 through FFFF
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C:\ping 192.168.12.1

Olee b ulad 1 L

C:\ping Microsoft.com
Wl ) O ol (See PING [ sius (a5

C:\>ping 192.168.200.1

Pinging 192.168.200.1 with 32 bytes of data:

Reply from 192.168.200.1: bytes=32 time<lms TTL=64
Reply from 192.168.200.1: bytes=32 time<lms TTL=64
Reply from 192.168.200.1: bytes=32 time<lms TTL=64
Reply from 192.168.200.1: bytes=32 time<lms TTL=64

Ping statistics for 192.168.200.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 0ms, Average = Oms

SaS G g g 59 /? gl 5 Ol o PING st o 58 Gl slasiel ks suds 5l
s o Extended clls o) S @ligas 5o b g ed S

! Time To Live (TTL)
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C:\>ping /?

Usage: ping [-t] [-a] [-n count] [-I size] [-f] [-i TTL] [-v TOS]
[-r count] [-s count] [[-j host-list] | [-k host-list]]
[-w timeout] [-R] [-S srcaddr] [-4] [-6] target_name

Options:

-t Ping the specified host until stopped.
To see statistics and continue - type Control-Break;
To stop - type Control-C.

-a Resolve addresses to hostnames.

-ncount  Number of echo requests to send.

- size Send buffer size.

-f Set Don't Fragment flag in packet (IPv4-only).

SiTTL Time To Live.

-v TOS Type Of Service (IPv4-only. This setting has been deprecated
and has no effect on the type of service field in the IP Header).

-rcount  Record route for count hops (IPv4-only).

-scount  Timestamp for count hops (IPv4-only).

-j host-list Loose source route along host-list (IPv4-only).

-k host-list Strict source route along host-list (IPv4-only).

-w timeout  Timeout in milliseconds to wait for each reply.

-R Use routing header to test reverse route also (IPv6-only).
-Ssrcaddr  Source address to use.

-4 Force using IPv4.

-6 Force using IPv6.
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Multicast Listener Discovery
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Virtual Terminal
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! Graphic User Interface (GUI)
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Alite GLAVIAN L aSud o)l8 S 3ok Ol 5w S al 5L o)lse (A Lo
9 Jlas) Ol o Sl Gl adla Gl Hoadl Gl G aliine o) seas
Su Trunk Jlaas! o) sl als 1) VLAN @ b g e Tag lsls sla a2 @b

S oo 43S 8 s 9 s

Trunk Jsi g 3 g1 95!
S e LIS 5y S50 0 5 (S a5l gl g o Trunk = ¥Las)
ISL Jsig s -V

Sews b s JEEE o luiticd 51 U3 (Inter-Switch Link Protocol)ISL J<s 5 5
D 1y S SlaS s s OIS IS L 5 S e

Gin (s Ly 3B 59 5 85 (sl ey lasne 15 el slamod S0y ol
g ol @50l a8 gals G Gl 5o wled o paddie S0 1, ﬁ).éVLANID
ibe (oo (SL sy 50

ISL Header Encapsulation Frame FCS '

IEEE 802.1q Js5 5,8 -Y
a5l JS5 553 rials o OtIQ HLaial 45 15T < IEEE 802.1q JS5 5,5
S psad oS a5 slasing ol Lo s sad suls drewss IEEE plojles bawess «S
el oo Sl O 5 el
028 S Gulai€ b 5 00, a8 sane suisdiew 4 aladl ISLAANA 53 US55 0
el o paddio 51, b gs pe VLAN ID (Lol s 58 5ua 5o (b Fasas

oric
DA [Sa TYPEFLEN\ DATA Orighal

DA |sa TAG |TYPE;LEN| DATA ‘ch Pagel

! Cisco Proprietary
2 Encapsulation
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DTP Jsig 4

Sl 53 @ gems B 8 )lu go 5088 15 @ 5w (Dynamic Trunking Protocol)DTP Uss 5 5
il oo S o semiie JS 5y 0l -slad 558 1, Trunk eYLas)

L Trunk Jlast (o) 58 50 bl 4S5, gum 3 aa0 00 15 Sl (pl g ges 4 DTPUSS 55
Soser 5 oSy 0 Ol Gu b asa Sun ey wal Gals sy Bl oK
g ,uds Trunk clls o Kb gl

YLl sk gu 5a 5o LA ;5 aaalS 4S UK o o 8 Seuis il Gy i 5 Gl

.dx;\g‘aL}llgMJQJHJMJ}&L&ﬂTrUnk

Native VLAN

o aladl aliae GLVLAN & b g e leMbl JUE51 (g1, dOt1q JS5 55 asii€ S shiles
Sl (5l 080 o i 1 05l aasd lal QB Jae ool 4S wle o s aajd o) Tag
Jiie b g gun o Lol B L5 (Untagged) gu) Tag oows 1) wisil sla s ol
8 S 5o soldial Native VLAN 51w g

S ols g als Lo wb (Native VLAN) Lo shlae Glae 4Sod 45 Loy yo o laik
VLAN 1 <l € e b oaal ol aitis Jate Koo o Trunk o¥las) b s
Native lsic & VLANT flaa 51 Y gane a)la s ga g b i gon (550 53 0208 Ol &) s
33,5 go saliieul 55 VLAN

LVLAN @ o jlads yasads Gilsh
WVLAN (5,I€ s5lads slys 15,4095 5 0 g3, 31 lasidy <ol IEEE 802.1 ol
G ) ol 6wl el G sjlad panads cga VLAN slaal gl o Lol oo, sT (o0 aal
il by
o) ool sah 5555 Gala el aladl sl IEEE v VLAN 4095 , VLAN O o
Bl (o0 5ol b 5 50dS 5 s, L8 LVLAN
s525 535 01 B GISl 5 sud slanl gl 555 52 0B Ol o VIANT e

VLAN13@@}&&)3@@53&6“&)&(.\LA]‘L_\JJ‘(S)‘JA'&‘)JJJ‘)‘.ﬁ
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Management VLAN , Native VLAN ;lse & ¥ gaso VLAN o) 5 il
W8S e suliinl 50

ol g w5, ol el o Normal VLANS 1, 1001 G 2 sla sylad o5, @
oS oo ol Sewis ol yagas

BB 5 sad slas) gisw s5s 2 0508 Oy oo s VLAN 1002 — 1005 &5, o
s FDDI (sla US55 slos LVLAN () ol cad 5,8 g Bia 5 (guis Sy
el sass S 545, Token ring

O3l o9 VLAN (g Sy ) Jad .l o Extended VLANS 1,4094 5 1006 =, o
Oialas Extended VLANS 51 slidy 5o 00 595 b s g cnlll 51wl w5,

Ty Gy gy Curud g ¢l gl
il b 3 ) o¥la 51 (S Lo wBls e b &g ensate BB sla g e 5o

Access e
i g S 0S8 e L8 sl a5 placsy e carsy O
Al 1, Trunk el o alla ol Lo asl sad €8 S Lk Lo ol ,u,lS
i 3 ga s 305 Slo 531 g 5w cilla S el 4T Gas
o9 s WS b 518 suliiiul u) g oS lac g alad 4S el Gl & g (s i
o 51,8 Jlad ae VIAN & gne g Shutdowne ) sas cadla ol

Dynamic Auto e
ol ol L8 alla fpl 5o a8 Gy O el sla o als
L oass Blie @os g oobesl o 5 Sla gl Spems sais bl clla ol
I osa alla sy il Trunk adla Ho Jslie o, SI JBe (lsie 4 ai)ls
Ay e i Trunk <

Dynamic Desirable e
> Trunk Jlasl wsd Jslie o, b S 0 o (235 Ladls @ alla ol o
L s Desirable Trunk =¥la 51 S 5o Jslie o) s 4S5, un Lo wlad 13

Ba S eo Trunk Jlas! o518 s 4 3850 oy ool il alils ,13 Auto

! Manageable
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Mode Prompt Clla g s

Privileged Switch# s o soliial sad Jlae) &l sicus ceu s (510 alla ol )

EXEC S suliiiul Hsae 4al Sl adla Cpl e sTens (g5 ol i

Global Switch(config)# alad 4 4S5 oo suliind laiel sl i Sy gl alla ol

configuration W3S oo Jlas) @b g

Config-vlan Switch(config-vian)# | soliicl LAVLAN @ b s yo sl sial 5l (sai Su sl adla ool )

JJ...‘Z:GQ

VLAN Switch(vlan)# 29V 0 B &, sWVLAN i)l sui Su gl alla ol 5l
configuration S5 e saliiul VLAN Database

Interface Switch(config-if)# soldiiul (s il 4 b g e slasiel b gui Sas gl s clla ol 3
configuration S S e
Line Switch(config-line)# Jlie 5 b gl 4 Lo g3 50 (sla il )l sais S (sl s (hsy ol )
configuration 0K o solii

SSeurs sl mbs 590 2 Sy Blaa ghal oga Sl a)se ol siws 4 bl o

ﬁ‘)‘d‘)g =
0 9o LA yial )y (s S
Command Purpose
Step 1 configure terminal Example: Enters global configuration mode
Switch> enable
Switch# configure terminal
Step 2 hostname name Specifies the name for the router.
Example:
Switch(config)# hostname Switch
Step 3 enable secret password Specifies an encrypted password to
Example: prevent unauthorized access to the
Switch(config)# enable secret MTR switch.
Command-Line & o yicus uis ;S
Command Purpose
Step 1 [line [aux |console | tty | vty] line- Enters line configuration mode, and specifies
number the type of line.
Example: This example specifies a console terminal for
Switch(config)# line console 0 access.
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Command-Line 4 o yicus s ;S

Step 2

Password password
Example:
Switch(config-line)# password cisco

Specifies a unique password for the console
terminal line.

Step 3

login
Example:
Switch(config-line)# login

Enables password checking at terminal
session login.

Step 4

line [aux |console | tty | vty] line-
number

Example:

Switch(config-line)# line vty 0 4

Specifies a virtual terminal for remote console
access.

Step 5

Password password
Example:
Switch(config-line)# password cisco

Specifies a unique password for the virtual
terminal line.

Step 6

login
Example:
Switch(config-line)# login

Enables password checking at the virtual
terminal session login.
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stangloaSub (ojlaa oo

VLAN (5, 8 y (V) 92 yLocn

lisss ¢ o

Wb ool was saae il sud s ga (b H gl HulK o alaas Hlao plaulsa il
oudy BT 5N ) b Wy das 5 sug ulas cod 0 Jbo oledbl G o
o) palsd Jie gleSas (s el (515 5 s S (A @G80 laa 4l Glinl cend Gl
Gl ga sl a0l B s Jladpaa lals 4 s Jsare Bubs 50 Gul3T asiae il
waas &l Jle | gl

pa L S 580 s B sude 5 waa aaly Ho (Jle (a5 58 g oS sl S a3y
Al oo A mlse siae 5 gl aaly 5a le s ol e

e jla
WA g asls dusa calin @l b wsa i3l sase (Il Gias Gu S las @l
J[SJuu—\:te-bd‘)éd)[.aili")\’um45‘%;]“}‘&‘.J‘9:\0J‘)SQJLQTJJ.A.A@}ZSJ?[SJAf..\?@:i\}.&.u
Sl Gulsa aa SISl b aiS o G, VLAN (golsl o)y slgidng oy losulad Jio (sals
Sl s 0w I 5o (I 50l (5108 waa Subnet S b LIS ool sloal sl L
Se ow wl o Bas Byl ) pa Lok 5 ool IP usol (ol alass lls L3 Subnet

Al (oo 4o g yo VLAN s i) 58 oo guae g g g (s Sy ad (g IS

Ja ol
G piS o S (g sbe mand 9o 4 1, LS 55 5 s9 S Subnetting 4 alasl s
bl Network « L g o sla e 40 5 oS 15 HOSE &4 b gy o sl s 3 s S LIS 0l
IP s 59 Subnetting 51 Ly consl 8853 C LIS 5o L3 Subnet <yl & da 5 b oS o
rodls aadlsa ) oo e
192.168.200.0 /25 Or 192.168.200.0 255.255.255.128
192.168.200.128 /25 Or 192.168.200.128 255.255.255.128
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G ool culll s Ha oS adias s Y gl L (358 Subnetting « 4a 5 L
L w555 s waa Subnet Mask ;s S (5 50 crany & geaisl 5o a)la 1y @IS VYE
38 o Lak o S 4 aa

reel e Sy e (IS B G b o) o b gdsw gau Sy € cup Yl
S ol asl o Console o s (Jlasl sl (psigs conl sais Jlael W g sen (555
s Jualo o b g s Telnet 350 51 asl s oo sl uis Sy

220 Slhsiens 4wl uu Sy 6l paas aladl ) Eses ) (s Sy el i IS o
el (oo 1ol e i ges (555 03 J S @ Gaob S

Switch>enable

Switch#tconfigure terminal
Switch(config)#thostname SwitchA
SwitchA(config)#enable secret cisco
SwitchA(config)#line console 0
SwitchA(config-line)#password cisco
SwitchA(config-line)#login
SwitchA(config-line)#line vty 0 4
SwitchA(config-line)#password cisco
SwitchA(config-line)#login
SwitchA(config-line)#"Z
SwitchA#write

Hostname (sl,s «S oplss ool b adiled (o 1sad 503 Bl gw (95 2 1) 308 ol sieus
alas o a5l 1, SWItChB & 5l

Olea Lo ol Trunk o, 55 st Sy 0 il a8 ol sl 5o a4l st Sy O oy
o Olsie 4l Bam su S Jale KoK @ | Lagd s «S FA0/T (la(o s) s i
plad oo anlas Trunk

09 Jals (e 45l 518 Jlas e o @l s (590 52 DTPUSS 550 0258 Gy o) 500 0
Jlie ol g s canlad TrUnK o550 (s Sy 0 ald8l W g s 51 (S (595 2 S50
S ol Sig S olgidn G Ll als sald o Trunk @ 1) ssd o cuadsy 50
ailed Jlasl ok gu 58 5o Trunk o g ot Sy o alasl (B854

el 05l 1 e @losis e gl g (555 5 THUNK & 53 (s Sy g

SwitchA>enable
SwitchA#configuration terminal
SwitchA(config)#tinterface fastethernet 0/1
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SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#trunk encapsulation dotlq

SwitchB>enable

SwitchB#configuration terminal
SwitchB(config)#interface fastethernet 0/1
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#trunk encapsulation dot1q

S5 02 Ul Soseas VIAN T oSl 4 a5 b sy (o0 LAVLAN slal 4 oo Ve
SLVLAN o lads Guy i a3 alasl (TAgEING) s IS wlis wlilee VLAN (pl 5o 5 il
DS aala Y s Y L
L 15 VLAN 3 Jlej sol coansd (5155 5 Personnel ab b 1, VLAN 2 usl3T Jacs s sl
ool 5o alsges 1 s Bo VLAN AL oS saal il 4o 8 amlad s slaol Finance,ls
ok penddl So 5 IS o L w8 (555 o2 USE s (8 Blad 51 5 sus (Rasae
53 LVLAN oL g oslite ba ol S5 & adY a3l o VAN D glas oliges

.@i\ﬁ&‘j&:JK?L}':‘&'MJJGJJxsﬁuw}é&bgug_ﬁy

SwitchA>enable
SwitchA#configuration terminal
SwitchA(config)#vlan 2
SwitchA(config-vlan)#name personnel
SwitchA(config-vlan)#vlan 3
switchA(config-vlan)#name finance

SwitchB>enable
SwitchB#configuration terminal
SwitchB(config)#tvlan 2
SwitchB(config-vlan)#tname personnel
SwitchB(config-vlan)#vlan 3
switchB(config-vlan)#name finance

ius Gl 5o Sl 0 da 8 bl sa; VLAN o sliael o gad poddie 4 cu s Yla
b 4 by sla(o) )i il Wl Lu wal o Port-based VLAN lyal 5 L Ll
pulad yaddie |, VLAN

SwitchA>enable

SwitchA#configuration terminal
SwitchA(config)#tinterface range fastethernet0/2 - 14
SwitchA(config-if-range)#switchport mode access
SwitchA(config-if-range)#switchport access vlan 2




SwitchA(config-if-range)#exit
SwitchA(config)#interface fastethernet0/20
SwitchA(config-if-range)#switchport mode access
SwitchA(config-if-range)#switchport access vlan 3
SwitchA(config-if-range)#exit
SwitchA(config)#exit

SwitchA#twrite

ok s Sy sl il 5l guland 55 1 a Sy S psalsa e Sle) o
SalBl b a5 58 595 2 Slhsies S 4 S sloal slas il B (oo paas sl Ol
asds alasl 2y S o pas |, sau Sy dnterface range | siws 5l
sl Ctrl-Z slanK Lend | siws 51 5 SeS Mode 51 (385 ¢ 5o 51 €Xit | sis )
&l Write | gics 5 (uiaad 05 o soliicl Privileged EXEC mode clla 4 cil5L

S g soliiul Startup-config Hu gan Suy s a0

SwitchB>enable

SwitchB#configuration terminal

SwitchB(config)#interface range fastethernet0/2 - 4
SwitchB(config-if-range)#switchport mode access
SwitchB(config-if-range)#switchport access vlan 2
SwitchB(config-if-range)# interface range fastethernet0/5 - 7
SwitchB(config-if-range)#switchport mode access
SwitchB(config-if-range)#switchport access vlan 3
SwitchB(config-if-range)#end

SwitchB#copy running-config startup-config

s sy alasl 1 write [ siws LIS olaa cOPY running-config startup-config  sicus
startup-config sl u wols 518 o8 go dadla (595 s 4S s alasl gui Ky o g oo Eicls
B3 S 8 a0 i e Flash dasla 555 53 95 90

ddla 555 2 g o9 Eis sk Sy ssls Startup-config Ll «S ol S5 4 a3y
Startup-config ks s s o BOOt g puu 4S olKia 3 5 (o0 01340 & s a3l L Flash
3l Running-config (8 se LU (ol ol 5 su suls JEI b g RAMU =8 50 aisla o
Sl Jals 4 ot o 5,14 LB ool Lo sad Jlael @luis alad Gy ol 3 osd e
aladl &t 8 5aa (6l 1A g (oo O O g e e N 8l B Guy LB Cpl oL giae
Copy running-config startup- L Write , siws 31 wb Startup-config Jsls g9, s saud
- o4 config

SIS il o (58 O ) dag s (g0 Sy ) Gy Sk suian (LA 535 5 el
el sud suly (L 55 By A sla g8 5w 555 5s End-to-end sWVLAN

\YY
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AP G 5T Galiad 53 MAC 50T (55800 (512 @IS 2 i€ W8 oS sl ) gals 1wl
Slan iy slaaly 31 SIS Gl alast gl 55 ARPUSS 55y iled o suliial ARP S5 55 )
098 Soo 4 4 sael 5 ga 5 ARP US55 5 Laes 53 <S (sIBroadcast aly Lol .ales o suliin
Caa S (oo silio Loz gu

Syl o s b sl oo @ibiys VLAN 3 gine MK 511, Broadceast aly A gb s
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VLAN<a gio dOt1qUSS s oulsl 5o pasd oo b 52 Badisw Trunke, s .aas
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il oo SEan (EAy 855 s gl 4Sa Cpl 5o
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LS ol oo (Shstus gl o condy saaline 5 o Sy (oo o S
osiens D LG yiul s g saalie cga wil g o JBe sl a8 o 52T show <K
awlad salaiil show vlan | gicus 5 LAVLAN cuas 5 saaline gl 5 show interface

SwitchA#show vlan

VLAN Name Status Ports

1 default active Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/21, Fa0/22, Fa0/23
Fa0/24

2 Personnel active Fa0/2, Fa0/3, Fa0/4, Fa0/5

Fa0/6, FaO/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13

Fa0/14
3 Finance active Fa0/20
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

90n 03 Jals Gaea 4 a0 VALN 1 e (258 Gl @) sems glisons Lo pls
wilsady AL Lold VIAN sae glsie € € olagwdyinl (348 show vian | gis
il o VLAN 1 ginc

Ol ol sud slan) @ gen 59 0S8 iy &) s 50 1005 51002 sLaVLAN ol
el sad 5,5, Tokenring s FDDI gla JS5 555 (5155 LaVLAN

Command Reference , giwus g2 30

Creating or Modifying an Ethernet VLAN

Command Purpose

Step1 |configure terminal |Enter global configuration mode.

Step 2 |vlan vian-id Enter a VLAN ID, and enter VLAN configuration mode. Enter a
new VLAN ID to create a VLAN, or enter an existing VLAN ID to
modify that VLAN.

Step 3 |name vian-name (Optional) Enter a name for the VLAN. If no name is entered
for the VLAN, the default is to append the vian-id with leading
zeros to the word VLAN. For example, VLANOOO4 is a default
VLAN name for VLAN 4.

Step4 | mtu mtu-size (Optional) Change the MTU size (or other VLAN
characteristic).




S

Creating or Modifying an Ethernet VLAN

Step 5 |remote-span (Optional) Configure the VLAN as the RSPAN VLAN for a

remote SPAN session.

Step6 |end Return to privileged EXEC mode.

Step 7 |show vlan {name Verify your entries.

vlan-name [ id vlan-

id}

Step 8 | copy running-config |(Optional) If the switch is in VTP transparent mode, the VLAN

startup config configuration is saved in the running configuration file as well
as in the VLAN database. This saves the configuration in the
switch startup configuration file.

Assigning Static-Access Ports to a VLAN
Command Purpose

Step 1 configure terminal Enter global configuration mode

Step 2 interface interface-id |Enter the interface to be added to the VLAN.

Step 3 switchport mode Define the VLAN membership mode for the port (Layer 2
access access port).

Step 4 switchport access Assign the port to a VLAN. Valid VLAN IDs are 1 to 4094.
vlan vian-id

Step5 |end Return to privileged EXEC mode.

Step 6  |show running-config |Verify the VLAN membership mode of the interface.
interface interface-id

Configuring a Trunk Port
Command Purpose

Step1l |configure terminal Enter global configuration mode.

Step2 |interface interface-id Specify the port to be configured for trunking, and enter

interface configuration mode.

Step 3 switchport mode Configure the interface as a Layer 2 trunk (required only if
{dynamic {auto | the interface is a Layer 2 access port or to specify the
desirable} | trunk} trunking mode).

Step4 |switchport access vlan |(Optional) Specify the default VLAN, which is used if the
vlan-id interface stops trunking.

Step5 |switchport trunk native |Specify the native VLAN for IEEE 802.1Q trunks.

vlan vian-id
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VTP Js5g 43

590 » Sraie o seas WVLAN gu Sy Jlae! cyga VLAN Trunk Protocol s 55
O oY smas 5o Ll 5 su s S o seads S5 Gl asdiee 895 LIS 4 lagd s
38 o Pty oS5l

gl 58 sl G 1) sai S wia g s saae LAVLAN slasl (g Lat (8 (sla g5l o
S olasd gl Sal S aBlse Ho an Sy sl ol s alad) e o) e
LS50 oSl S waal i 4S8 gm0 S el Lol el S ala) ol casls g g
s Lot Sl o 3L 4 4S (s Sy WVLAN 31 Sl sl 1y gses sl slas3
dee 0ol s waalsa Home VIAN S il b 5 Bla ala) e (S50 5 Sar S i e
S5 Ol el e 5 e Hhow slagl s e sdle 4 nas alad) Ehsw 5o DN )
sl o (Bl a0 5 gl e (505 9l (s S Gl Lo SYISE! Gaal

ool ) suliiel b ol s 50 VIPUSS 550 (iyme 40 alii) 358 Judae Ja sl sScusen
i Sy 9 80 5ad addie «Sud 5o VTP Server gl gie & 1) gl s S5 a5 oo Lak JSS 550
s S VTP Client lsic & € 800 slaged oo puses cisas aladl 57 555 s 1> LVLAN
Wlad oo Jlae) 5 il o Sl g3 & gean |y olaadais (wilons

ALl 1 WVLAN iulyss s i olosl 45 b oo olasas 1 VTIPS el S5 45 239
9 s S wb Gliges (AlAs LAVLAN ¢ ad s sltosy polaid) Jae 5 sas oo
Soady aladl g e 58 (595 5o paliens sk

3215 9sn sladiows @ilo s bl OSel 5 008 LIS OSJae s &Y s VTPUSS 55
o513 35 1, ISL 5 dOtIq S5 55 50 58 galead o s slal Trunk eyl s,

VTP sla daas
S 54 a3l o VIP V2 T dais 0 35,8058 4 wdl o 4 4w sl VTP US55
G0 Pluidy (sl 965 (S 4 5o 4 a3 SBIK) gLls VTPV
VTP fligas <€ oo S del o7 5 sulital Gals Lulyd 5 aaid onl 31 sSewes sI0S aaa
il Sl soliiul s e Hu V2
VIPvl o

T (550 2 0B Uiy S JS 55 ol S s VTP soliinl o) gue 50
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SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#vtp domain MTR
SwitchA(config)#vtp mode server
SwitchA(config)#vtp password cisco
SwitchA(config)#vtp version 2
SwitchA(config)#vtp pruning

L 5 faa S QAT o um ol 1) s3m b IMTR oobke @ s SbIA 3103 il o
Gl da s (o 1S soliid pHlasS 5o elige gl oobie (ol 5 il oo aa Lok <
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SwitchB>enable

SwitchB#configure terminal
SwitchB(config)#tvtp domain MTR
SwitchB(config)#tvtp password cisco
SwitchB(config)#vtp version 2
SwitchB(config)#vtp mode client

€ wpdioe asie wadl susdd da g Badsw s 2 olsins ghal w85 o S
oaad D) e 4Kl Julo 4ol swas S oyl gt oAl Glsie & VTP L, Mode
e VTP i (o g (adidie Jio olaalsis 31 sy Jlael GlS6) iS4 28 50 Mode
alse © ogies (AT Glsie © a1, Mode s & bgsse s s 1 il o
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AﬁLA}bMﬁm}_ﬁB@_ﬁH‘)J‘JMOT@&%JJ&J&JJ&SJL}:‘A@&W)JLAVLAN

SwitchA>enable
SwitchA#configure terminal
SwitchA(config)#vlan 10
SwitchA(config)#name Test
SwitchA(config)#end
SwitchA#twrite

%Lclaé.&L.i‘mb)i‘}@J)&.\eleuoBg_«é‘,...u‘)JShOWWan JJ:H-UJ:)‘&J[A:H—U‘L:S

SwitchB#show vlan

VLAN Name Status Ports

1 default active Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13,
Fa0/14, Fa0/15, Fa0/16, Fa0/17,
Fa0/18, Fa0/19, Fa0/20, Fa0/21,
Fa0/22, Fa0/23,Fa0/24

2 Personnel active Fa0/2, Fa0/3, Fa0/4
3 Finance active Fa0/5, FaO/6, FaO/7
10 Test active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active

1005 trnet-default active
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VIF Server

VTP Version: 2

Domain: MTR

Password: cisco
WTP Pruning: Enable

Trunk

VTP Client
VTP Version: 2
Domain: MTR
Password: cisco
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Configuring a VTP Server
Command Purpose
Step 1 |configure terminal | Enter global configuration mode.
Step 2 |vtp mode server Configure the switch for VTP server mode (the default).
Step 3 |vtp domain Configure the VTP administrative-domain name. The name can
domain-name be from 1 to 32 characters. All switches operating in VTP server
or client mode under the same administrative responsibility
must be configured with the same domain name.
Step 4 |vtp password (Optional) Set the password for the VTP domain. The password
password can be from 8 to 64 characters.
Step 5 |vtp version 2 Enable VTP version 2 on the switch.
VTP version 2 is disabled by default on VTP version 2-capable
switches.
Step 6 |vtp pruning Enable pruning in the VTP administrative domain.
By default, pruning is disabled. You need to enable pruning on
only one switch in VTP server mode.
Step7 |end Return to privileged EXEC mode.
Step 8 |show vtp status Verify your entries in the VTP Operating Mode and the VTP
Domain Name fields of the display.
Configuring a VTP Client
Command Purpose
Step 1 configure terminal | Enter global configuration mode.
Step 2 vtp version 2 Enable VTP version 2 on the switch.
Step 3 vtp mode client Configure the switch for VTP client mode. The default setting
is VTP server.
Step 4 vtp domain (Optional) Enter the VTP administrative-domain name. The
domain-name name can be from 1 to 32 characters. This should be the same
domain name as the VTP server.
Step 5 vtp password (Optional) Enter the password for the VTP domain.
password
Step 6 end Return to privileged EXEC mode.
Step 7 show vtp status Verify your entries in the VTP Operating Mode and the VTP
Domain Name fields of the display.
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Bandwidth STP Cost Value

4 Mbps 250

10 Mbps 100

16 Mbps 62

45 Mbps 39

100 Mbps 19

155 Mbps 14

622 Mbps 6

1 Gbps 4

10 Gbps 2

sSs LB 5a STP L Ho o Ko 6l b pald EE aaal i 4SS5 500 50
AIAS 5udS Sews & geas | dbs 5o e Path Cost luie uil 5 e

Port Priority e
o ae Gl 5adS b oal s e adilioe 128 L il (258 Gy Soseas sae

il HISHEB o 4 OB panad s s



SR e

Port Number e
soladd o Jle Glsie 4 adl (oo glis 550 53 S0y GBS I8 4 bags e sac
BB sae ol apd o suls iules Fastethernet 0/20 o soms 2960 g 5w 20

STP sladacus
s el sws K sne [EEEL 53 <€ cucal (gu,lilin sladis lyls STPUS 5
il o 9sA o geads STP (gl daius (1l 30 Sews <SS

STP o
ey 338 1) 802.1D 0 Hlwslis) cias o IEEE Lau s JS5 550 0l 4 ol
Ol ) Gley Hu aimas ail co O sllaols 802.1D S5 5 5 5o e 4Sud o Saa
s 438,50 KE LVLAN fael osa s sl 5 i i
s oo 0L 5 (Common STP) CST Al baaas ol

PVST
alasl S VLAN I 50,S5 pluiisy 5 802.1D0 lustical (slacus guss 4 4255 b
< uolubid gl 58 a5 (Per VLAN Spanning Tree)PVST S5, Sore 4
s K yal Gl8hia & yems VLAN 52 ¢15) & STARI, &I sl o sSomies alde
il oo 9 sA 4 o sade ROOE Switch (4l )l VLAN ;a

PVST+ o
s Sl3aal pogeaie s suss PUSTUS 5o il o s JSSo Ol
Sl 3 HuS Sluidy alaa 31 Sholyl slols PVSTaSl Juds & sl oo
e e L8 Slall p, cea o 1, PVSTH S 050 802,10

RSTP o
US55 (dore 5 us a8 Sae IEEE 802.1W o luilicul lae 53 JSS 5 ol
US55 sdome 0 ahail usa L5 slau luslica) sl eiga Lo IEEE lo3 s « S
.3 93 Rapid STP
oe »u RSTP,u BackboneFast; UplinkFastalaa 51 ola S35 S b
il g daaMe Jsl8 Sl 581 US55 s ol Lo St (Convergence) ol Kaa

RPVST+ e



sboriarub s o

S om s ek oS 55 S (S361ES GOl padia pa s adia (pl S0
Rapid PVST+ Al b usa & pogade s)luilicd 8ae 4o alusl RSTPS sl
Jbid VIAN T o5 5 sSema slagdomw 50 0258 Gy Soses JSom O
SRR Uiy o 50 Dediee slagl was S GLVLAN puiges wsl
bl e sulii) RPVSTH S5 50

MSTP o
LVLAN guus s S ol g5 amdls HLaml [EEE 802.1s o lwlisl ciad oS JS5 55 (00l
.J)‘J‘JGJ;).AuuLa.u“):\STA‘::eJ;J‘L;‘J%‘J
098 M s H 9 dael Wil co wils uby LAVLAN slaas oS Sl Lo gundis Jac
STA ai, sSI slsat slaas LAVLAN (g 5,8 b wil g3 oo MSTP S5 5 53 100 S 4o
‘A.:J.«.’.Zvu.o b..\:x.au MST RegiorNS LAAJ; Uf‘ .AA uulS EREX S GLAGJ; slaas “ |J
il oo Syiie STPoLaddais (gl yls

© 35 LSS s O plS [ glal e oS mraad B S ol Sigs 1) s SHuS
anla a8 0T sla S5

Portfast S5
sloal duwg @ gaadds cie s oga STP Swaa sladaids ol jaa o Portfast S35
Feoos ol ool oo 2eb oom S oo (S ol oad Jlad s S I STA a3, <)

sl 5858 STP A 5y 5 5 80558 (5510 53 BPDU sl alsy il 5 Jlas!

Sl 5l 4l 00 B Y- G iley oe 0 ol o S b STPaw s Lo S ol s
&els STP o ooy S5 GouSS oS5 o (aad 4 taiuled padiie gl gus 5o 1) 0pa (2B S
B3R o g g Sia yes (ki LIS 4 sube]

Gal sa g OISl S ACCesS slisss s o2 b comsad ol wal Gab e
S Jlad s ssa s Ll by g3 4ila



SRt

:MCJ]:

G R el b bwas (33 S Gul3T sl e S Suu 4 dus i3] iy S
J‘JJ‘J'?J‘JJG)'.’ OL&AT’QJLA.:;I AA‘JJJGJQJ;J}A‘.M‘QJJAQLA‘J}& 4e gano
35 anly ool Kot sl o€ Gl pd Lad 3 Guil3T asiae Gudy ool 488 18 LS sl
lagS (83

g jlus

oa e G mleile K0 5 i S wisa L waas aaly Ho Sl gl sl 6l
6l o2 15 IP Gl ) K Galiaitl 5 wsan VIANS, sla Gaigan apsls (L8 (sla sl
S S 5 dsas i

G Lol ai€ Jale Ko 4 1) gl 4w 58 ansls weal Lo 4K (ol Gusn¥l sl
@l 1wl oo 4Sa 5o g0 Y dila S50 OISl GRS 4 Elise 5o Jlall s
s 4t 5 STP S5 550 (3100 ol 45 alul il il 520 31 ol 31 (5 1S sl

Ja ol

Slaals alatl 31 Gy S Jae wload ol T 50 48 8 sladls, Bub 4Sad ol (510
Olsie 4 1, o 5 sals L3 4Sut 5o 5 Guly Revision Number G 1, was g s )
im0 Sy VTP S5 55 o NS

Sl Transparent clls a1, gl s luisl Revision gud i 51 luals) (5158wl 55 00

:Haweglc@ﬁw&,,xbﬁunk QJﬁJVTP(sw)SﬁuLA)M.A:mJ

SwitchC>enable

SwitchC#configure terminal

SwitchC(config)#vtp domain MTR

SwitchC(config)#vtp password cisco

SwitchC(config)#vtp version 2

SwitchC(config)#vtp mode client

SwitchC(config)#interface range fastethernet0/23 - 24
SwitchC(config-if-range)#switchport mode trunk
SwitchC(config-if-range)#switchport trunk encapsulation dotlq
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SwitchC(config-if-range)#end
SwitchC#write

S0 ol 51 4Kl a5 b sl asa s (ealaiA VIANS, 55 was S 6l by
e mlsm 555 03 VLAN (ol Gy caans 5108 (A8 55 s HES 1) 0558 gl 5o pasls auad

s wulad oo Jac Server

SwitchA>enable

SwitchA#tconfigure terminal
SwitchA(config)#vlan 4
SwitchA(config-vlan)#name tourism
SwitchA(config-vlan)#end
SwitchA#

2 om0 s s Rau K Hsel s 4 Jeals ©yss s TrUNKE ) 53 casan VLANSLaG! 51 as

pmled oo sab S A mb s (595

SwitchA>enable

SwitchA#configure terminal

SwitchA(config)#interface fastethernet0/24
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk encapsulation dotlq
SwitchA(config-if}#Description ***Connected to Switch C***
SwitchA(config-if)#Interface fastethernet0/15
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 4
SwitchA(config-if)#Description ***Connected to Server 2***
SwitchA(config-if)#end

SwitchA#write
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SwitchC>enable

SwitchC#configure terminal
SwitchC(config)#interface range fastethernet0/1 - 10
SwitchC(config-if-range)#switchport mode access
SwitchC(config-if-range)#switchport access vlan 4
SwitchC(config-if-range)#end

SwitchCtwrite

pabad (oo o Sy Cadipns b LU (5515858 g Badiss 555 2 50 Trunke ;5 S

SwitchB>enable

SwitchB#tconfigure terminal

SwitchB(config)#interface fastethernet0/24
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#switchport trunk encapsulation dotlq
SwitchB(config-if)#Description ***Connected to Switch C***
SwitchB(config-if)#end

SwitchB#write
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SwitchA>enable

SwitchA#tconfigure terminal
SwitchA(config)#spanning-tree mode rapid-pvst
SwitchA(config)#spanning-tree vlan 1
SwitchA(config)#fspanning-tree vlan 2
SwitchA(config)##spanning-tree vlan 3
SwitchA(config)##spanning-tree vlan 4
SwitchA(config)#spanning-tree vlan 1 root primary
SwitchA(config)#spanning-tree vlan 2 root primary
SwitchA(config)#fspanning-tree vlan 3 root secondary
SwitchA(config)#fspanning-tree vlan 4 root secondary
SwitchA(config)#interface range fastethernet 0/2 — 23
SwitchA(config-if-range)#spanning-tree portfast
SwitchA(config-if-range)#end

SwitchA#write
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SwitchB>enable

SwitchB#configure terminal
SwitchB(config)#spanning-tree mode rapid-pvst
SwitchB(config)#tspanning-tree vlan 1
SwitchB(config)#tspanning-tree vlan 2
SwitchB(config)#spanning-tree vlan 3
SwitchB(config)#spanning-tree vlan 4
SwitchB(config)#spanning-tree vlan 3 root primary
SwitchB(config)#spanning-tree vlan 4 root primary
SwitchB(config)#spanning-tree vlan 1 root secandary
SwitchB(config)#spanning-tree vlan 2 root secondary
SwitchA(config)#interface range fastethernet 0/2 — 23
SwitchA(config-if-range)#spanning-tree portfast
SwitchB(config-if-range)#end

SwitchB#write
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SwitchC>enable

SwitchC#configure terminal
SwitchC(config)#spanning-tree mode rapid-pvst
SwitchC(config)#spanning-tree vlan 1
SwitchC(config)#spanning-tree vlan 2
SwitchC(config)#spanning-tree vlan 3
SwitchC(config)#spanning-tree vlan 4
SwitchA(config)#interface range fastethernet 0/1 — 22
SwitchA(config-if-range)#spanning-tree portfast
SwitchC(config-if-range)#tend

SwitchC#write
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:Command Reference ol ) gics auio

En

abling Rapid PVST+

Command

Purpose

Step 1

switch# configure
terminal

Enters configuration mode.

Step 2

switch(config)# spanning-

tree mode rapid-pvst

Enables Rapid PVST+ on the switch. Rapid PVST+ is the
default spanning tree mode.

Enabling Rapid PVST+ per VLAN

Command

Purpose

Step 1

switch# configure terminal

Enters configuration mode.

Step 2

switch(config)# spanning-
tree vlan-range

Enables Rapid PVST+ (default STP) on a per VLAN basis.
The vlan-range value can be 2 through 4094

Disable Rapid PVST+ per VLAN

Command

Purpose

Step 1

switch# configure terminal

Enters configuration mode.

Step 2

switch(config)# no
spanning-tree vian-range

Disables Rapid PVST+ on the specified VLAN.

Config

uring the Root Bridge ID

Command

Purpose

Step 1

switch# configure terminal

Enters configuration mode.

Step 2

switch(config)# spanning-
tree vlan vian-range root
primary [diameter dia
[hello-time hello-time]]

Configures a software switch as the primary root bridge.
The vlan-range value can be 2 through 4094 (except
reserved VLAN values.) The dia default is 7. The hello-
time can be from 1 to 10 seconds, and the default value
is 2 seconds.

secondary root bridge

Command

Purpose

Step 1

switch# configure terminal

Enters configuration mode.

Step 2

switch(config)# spanning-
tree vlan vlan-range root
secondary [diameter dia
[hello-time hello-time]]

Configures a software switch as the secondary root
bridge. The vian-range value can be 2 through 4094
(except reserved VLAN values.) The dia default is 7. The
hello-time can be from 1 to 10 seconds, and the default
value is 2 seconds.
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Configuring the Rapid PVST+ Port Priority

Command Purpose

Step 1 |switch# configure terminal |Enters configuration mode.

Step 2 |switch(config)# interface Specifies the interface to configure, and enters the
type slot/port interface configuration mode.

Step 3 |switch(config-if)# Configures the port priority for the LAN interface. The
spanning-tree [vlan vian- | priority value can be from 0 to 224. The lower the

list] port-priority priority value, the higher the priority. The priority values are 0,
32, 64,96, 128, 160, 192, and 224. All other values are
rejected. The default value is 128.

Configuring the Rapid PVST+ Pathcost Method and Port Cost

Command Purpose

Step 1 |switch# configure terminal |Enters configuration mode.

Step 2 |switch(config)# spanning- [Selects the method used for Rapid PVST+ pathcost
tree pathcost method calculations. The default method is the short method.
{long | short}

Step 3 |switch(config)# interface  |[Specifies the interface to configure, and enters the

type slot/port interface configuration mode.

Step 4 |switch(config-if)# Configures the port cost for the LAN interface. The cost
spanning-tree [vlan vian- |value, depending on the pathcost calculation method,
id] cost [value | auto] can be as follows:

. short—1 to 65535

e long—1to 200000000

Note You configure this parameter per port on access
ports and per VLAN on trunk ports.

The default is auto, which sets the port cost on both the
pathcost calculation method and the media speed.
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Jeaio A g gs YY @0 0 <SS ADSLan g g 0058 alanl @i 30l ab b was VIANS, ui)

IS (sl 15 192.168.201.128/25 (uyul iy (ripad padson S8 4o o Lo 1y el

SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#vlan 10
SwitchA(config-vlan)#name internet
SwitchA(config-vlan)#exit
SwitchA(config)#interface fastethernet 0/23
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 10
SwitchA(config-if)#end

SwitchA#fwrite

xS a3 59 VLAN 5l (sla

o alaS 5o g 00 S Juale g 4 1) S, slagud Tl 35, aly) ubs Say 5l G

e 0 150 a5 (s wiS eate Lot s 51 aloS 58 15 5355 a5 00 4S iy 54
WA BN sl aslad s ¥opnan D18 35S0 S, Jala 1) S, anlsis B au S Jais A
‘L“usUaJ.a.Alo):\g‘)GLAutﬁjui‘MJbJ‘J&LAh‘dlLAGLAVLANM‘JA@i\‘}w

SwitchA>enable

SwitchA#configure terminal
SwitchA(config)#interface fastethernet 0/15
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 2
SwitchA(config-if)#interface fastethernet 0/16
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 3
SwitchA(config-if)#interface fastethernet 0/17
SwitchA(config-if)#switchport mode access
SwitchA(config-if}#switchport access vlan 4
SwitchA(config-if)#interface fastethernet 0/18
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 10
SwitchA(config-if)}#end

SwitchA#twrite
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Router>enable

Router#tconfigure terminal

Router(config)#interface fastethernet 0/0

Router(config-if)#ip address 192.168.200.1 255.255.255.128
Router(config-if)#description *** Connected to vlan 2 ***
Router(config-if)#no shutdown

Router(config-if)#interface fastethernet 0/1
Router(config-if)#ip address 192.168.200.129 255.255.255.128
Router(config-if)#description *** Connected to vlan 3 ***
Router(config-if)#no shutdown

Router(config-if)#interface ethernet 0/0/0

Router(config-if)#ip address 192.168.201.1 255.255.255.128
Router(config-if)#description *** Connected to vlan 4 ***
Router(config-if)#no shutdown

Router(config-if)#interface ethernet 0/1/0

Router(config-if)#ip address 192.168.201.129 255.255.255.128
Router(config-if)#tdescription *** Connected to vlan 10 ***
Router(config-if)#no shutdown

Router(config-if)#end

Routerf#fwrite

S oo aliial 0 pe Guad 5Tl 4 1P usol penads oy ip address | s )

wyls L8 shutdown clla 5o (a8 iy o) sems @l Se 5 SS9, sl sl
awlad suldied no shutdown | gt 51wl BT oS Jlad cga Jals Cpaaa 4

slaguwd il sslad (Jdg sud po i 0 5 miises aiilan 55, pwld 4 bgse ool
L (oo g9 0 sae Bl gl s B s S5,

99 I8 0208 Gy @) e 4S5 aaa gad suliin) Cisco 1841 mi guw ) Lo g5l 0l 0
59 Oued Bl @ aldl il ene b oo bl s 4 asb . Fastethernet o o
© s Sy, o widl e Ethernet =, 5 < sl,ls alaS ,a o< cisco wic lenet oK
Tl o391 0/0/0 =) =8 555 SOR Y 0/0 =) s el 50 @osr dals (aea

ol sass S
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Router>en

Router#configure terminal

Router(config)# ip routing

Router(config)#ip route 0.0.0.0 0.0.0.0 192.168.201.130
Router(config)#end

Router#

W8S e sy ys Routing lilee o Jlad &l ip routing | sicus

Slsere oy, S b 4wk Default Gateway id s sl sad suliiul g
-l oo 00831 0.0.0.0 o) 3l aualis Subnet 5 Lusul cga S o las ol b wsl o

Joas o € wab e siSubnet ja L goaio oyl 5o 0.0.0.0 Lujal 5 ke
ip default- ,sis 3 sl g3 o Default Gateway ;id s sl .o las usa s Lo Routing
awlas suliiol o network

GAS C,ad 5, pudil 50 o2 S VLIAN A € bgape IPusal € sl b o g8
05 (a3 VLAN lea slacidS it o€ 55, 5 Default Gateway () sie 4wl

582k 5135 LSS L alide (GLAVLAN (gla cindlS (o bLS)) 358 Jalie alad) 51
B0 S so ds B! 50 e Tl 4l IS o yius (aiaad

s Broadcast s s u) 90 5o omiS s LaKLd Hu Glges € wal Galy a5 Gl
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VLAN 2 VLAN 3 VLAN 4 VLAN 10
Personnel Finance Tourism Internet

o 5 sad sols Galatal VIANS, @ S35, cusisiul 5o i€ o sualiie « | hiles
S oo Jac 4 g 50 VLAN sla =)< Default Gateway ) sic
Juasl Juls 0 4S5 Sl a 4iaMe awles 42 53 show ip route ) siws a5 0 S
Fsoisald i Gl e 4 5l g (directly connected) 55, @ Lagud STl sl
>0 s, Default Route uges .ol sugad plubis 1) sad fale glaSin ala

c.u.u| sad suly ‘_)II:BLAJ S* S s

Router#tshow ip route

192.168.200.0/25 is subnetted, 2 subnets

C  192.168.200.0 is directly connected, FastEthernet0/0

C 192.168.200.128 is directly connected, FastEthernet0/1
192.168.201.0/25 is subnetted, 2 subnets

C  192.168.201.0 is directly connected, Ethernet0/0/0

C  192.168.201.128 is directly connected, Ethernet0/1/0

S* 0.0.0.0/0[1/0] via 192.168.201.130

Router#

6058 @IS L LSl (5180wl 4t S i 4S5 )5 guo 5o S IS oS shailas
s 0 1 55 0,90 aale MAC o0l ARPUSS 550 b g8 il ials | oS laa o
CAM Jsun Babs 55 gligon 38300 L108 ismn HLEAT Hu 15T b oo (Ju3Sala b g susy]
led (oo Las 8 Jgas 4 alal s pa
S 595 o sad paddie Subnet ) pla aKius b sal san caIS oSS s 5o
238 53 LB a5 se Gusal Golbe B8 1) e weslie 1Pl by 510850 bl usd 4o
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Configuring Fast Ethernet and Gigabit Ethernet Interfaces

Command or Action

Purpose

Step1 |Router>enable Enables privileged EXEC mode.
3 Enter your password if prompted.
Step 2 |Router# show ip interface brief Displays a brief status of the interfaces that are
configured for IP.
. Learn which type of Ethernet interface is on
your router: Fast Ethernet or Gigabit Ethernet.
Step 3 | Router# configure terminal Enters global configuration mode.
Step 4 |interface {fastethernet | Specifies the Ethernet interface and enters
gigabitethernet} 0/port interface configuration mode.
Example: Note For information on interface numbering,
Router(config)# interface see the quick start guide that shipped with your
fastethernet 0/1 router.
Example:
Router(config)# interface
gigabitethernet 0/0
Step 5 |description string (Optional) Adds a description to an interface
Example: configuration.
Router(config-if)# description FE |  The description helps you remember what
int to 2nd floor south wing is attached to this interface. The description can
be useful for troubleshooting.
Step 6 |ip address ip-address mask Sets a primary IP address for an interface.
Example:
Router(config-if)# ip address
172.16.74.3 255.255.255.0
Step 7 |no shutdown Enables an interface.
Example:
Router(config-if)# no shutdown
Step 8 |Router(config)# end Returns to privileged EXEC mode.
Step 9 |Router# show ip interface brief Displays a brief status of the interfaces that are

configured for IP.
e Verify that the Ethernet interfaces are up
and configured correctly.

Specifying a Default Route or Gateway of Last Resort

Command or Action

Purpose

Step 1

Router> enable

Enables privileged EXEC mode.
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Specifying a Default Route or Gateway of Last Resort

. Enter your password if prompted.

Step 2

Router# configure terminal

Enters global configuration mode.

Step 3

Router(config)# ip routing

Enables IP routing.

Step 4

ip route dest-prefix mask next-
hop-ip-address [admin-distance]
[permanent]

Example:

Router(config)# ip route
192.168.24.0 255.255.255.0
172.28.99.2

Establishes a static route.

Step 5

ip default-network network-
number

or

ip route dest-prefix mask next-
hop-ip-address

Example:

Router(config)# ip default-
network 192.168.24.0
Example:

Router(config)# ip route 0.0.0.0
0.0.0.0172.28.99.1

Selects a network as a candidate route for
computing the gateway of last resort.

Creates a static route to network 0.0.0.0 0.0.0.0
for computing the gateway of last resort.

Step 6

Router(config)# end

Returns to privileged EXEC mode.

Step 7

Router# show ip route

Displays the current routing table information.
e Verify that the gateway of last resort is set.
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SwitchA>enable

SwitchA#tconfigure terminal
SwitchA(config)#vlan 10
SwitchA(config-vlan)#name internet
SwitchA(config-vlan)#exit
SwitchA(config)#interface fastethernet 0/23
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 10
SwitchA(config-if)#end

SwitchA#write

o0 pmlge suliin) WVIANALS Jlail sl s, oudoiul S 5 L& Ll o

© s Trunkusd 3l (35, 5 gise m Trunkdlas! 5135 5 Gw o) sl

sals GalaiAl VLAN & 4 | subinterface ;a5 oo S avds Sl 5, 90 slasubinterface
xS e soliinl 1 51 Default Gateway ol sias

Router>enable

Router#tconfigure terminal

Router(config)#interface fastethernet 0/0

Router(config-if)#no shutdown

Router(config-if)#interface fastethernet 0/0.1
Router(config-subif)#encapsulation dot1q 2

Router(config- subif)#ip address 192.168.200.1 255.255.255.128
Router(config-subif)#description *** Connected to vlan 2 ***
Router(config-subif)#interface fastethernet 0/0.2
Router(config-subif)#encapsulation dot1q 3
Router(config-subif)#ip address 192.168.200.129 255.255.255.128
Router(config-subif)#description *** Connected to vlan 3 ***
Router(config-subif)# interface fastethernet 0/0.3
Router(config-subif)#encapsulation dotlq 4
Router(config-subif)#ip address 192.168.201.1 255.255.255.128
Router(config-subif)#description *** Connected to vlan 4 ***
Router(config-subif)# interface fastethernet 0/0.4
Router(config-subif)#encapsulation dotlq 10
Router(config-subif)#ip address 192.168.201.129 255.255.255.128
Router(config-subif)#description *** Connected to vlan 10 ***
Router(config-subif)# interface fastethernet 0/0.5
Router(config-subif)#encapsulation dotlq 1 native
Router(config-subif)#description *** Native VLAN ***
Router(config-subif)#Z

Router(config-subif)#end

Router#write
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SwitchA>enable

SwitchA#configure terminal

SwitchA(config)#tinterface fastethernet 0/19
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk encapsulation dotlq
SwitchA(config-if)#end

SwitchA#twrite

398 sad padidie slags; 5l e liuaale IP ol o€ s gla ey ol <l (55
Default Q‘J.\.C “ “) ADSL“&J}A |PouJT J:QL.Q ‘a:gLol (DS s ADSL{.\J\,A “© “) Saaa)
puled geddie y39, Gateway

il (0 192.168.201.130 a0 4 80 suls paliaiasl ousal

Router>en

Router#configure terminal

Router(config)# ip routing

Router(config)#ip route 0.0.0.0 0.0.0.0 192.168.201.130
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Router#sh ip route

192.168.200.0/25 is subnetted, 2 subnets

C 192.168.200.0 is directly connected, FastEthernet0/0.1

C  192.168.200.128 is directly connected, FastEthernet0/0.2
192.168.201.0/25 is subnetted, 2 subnets

C 192.168.201.0 is directly connected, FastEthernet0/0.3

C  192.168.201.128 is directly connected, FastEthernet0/0.4

S* 0.0.0.0/0 [1/0] via 192.168.201.130

Router#
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Command Reference , gicus g2 50

Ethernet VLAN Subinterface

Command or Action

Purpose

Step 1

Router> enable

Enables privileged EXEC mode.
e  Enter your password if prompted.

Step 2

Router# configure terminal

Enters global configuration mode.

Step 3

interface type number [name-
tag]

Example:

Router(config)# interface
fastethernet 1/0.1

Configures an interface type and enters
interface or subinterface configuration
mode.

Step 4

encapsulation dotlq vlian-id
[native]

Example:
Router(config-subif)#
encapsulation dotlq 10

Enables IEEE 802.1Q encapsulation of traffic
on a specified subinterface in a VLAN.
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SwitchA>enable

SwitchA#tconfigure terminal
SwitchA(config)#vlan 10
SwitchA(config-vlan)#name internet
SwitchA(config-vlan)#exit
SwitchA(config)#interface fastethernet 0/23
SwitchA(config-if)#switchport mode access
SwitchA(config-if)#switchport access vlan 10
SwitchA(config-if)#end

SwitchA#write

Ll 6ol sl (o slac s S suliind 4 (o5l Sos (U8 (550l BS
O TrunkeYlas! jags L1538, 5 Multilayergs s S il G yus aa e VLAN G
S e euli Inter-VLAN Routing 51l ol s lagd seu

Multilayer g e o adl sadd slay) @b s 5o o Sblie VLAN GG SVI slal ) a3
Default Gatewayglsie © 5 sogad olasl SVIgHlan Lud il & VLIAN o (I3 o
awles o s Sy VLAN T slacinds

SwitchA#

SwitchA#configure terminal

SwitchA(config)#interface vlan 2

SwitchA(config-if)#ip address 192.168.200.1 255.255.255.128
SwitchA(config-if)}#tinterface vlan 3

SwitchA(config-if)#ip address 192.168.200.129 255.255.255.128
SwitchA(config-if)#tinterface vlan 4

SwitchA(config-if)#ip address 192.168.201.1 255.255.255.128
SwitchA(config-if)#interface vlan 10

SwitchA(config-if)#ip address 192.168.201.129 255.255.255.128
SwitchA(config-if)}#end

SwitchA#twrite

VLAN ;& £I5) & solase uwiyinl S dnterface ) gius bhw s wb SVislsol (sl
.avlas kel VLAN Database s s 50

b Multilayergs s Default Routegjlsic 4 ADSLauge (usad (odde oy
ol Jlael 1 o) ol s

SwitchA#
SwitchA#configure terminal
SwitchA(config)#ip default-network 192.168.201.130
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SwitchA#tshow ip route

192.168.200.0/25 is subnetted, 2 subnets
C  192.168.200.0 is directly connected, Vlan2
C 192.168.200.128 is directly connected, Vlan3
192.168.201.0/24 is variably subnetted, 3 subnets, 2 masks
C  192.168.201.0/25 is directly connected, Vlan4
C 192.168.201.128/25 is directly connected, Vlan10
S 192.168.201.0/24 [1/0] via 192.168.201.130

L Lo, ol e iline slagiis slaeadS Yo 35 olvss 4 o5 b
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Command Reference , gicus g2 50

Adding a SVI Interface

Command Purpose
Step 1 |configure terminal Enter global configuration mode
Step 2 |interface vlan vlan-id Enter interface configuration mode
Step 3 |description string (optional)Add a description for an interface.
Step 4 |ip address ip-address mask Sets IP address for a SVI.
Example:

Router(config-if)# ip address
172.16.74.3 255.255.255.0

Step 5 |end Return to privileged EXEC mode.

Step 6 |show interfaces interface-id Verify your entry.
description
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192.168.10.0 /24
Subnet IP Range First/End Net ID /Broadcast
IP Address
1 192.168.10.0 /27 192.168.10.1 192.168.10.0
192.168.10.30 192.168.10.31
2 192.168.10.32 /27 192.168.10.33 192.168.10.32
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3 192.168.10.64 /26 192.168.10.65 192.168.10.64
192.168.10.126 192.168.10.127
4 192.168.10.128 /25 192.168.10.129 192.168.10.128
192.168.10.254 192.168.10.255
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Tehran>enable

Tehran#configure terminal
Tehran(config)#interface fastEthernet 0/0
Tehran(config-if)#no shutdown
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Tehran(config-if)#tinterface f0/0.2
Tehran(config-subif)#encapsulation dot1Q 2
Tehran(config-subif)#ip address 172.16.12.1 255.255.255.0
Tehran(config-subif)#inter f0/0.3
Tehran(config-subif)#encapsulation dot1Q 3
Tehran(config-subif)# ip address 172.16.13.1 255.255.255.0
Tehran(config-subif)#inter f0/0.4
Tehran(config-subif)#encapsulation dot1Q 4
Tehran(config-subif)# ip address 172.16.14.1 255.255.255.0
Tehran(config-subif)#inter f0/0.5
Tehran(config-subif)#encapsulation dot1Q 5
Tehran(config-subif)# ip address 172.16.15.1 255.255.255.0
Tehran(config-subif)#end

Tehran#write

aal A 5 o, seas Show ip address  sics o554 < Subinterface guu Sy 51 G

R

Tehran#show ip route
<... Output Omitted...>

172.16.0.0/24 is subnetted, 4 subnets

C  172.16.12.0is directly connected, FastEthernet0/0.2
C 172.16.13.0 is directly connected, FastEthernet0/0.3
C 172.16.14.0 is directly connected, FastEthernet0/0.4
C 172.16.15.0 is directly connected, FastEthernet0/0.5
Tehran#

Jealie agudin 5 (o4 4 4SS5 Jhse S5 Sy o aladl i Sl Gusd Tl 51 g
S5 39 paicns JLail 4 aladl g lis Hu Lo 4l Jals 4 wadls 4Bl da g anled o ool
L ul L Lgs 3 (S wb Clock Rate S paiie s losss S & Juse
awslad b3 ' DCE ol sic

0 b ol and gl ) soliiad oLy Lo Clock Rate oS adde 4l
YJ.AM ‘u.ﬁb (5[1\34 BRI CA‘)H‘ ‘)‘.\I_ BE) ‘JJﬂAﬂuA “.\la_;‘ :‘Aztz.i.u.b pose a5l o< LA‘)‘JI“).\Y
58 o sage 5 15 Y Ladl DCE/DTE' 4duls 5 45 iieua Laas so ool

P slagusal 385 50 & 51 658 ska cga WAN sl 0 (ool pavads ¢l
25 o4 Subnet Mask ol b .axSie suliial 255.255.255.252 &, soas Subnet Mask

! Data Circuit-terminating Equipment
2 Simulator
® Data-Terminal Equipment
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Tehran>enable

Tehran#configure terminal

Tehran(config)#interface serial 0/0/0
Tehran(config-if)#no shutdown

Tehran(config-if)#clock rate 2000000

Tehran(config-if)#ip address 172.16.20.1 255.255.255.252
Tehran(config-if)#interface serial 0/1/0
Tehran(config-if)#no shutdown

Tehran(config-if)#clock rate 2000000

Tehran(config-if)#ip address 172.16.20.5 255.255.255.252
Tehran(config-if)#end

Tehran#write

e 9 (SO S0 (s Sy ¢ as s (0 Y

Rey>enable

Reyt#tconfigure terminal

Rey(config)#interface fastEthernet 0/0
Rey(config-if)#no shutdown

Rey(config-if)#ip address 192.168.100.1 255.255.255.0
Rey(config-if)#interface serial 0/0/0

Rey(config-if)#no shutdown

Rey(config-if)#clock rate 128000

Rey(config-if)#ip address 172.16.20.9 255.255.255.252
Rey(config-if)#interface serial 0/1/0

Rey(config-if)#no shutdown

Rey(config-if)#ip address 172.16.20.2 255.255.255.252
Rey(config-if)#end

Rey#write

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#interface fastEthernet 0/0
Mashhad(config-if)#no shutdown

Mashhad(config-if)#ip address 192.168.200.1 255.255.255.0
Mashhad(config-if)#interface serial 0/0/0
Mashhad(config-if)#no shutdown

Mashhad(config-if)#ip address 172.16.20.6 255.255.255.252
Mashhad(config-if)#interface serial 0/1/0
Mashhad(config-if)#no shutdown

Mashhad(config-if)#ip address 172.16.20.10 255.255.255.252
Mashhad(config-if)#end
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Tehran#ping 192.168.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
Tehran#ping 192.168.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Tehran#

G i Ol (S5 o¥lall 4l e le S o dliadl oS shailes
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Tehran#configure terminal

Tehran(config)#ip route 192.168.100.0 255.255.255.0 172.16.20.2
Tehran(config)#ip route 192.168.200.0 255.255.255.0 172.16.20.6
Tehran(config)#ip route 192.168.200.0 255.255.255.0 172.16.20.2 5
Tehran(config)#ip route 192.168.100.0 255.255.255.0 172.16.20.6 5
Tehran(config)#

OIS 55 4 auine sl 5 2MbPS Siud b 48 ola 4Sadh 3 ne 0 alii) Jol bk 59
S wiies fais
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Rey>enable

Rey#configure terminal

Rey(config)#ip route 172.16.12.0 255.255.252.0 172.16.20.1
Rey(config)#ip route 192.168.200.0 255.255.255.0 172.16.20.1 5
Rey(config)#ip route 172.16.12.0 255.255.252.0 172.16.20.10 5
Rey(config)#ip route 192.168.200.0 255.255.255.0 172.16.20.10
Rey(config)#end

Rey#write

Sid e sl 4 172.16.12.0 255.255.252.0 ojpas oo Sad Guoal Giag b
Summarization « alusl Subnet Mask ;a3 b (o568 olaialas 5o s ga 5o St ¥ o]
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S o sl 128Kb aiins Sl plea 31 il 3

spalad (oo 1SS 50 agdie 95 59 15 358 Jlac!

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#ip route 172.16.12.0 255.255.252.0 172.16.20.5

Mashhad(config)#ip route 192.168.100.0 255.255.255.0 172.16.20.9

Mashhad(config)#ip route 172.16.12.0 255.255.252.0 172.16.20.9 5

Mashhad(config)# ip route 192.168.100.0 255.255.255.0 172.16.20.5 5 Mashhad(config)#end
Mashhad#write

ha gas pal g 28lise 1) 525
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Tehran#ping 192.168.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/8/22 ms
Tehran#ping 192.168.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/6/16 ms

Tehran#

U ealle 5 ole) lalil e 4. cadle @Sub Gagr uians oo Sae 0 | cadle

.\.‘.'ZJL: wvw)’h.‘m pac e

o jSlas 4 b
ShOW g o soa 4 s o Tl 51y oo Lo 535 srlismene Jshan gy 40 1l
lanlal 4o g3 ip route

Tehran#show ip route
<... Output Omitted...>
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 6 subnets, 2 masks
C 172.16.12.0/24 is directly connected, FastEthernet0/0.2
C  172.16.13.0/24 is directly connected, FastEthernet0/0.3
C 172.16.14.0/24 is directly connected, FastEthernet0/0.4
C 172.16.15.0/24 is directly connected, FastEthernet0/0.5
C  172.16.20.0/30 is directly connected, Serial0/0/0
C  172.16.20.4/30 is directly connected, Serial0/1/0
S 192.168.100.0/24 [1/0] via 172.16.20.2
S 192.168.200.0/24 [1/0] via 172.16.20.6
Tehran#

Rey#show ip route
Gateway of last resort is not set
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

S 172.16.12.0/22 [1/0] via 172.16.20.1
C  172.16.20.0/30 is directly connected, Serial0/1/0

! Timed out
2 Unreachable
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C  172.16.20.8/30 is directly connected, Serial0/0/0
C 192.168.100.0/24 is directly connected, FastEthernet0/0
S 192.168.200.0/24 [1/0] via 172.16.20.10

Mashhad#show ip route
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
S 172.16.12.0/22 [1/0] via 172.16.20.5
C  172.16.20.4/30 s directly connected, Serial0/0/0
C  172.16.20.8/30 is directly connected, Serial0/1/0
S 192.168.100.0/24 [1/0] via 172.16.20.9
C 192.168.200.0/24 is directly connected, FastEthernet0/0
Mashhad#

laeua Laia oS aadily (pipals 058 SS1900S Cla ) Lad GBS (550n 43 S S a8 oo
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Tehran#tshow running-config

<...Output Omitted...>

|

ip classless

ip route 192.168.100.0 255.255.255.0 172.16.20.6 5
ip route 192.168.200.0 255.255.255.0 172.16.20.2 5
ip route 192.168.100.0 255.255.255.0 172.16.20.2
ip route 192.168.200.0 255.255.255.0 172.16.20.6

|

<...Output Omitted...>

Rey#tshow running-config

<...Output Omitted...>

|

ip classless

ip route 172.16.12.0 255.255.252.0 172.16.20.1

ip route 172.16.12.0 255.255.252.0 172.16.20.10 5
ip route 192.168.200.0 255.255.255.0 172.16.20.10
ip route 192.168.200.0 255.255.255.0 172.16.20.1 5
<...Output Omitted...>

Mashhad#show running-config
<...Output Omitted...>
!
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ip classless

ip route 172.16.12.0 255.255.252.0 172.16.20.5

ip route 172.16.12.0 255.255.252.0 172.16.20.9 5
ip route 192.168.100.0 255.255.255.0 172.16.20.9
ip route 192.168.100.0 255.255.255.0 172.16.20.5 5
|

<...Output Omitted...>

o0 Wsane 5 o alad) cua Lo b 55 LA 55,5 (g Sy s o8 saaliie <S5 glailea
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172.16.12.0 /24
172.16.13.0 /24
172.16.14.0 /24
172.16.15.0 /24

192.168.100.1 /24

S0/0/0
172.16.20.9 /30

S0/1/0
172.16.20.5 /30

S0/1/0

S0/0/0
172.16.20.6 /30 172.16.20.10 /30

192.168.200.1 /24

rawle i ciBs agdie 9 (g5 slasi s, show ip route | s a4 ¥l

Tehran#sh ip route
<...Output Omitted...>
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
172.16.12.0/24 is directly connected, FastEthernet0/0.2
172.16.13.0/24 is directly connected, FastEthernet0/0.3
172.16.14.0/24 is directly connected, FastEthernet0/0.4
172.16.15.0/24 is directly connected, FastEthernet0/0.5
172.16.20.0/30 is directly connected, Serial0/0/0
192.168.100.0/24 [1/0] via 172.16.20.2

i eNeoNeNaleal
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S 192.168.200.0/24 [5/0] via 172.16.20.2
Tehran#

Mashhad#sh ip route
<...Output Omitted...>
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
S 172.16.12.0/22 [5/0] via 172.16.20.9
C  172.16.20.8/30 is directly connected, Serial0/1/0
S 192.168.100.0/24 [1/0] via 172.16.20.9
C 192.168.200.0/24 is directly connected, FastEthernet0/0
Mashhad#
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Tehran#ping 192.168.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
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Tehrant#ping

Protocol [ip]:

Target IP address: 192.168.200.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.12.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.12.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/8/14 ms

Tehran#
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J‘%ML’&

! Extended




Yo

Rt 59 4 S Jgan (ol s g saaliie ) o Jgan 5o LA £H0 Bk
suldil JJG);‘-'Mu:Ulé-‘ JALJ.: é‘)‘\}A.A ‘uLaTua..m:. éd‘du@qﬁd‘JuM BERY)
JyM‘PdBMmGAL;|JJ

:Command Reference  giua pa 50

Ping Character Description

Character Description

! Each exclamation point indicates receipt of a reply.

Each period indicates the network server timed out while waiting for a reply.

U A destination unreachable error PDU was received.

Q Source quench (destination too busy).

M Could not fragment.

? Unknown packet type.

& Packet lifetime exceeded.
‘ Ping Command Field Descriptions ‘
| Field Description |

Prompts for a supported protocol. Enter appletalk, clns, ip, novell,

Pr I [ip]:
otocol {ip] apollo, vines, decnet, or xns. The default is ip.

Prompts for the IP address or host name of the destination node you
plan to ping. If you have specified a supported protocol other than IP,
enter an appropriate address for that protocol here. The default is
none.

Target IP address:

Number of ping packets that are sent to the destination address. The

Repeat count [5]: default is 5

Datagram size Size of the ping packet (in bytes). Default: 100 bytes.

[100]:

Timeout in seconds | Timeout interval. Default: 2 (seconds). The ping is declared successful
[2]: only if the ECHO REPLY packet is received before this time interval.
Extended Specifies whether or not a series of additional commands appears. The
commands [n]: default is no.

The interface or IP address of the router to use as a source address for
the probes. The router normally picks the IP address of the outbound
interface to use. The interface can also be mentioned, but with the

Source address or
interface:
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Ping Command Field Descriptions

correct syntax as shown here:

Source address or interface: ethernet 0

Note: This is a partial output of the extended ping command. The
interface cannot be written as e0.

Type of service [0]:

Specifies the Type of Service (ToS). The requested ToS is placed in each
probe, but there is no guarantee that all routers process the ToS. It is
the Internet service's quality selection. The default is 0.

Set DF bitin IP
header? [no]:

Specifies whether or not the Don't Fragment (DF) bit is to be set on the
ping packet. If yes is specified, the Don't Fragment option does not
allow this packet to be fragmented when it has to go through a segment
with a smaller maximum transmission unit (MTU), and you will receive
an error message from the device that wanted to fragment the packet.
This is useful for determining the smallest MTU in the path to a
destination. The default is no.

Validate reply data?
[no]:

Specifies whether or not to validate the reply data. The default is no.

Data pattern
[OxABCD]

Specifies the data pattern. Different data patterns are used to
troubleshoot framing errors and clocking problems on serial lines. The
default is [OXABCD].

Loose, Strict,
Record, Timestamp,
Verbose[none]:

IP header options. This prompt offers more than one option to be
selected. They are:

e  Verbose is automatically selected along with any other
option.

e  Record is a very useful option because it displays the
address(es) of the hops (up to nine) the packet goes through.

e  Loose allows you to influence the path by specifying the
address(es) of the hop(s) you want the packet to go through.

e  Strict is used to specify the hop(s) that you want the packet to
go through, but no other hop(s) are allowed to be visited.

e  Timestamp is used to measure roundtrip time to particular
hosts.

The difference between using the Record option of this command and
using the traceroute command is that, the Record option of this
command not only informs you of the hops that the echo request (ping)
went through to get to the destination, but it also informs you of the
hops it visited on the return path. With the traceroute command, you
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Ping Command Field Descriptions ‘

do not get information about the path that the echo reply takes. The
traceroute command issues prompts for the required fields. Note that
the traceroute command places the requested options in each probe.
However, there is no guarantee that all routers (or end nodes) process
the options. The default is none.

Allows you to vary the sizes of the echo packets that are sent. This is
Sweep range of used to determine the minimum sizes of the MTUs configured on the
sizes [n]: nodes along the path to the destination address. Performance problems
caused by packet fragmentation is thus reduced. The default is no.

Each exclaimation point (!) denotes receipt of a reply. A period (.)
1 denotes that the network server timed out while waiting for a reply.
Refer to ping characters for a description of the remaining characters.

Success rate is 100 | Percentage of packets successfully echoed back to the router. Anything
percent less than 80 percent is usually considered problematic.

round-tri . L . .
P Round-trip travel time intervals for the protocol echo packets, including

min/avg/max = . . L
1/2/4 ms minimum/average/maximum (in milliseconds).
Static Route
Command or Action Purpose

Step 1 |enable Enables privileged EXEC mode.
o Enter your password if
prompted.

Step 2 |configure terminal Enters global configuration
mode.

Step 3 |ip routing Enables IP routing.

Example:

Router(config)# ip routing

Step 4 |ip route dest-prefix mask next-hop-ip-address Establishes a static route.
[admin-distance] [permanent]
Example:

Router(config)# ip route 192.168.24.0
255.255.255.0172.28.99.2

Step 5 |end Returns to privileged EXEC
mode.
Step 6 |show ip route Displays the current routing
Example: table information.
Router# show ip route o Verify that the gateway of

last resort is set.
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Tehran>enable

Tehran#configure terminal

Tehran(config)#interface serial 0/2/0
Tehran(config-if)#no shutdown

Tehran(config-if)#ip address 200.200.2.1 255.255.255.252
Tehran(config-if)#end

Tehran#write

Default ;nals b .aulas Loy, alas sls Default Route cisg 4 alud) wb Yls

bl s ga ge S35 (@bms Jgan oo OF wale Guyal & wi s S35, 4 slaus SIRoute

wla o Jle,) Default Route (ujul € 15T s 3as slas 35,

Tehran>enable

Tehran#configure terminal

Tehran(config)#ip route 0.0.0.0 0.0.0.0 200.200.2.2
Tehran(config)#end

Tehran#write

Rey>enable

Rey#configure terminal

Rey(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.1
Rey(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.10 5
Rey(config)#end

Rey#twrite

ail o Backup slacsil 5 soliiil 1K) aliss ADL Default Route g (i 53 Jalo

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.5
Mashhad(config)#ip route 0.0.0.0 0.0.0.0 172.16.20.9 5
Mashhad(config)#end

Mashhad#write

slsss, @l 1 200.200.2.0/30 «Sud Lo il azple (355 Jalye alas) 5 Gu
ouos) ping sl Default Route seay Juls & (s auloa s isne agdie 5 (soeed
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Mashhad#ping 200.200.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 200.200.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/11/23 ms

G i el s ol aals 200.200.200.1 Luyol ping olSel oS iy a
BBt oMl @ i ase Jals wdloa sl OISl Lasis, @l @il slagual
NAT (g5l sl 45 aladl Lo cule Cpian 45 sl o cisiul 5o Private Gusol o ol
gl oo ol Juale ISP 44 oS 05 595 Guad 3l (555 s

Oled o8 Sso lacallad B wiS ols 55 psead & NATus Sy @ posd 51 U8
gl 4 gie 1) NAT 4l 3 sulaiil

Inside Local ’ Inside Global ’
Local . Int t
Network . nterne
Outside Local ~ E Outside Global
; |

Private Network I Public Network
|

b il G S et 4 5l s oo NATAwKe (6l s Wi o dbiadle 4S5 shailan

dedo open & asbpe OUtside (lgie 4 aga syl s inside lye 4 sasoy

inside ;lgic w1y J55, JSou slauwsyiul 5 Outside lgie & 15 ISP & Jualie (pud il
S e s Sy

Tehran>enable

Tehran#configure terminal
Tehran(config)#interface range fastEthernet 0/0.2 - fa0/0.5
Tehran(config-if-range)#ip nat inside
Tehran(config-if-range)#interface serial 0/0/0
Tehran(config-if)#ip nat inside
Tehran(config-if)#inter serial 0/1/0
Tehran(config-if)#ip nat inside
Tehran(config-if)#interface serial 0/2/0
Tehran(config-if)#ip nat outside
Tehran(config-if)#end

Tehran#write
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Tehran>enable

Tehran#configure terminal

Tehran(config)#ip access-list extended 100
Tehran(config-ext-nacl)#permit ip 172.16.12.0 0.0.3.255 any
Tehran(config-ext-nacl)#permit ip 192.168.100.0 0.0.0.255 any
Tehran(config-ext-nacl)#permit ip 192.168.200.0 0.0.0.255 any
Tehran(config-ext-nacl)#exit

Tehran(config)#ip nat inside source list 100 interface serial 0/2/0
Tehran(config)#exit

Tehran#

vandie Iy Public usul 4 dan s oga Ll 590 slaaSis Access List 100 4
S aon owdotyl 9 ACL ialis s pe 4 alasl i NAt st b5 upes a0 50
28 sad NAT 4l

Co b B, pus 4 alall PING <8ty (hss O soliiad b oS sas; of 285 Vs
b 53 (555 5 198.133.219.25 sl & Sewes 55

Mashhad#ping

Protocol [ip]:

Target IP address: 198.133.219.25

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.200.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.133.219.25, timeout is 2 seconds:
Packet sent with a source address of 192.168.200.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/5 ms
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Sl s 5535 NAT acwil€e b csinl b Lo bLS,1 aplad o daade oS shilas
sad aladl sllae s 4 show ip nat statistics [siwa 51 saliinl b Vs fpea

J}AS%A‘J&GMLL‘JJ&}@JF:%J‘J&

Tehran#tshow ip nat translations

Pro Inside global Inside local  Outside local Outside global

icmp 200.200.2.1:21 192.168.200.1:21 198.133.219.25:21 198.133.219.25:21
icmp 200.200.2.1:22  192.168.200.1:22 198.133.219.25:22 198.133.219.25:22
icmp 200.200.2.1:23  192.168.200.1:23 198.133.219.25:23 198.133.219.25:23
icmp 200.200.2.1:24 192.168.200.1:24 198.133.219.25:24 198.133.219.25:24
icmp 200.200.2.1:25 192.168.200.1:25 198.133.219.25:25 198.133.219.25:25

sl 3l 55 5l ssse Gled 53 IP Gussl sy 5 € SBLEI sl oo Go8 Jgu 5o
Goob O PING L sicus S ol O (gl awlad saaline | ol suls (55, OUtside , inside
55 G50 o2 NAT 4l el 03 sa3 Jlouy) sSees 555 03 © 192.168.200.1 o
lagusal 4l Jals @ (ol o0 s o sliie sl b puuol dan 5 4 aldSl 5L0 Gl
e Sk 4 sy oled Lo iyl Gusal s ol BB s JAk s =55l
.MlamﬁdaﬁL;MIJ’;JA‘J:%QJJ%L,.LJ#QTQJ%.lnié\,u)i'sc;)tdl
e 5 oy 5 9l o cel¥F 555 NAT Joua 5o sudd dan 5 sl ,ol 6ol sac

sl e 953 NAT i 51 el Jllas gaa o SLedlal o ses Sk 4 2l 358 ey

19 ySlas ddy 4l

c8b,e Soge 5o agdie 5 o lasiy, woKie el Default Route (is g
Gl il ssage (olos Joan o O wuals Guoal sl kLR g oS (gl
aale L sladiow 30 ol Sy, Omaes .aula Default Route ool « o Jluyl
Olsie & ISP Gunal @1y Lagss, Kos 5 wsa @ Juaie slaesin 51 8k ,0 calab
sl o Jla,l «@izf s yae Default Route

Access b g |, wiil ity NAT awslSo 5l sulainl splal aual e «< Jals slacsos
anlad oo paddie List

S Sy, pud il ginside ¢l ge 1) wilaa Juale JAl Kk 4 S 35, sla s il
pulad oo ([Sae outside )l sic 4 1 cucal Jualle (e iul Jie) oA Sk 4

€ SIS slass 5 eS,d 4 sad suls ebatal IP Validslass ol Jils @
@ .aulad sulii) NAT Overloading 51wl el 538w soliionl et ) sial g oo
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£ 5 oo owdsinl b ACL (u g Las yo 4 aluslip nat [ gis 31 soliiel b Jals Gaea
show running- ;s assa 358 ollee alasl 31 Guy auled oo saliinl o, 50 NAT

e aalsa 55 &) sems Gl g, e config

Tehranttsh running-config

<...Output Omitted...>

!

interface FastEthernet0/0.2
encapsulation dot1Q 2

ip address 172.16.12.1 255.255.255.0
ip natinside

|

interface FastEthernet0/0.3
encapsulation dot1Q 3

ip address 172.16.13.1 255.255.255.0
ip nat inside

!

interface FastEthernet0/0.4
encapsulation dot1Q 4

ip address 172.16.14.1 255.255.255.0
ip nat inside

!

interface FastEthernet0/0.5
encapsulation dot1Q 5

ip address 172.16.15.1 255.255.255.0
ip natinside

!

interface Serial0/0/0

ip address 172.16.20.1 255.255.255.252
ip natinside

clock rate 2000000

!

interface Serial0/1/0

ip address 172.16.20.5 255.255.255.252
ip natinside

clock rate 2000000

|

interface Serial0/2/0

ip address 200.200.2.1 255.255.255.252

ip nat outside
!

!

ip nat inside source list 100 interface Serial0/2/0 overload
ip classless

ip route 192.168.100.0 255.255.255.0 172.16.20.6 5

ip route 192.168.200.0 255.255.255.0 172.16.20.6
ip route 192.168.200.0 255.255.255.0 172.16.20.2 5
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ip route 192.168.100.0 255.255.255.0 172.16.20.2

ip route 0.0.0.0 0.0.0.0 200.200.2.2

!

!

access-list 100 permit ip 172.16.12.0 0.0.3.255 any
access-list 100 permit ip 192.168.100.0 0.0.0.255 any

access-list 100 permit ip 192.168.200.0 0.0.0.255 any
!

Tehran#

b s ase uol nlie 4 alusl outside s sl 4 ladiow Jlaol 518 616 S5
sads el permit olsie o ACL o lase Sl 4S5 5 sen o slad o NAT U Lass 50 ACL
9wl o ey Jlossl 5 Bl s 5 suls alad) G 555 52 15 NAT paslSe 5355 il
lad co By Bia 4 alall o) pal) 5ut o

Sles) slaaly s34 NATawslSe P ol s sueS ale <o NAT Overloading ;s
Ouper il ol slac,sm by stine Guosl S 6 el daa s 4 plasl Gailid
B wled oo 5,005 NAT Jgan Lo cels YF G 1 bl slac s 5 sad daa 3 slau,a]
Sl 5250 o pad ) s Wl gy (il Jie) (aola Sl 51 Ol by o s o
A8

Slal Sl @ BlS e 2ol b ) Sledb) muslSe g Gl 5o il Gals e
G oadal sud o NAT gua o 5 calsaye ol lacidS la i Ms oS apd oyl
NAT L o Dynamic NAT Jie) NAT 5L s slaacasilSo 3 saliin) o) pm 5o Koo o)le
il Bl 5058 50 lase Wl g3 oad a4« J sane sk (Overloading

L Glale el o oo o Jie Sl S G st Ol aaal i K55 e 0
aaslas soliin Static NAT ol 31wl awla aalys ald b sl

:Command Reference  giua pa 0

Network Address Translation
Dynamic NAT ip nat source { list { access-list-number | access-list-
name } interface type number | pool name } [ overload | vrf name ]
Network Static NAT ip nat source static network local-network global-
network mask [ extendable | no-alias | no-payload | vrf name ]
Static NAT ip nat source static { esp /ocal-ip interface type number | local-
ip global-ip } [ extendable | no-alias | no-payload | vrf name ]
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Syntax Description

list access- list-number

Number of a standard IP access list. Packets with source addresses that
pass the access list are dynamically translated using global addresses from
the named pool.

list access- list-name

Name of a standard IP access list. Packets with source addresses that pass
the access list are dynamically translated using global addresses from the
named pool.

Interfacetype Specifies the interface type for the global address.

interfacenumber Specifies the interface number for the global address.

pool name Name of the pool from which global IP addresses are allocated
dynamically.

Overload (Optional) Enables the router to use one global address for many local
addresses. When overloading is configured, the TCP or User Datagram
Protocol (UDP) port number of each inside host distinguishes between the
multiple conversations using the same local IP address.

vrf name (Optional) Associates the NAT translation rule with a particular VPN

routing and forwarding (VRF) instance.

static local-ip

Sets up a single static translation. The local-ip argument establishes the
local IP address assigned to a host on the inside network. The address
could be randomly chosen, allocated from the RFC 1918, or obsolete.

local-port

Sets the local TCP/UDP port in a range from 1 to 65535.

staticglobal-ip

Sets up a single static translation. The local-ip argument establishes the
globally unique IP address of an inside host as it appears to the outside
network.

global-port Sets the global TCP/UDP port in the range from 1 to 65535.

Extendable (Optional) Extends the translation.

no-alias (Optional) Prohibits as alias from being created for the global address.
no-payload (Optional) Prohibits the translation of an embedded address or port in the

payload.

esp local-ip

Establishes IPSec-ESP (tunnel mode) support.

Tcp

Establishes the Transmission Control Protocol.

Udp

Establishes the User Datagram Protocol.

networklocal-network

Specified the local subnet translation.

global-network

Specifies the global subnet translation.

Mask

Establishes the IP network mask to be used with subnet translations.
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Command Purpose

Router(config-if)# ip rip send Configures an interface to send only RIP Version 1 packets.
version 1

Router(config-if)# ip rip send Configures an interface to send only RIP Version 2 packets.
version 2

Router(config-if)# ip rip send Configures an interface to send RIP Version 1 and Version 2
version 12 packets.

Command Purpose

Router(config-if)# ip rip receive |[Configures an interface to accept only RIP Version 1 packets.
version 1

Router(config-if)# ip rip receive |Configures an interface to accept only RIP Version 2 packets.
version 2

Router(config-if)# ip rip receive |[Configures an interface to accept either RIP Version 1 or 2
version 12 packets.

D8 paddio 4 aldll ) Hgies b S (Soge Ho wdl Gals s 65 ol
Al aalpa alas) dais glaa Gubial 5ol Laesbye 5 Jlay) alad 555 wnla RIP 4

Command Purpose

Router(config-router)# version {1 | 2} Configures the software to receive and send only
RIP Version 1 or only RIP Version 2 packets.

Authentication 3.4
St Gl (S O (Slaidy wsd (L8 s & cuns RIP V2 (Lol glaclis 51 (S
sLaaly adbse 5 Jlas! 31 U8 L, (S3as ol 5 sualitn b .asl - Authentication L
Aulad o 9 sa Llie 55, Authentication « alush ( ob e oledl s ks
el pds G 5 s o 51 (S o Authentication ohla suly
oule (yis -\
cpeas L3, o Authentication cya soliiu) o) s 'l s, clla ool Lo
238 oo Jolis Teule e

! Key-chain
% Clear Text



Yo

‘MD5 -¥
o6, ph L3 oS O e uliil o) 5e (Key-chain) S s, alla ol Lo
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338 oo Lo Ko b 55 il iy i 31 (S sla il
sasa S @150 RFC 1321 b s aaiolipo 50 sl 531 1, o 4$ MD5 a3y, KU
VWA @5 01 oS Hash Gulad 5 15 aledlll (5518 oS Jae a5 &IV ol o

a3 o pladl (s

! Message Digest 5
% Hash
3 Fingerprint
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RIP (s 3ladl of 5 ¢(V ) )o ylacs g Laiu

alise 74k

MTR (sl Static o sems ol smans 5 ol @ alidl 5T Lo 4S (L (90 b olen
G Sy by (obomns JSS 500 5 saliin b 5L ol asalid oo 15 asass 50 S Electronic
PPV

Feew Hlad
S sl 83550 cnl sl RIP V2 US55 51 aualsd o Lajigs oS olas & a3 L
plad (oo ol n BT LSS 51 5 000 U8 (s golien 5o wiilen 55 ,So0 5L 5550 9)le

Internet h

172.16.12.0 /24
172.16.13.0 /24
172.16.14.0 /24
172.16.15.0 /24

192.168.100.1 /24

S0/0/0
172.16.20.9 /30

S0/1/0
172.16.20.5 /30

S0/1/0
172.16.20.10 /30

S0/0/0
172.16.20.6 /30

192168 200 1 /24
Ja ol

J8 sl wiilan Static s il 9)lse 5o Sas LAy, (ah Say 5ol Gl Lo
sl Ho S lais, byl sui Sy LSS 51 @S dlbl 51 (oS 5la o 1A a3l o
s RIP us Sy $les @ Lafiions 5 00 S (5loapa sad ialas b 0T 4 s

olal (L3 (505l (s Sy 590 1 s2olies (nl sl sae SIaS il Glls a8 b

Aailad Bda g, L 58 (s, Ol ), aStatic Route als g g, 5 a8 Laia canas
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Tehran>enable

Tehran#configure terminal

Tehran(config)#router rip
Tehran(config-router)tversion 2
Tehran(config-router)#network 172.16.12.0
Tehran(config-router)#network 172.16.13.0
Tehran(config-router)#network 172.16.14.0
Tehran(config-router)#network 172.16.15.0
Tehran(config-router)#network 200.200.2.0
Tehran(config-router)#default-information originate
Tehran(config-router)#exit

Tehran(config)#ip default-network 200.200.2.0
Tehran(config)#ip route 0.0.0.0 0.0.0.0 200.200.2.2
Tehran(config)#"Z

Tehran#write

Ousad addia (gl VErsion gis 51 5 JSS 550 ol Jlad gl router rip | gis 3l
s g suliioal GBS o 5 g0 A

Creal LS, 50 LT b aiens o) sems G568 5555 S plaeis network | sivs b g3
pala o padie Advertisement slaaly s saliin) cya |,

O sud padidie e sl g e Default-network g 5l saliiu) o) e o
s b il awilin s LS55 sbew eIl @ Slay 5558 sbaaly b o5 1, Default Route
Default Route saiS julss oyl sie 4 1, s, default-information originate , siws b 53
el 038 fpaad Sl 5o

ipads o wolol La S5, sl 555 8 RIP US55 s Sy 0

Rey>enable

Rey#configure terminal

Rey(config)#router rip
Rey(config-router)ttversion 2
Rey(config-router)#network 192.168.100.0

Mashhad>enable

Mashhad#configure terminal
Mashhad(config)#router rip
Mashhad(config-router)#version 2
Mashhad(config-router)#network 192.168.200.0
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PINg Ja 1auSs sbidd) & .cniily analgad La S, 51 S gad b i 1) S0 sla Sk ping
il LS SIS 55 00 0l 5o 0l g3 0a3 aa Extended o gas

rawlal 4a 53 show ip protocol  sius o s o JKal o) SHo (gl

Rey#tshow ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 26 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
FastEtherneto/0 2 2
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
192.168.100.0
Passive Interface(s):
Routing Information Sources:
Gateway Distance  Last Update
Distance: (default is 120)
Rey#

@ soliial 0 50 (b saws JS5 55 saaline (e Show ip protocols | siws o s5a o
e IS5 Gl 03 € (lagud Tl asl g o T Slais Koo 5 lagien olo) o saa
M‘JMM&J&@JF&J&MMJJ&J#L&A%wb&u&k‘)ﬁ)‘d‘)‘ﬁ
oandie |, Serial gla s j3u) 4 b g yo slagu,a] NEtWOrk ) st b 3 Lo 4l Juls 4
Do slaaly @sbsa g Jlul 13 38 S5 513 RIPUSS 50 lioa 5o g il gl aulan S5
Al gy OIS st 55 ol a5 RIP US55y il
0ol b @bsrane JSS550 Olioa 59 Lagwi il Sal gl wal sl ob © G

palad (a0 NEIWOTK | gius bawu 55 1 dls g3 50

Rey(config)#router rip
Rey(config-router)#network 172.16.20.0
Rey(config-router)#network 172.16.20.8

Mashhad(config)#router rip
Mashhad(config-router)#network 172.16.20.4
Mashhad(config-router)#network 172.16.20.8
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Rey#tshow ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 9 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
FastEthernet0/0 2 2
Serial0/0/0 2 2
Serial0/1/0 2 2
Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
172.16.0.0
192.168.100.0
Passive Interface(s):
Routing Information Sources:
Gateway Distance  Last Update
172.16.20.1 120  00:00:00
172.16.20.10 120  00:00:19
Distance: (default is 120)
Rey#

G aldl ST wad 5k asls S Serial slagusd il wnle 58 o daadls < shailan
1 520 oS Jladipn asod wanbosty Wiy, 5 ahS 5a Gasb 5l s Sud 31 S5 sa ping
10 503 wual oA abiade

Tehran#ping 192.168.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/5/8 ms
Tehran#ping 192.168.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms

el BN yTes @05t G ail S e an 355 S8 Gaob B 4S aaiSS i gl 53 4l

Rey#ping
Protocol [ip]:
Target IP address: 198.133.219.25
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Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.100.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.133.219.25, timeout is 2 seconds:
Packet sent with a source address of 192.168.100.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/5/7 ms

ping 5 aa 5L Serial slajuwd il Gusul Gsee adoile n wi€ o Jlgw s

0us) 4 NAT (55 s aiti 3 ACL Hu oS Jals 0l 4 80 S suliiesl Extended o) sons

Ol il o aa S LS & Ja) ol suzs sula NAT 5l suliinl o5kl 58 (sla
(Mo Sy 0L S5 4an

0 Sas iy o

slaaly B Lo 1, network [ giis b ol Siae slaasis RIP V2SS,
S oue Sss od il e usa wlaan slay, edb) 4 224.0.0.9 4,81 5 Multicast
8 dsase el by su S ddlal o] Metric lute « sae K update sla aly @b ys
S0 sl sl Sig Metric b (gome 4SS5 500 50 a8 o dulie s a (bsrene Jsan
Cogeail b 59y e el 1) sasl s @ e wdl s ge (olosae Joaa Lo Ll
ke o o 38 K sl 4 alsl
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Tehran#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 200.200.2.2 to network 0.0.0.0




172.16.0.0/16 is variably subnetted, 8 subnets, 3 masks
172.16.0.0/16 [1/0] via 172.16.12.1
172.16.12.0/24 is directly connected, FastEthernet0/0.2
172.16.13.0/24 is directly connected, FastEthernet0/0.3
172.16.14.0/24 is directly connected, FastEthernet0/0.4
172.16.15.0/24 is directly connected, FastEthernet0/0.5
172.16.20.0/30 is directly connected, Serial0/0/0
172.16.20.4/30 is directly connected, Serial0/1/0
172.16.20.8/30 [120/1] via 172.16.20.2, 00:00:18, Serial0/0/0
[120/1] via 172.16.20.6, 00:00:21, Serial0/1/0
R 192.168.100.0/24 [120/1] via 172.16.20.2, 00:00:18, Serial0/0/0
R 192.168.200.0/24 [120/1] via 172.16.20.6, 00:00:21, Serial0/1/0
200.200.2.0/24 is variably subnetted, 2 subnets, 2 masks
S 200.200.2.0/24 [1/0] via 200.200.2.2
[1/0] via 200.200.2.1
C  200.200.2.0/30 is directly connected, Serial0/2/0
S* 0.0.0.0/0 [1/0] via 200.200.2.2
Tehran#
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Rey#sh ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.16.20.1 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
172.16.12.0/24 [120/1] via 172.16.20.1, 00:00:22, Serial0/1/0
172.16.13.0/24 [120/1] via 172.16.20.1, 00:00:22, Serial0/1/0
172.16.14.0/24 [120/1] via 172.16.20.1, 00:00:22, Serial0/1/0
172.16.15.0/24 [120/1] via 172.16.20.1, 00:00:22, Serial0/1/0
172.16.20.0/30 is directly connected, Serial0/1/0
172.16.20.4/30 [120/1] via 172.16.20.1, 00:00:22, Serial0/1/0

[120/1] via 172.16.20.10, 00:00:05, Serial0/0/0

C  172.16.20.8/30 is directly connected, Serial0/0/0

C 192.168.100.0/24 is directly connected, FastEthernet0/0

R 192.168.200.0/24 [120/1] via 172.16.20.10, 00:00:05, Serial0/0/0

R* 0.0.0.0/0[120/1] via 172.16.20.1, 00:00:22, Serial0/1/0

Rey#

DO >DPXIWIOD

a2 Default Route jiue (Sou sl s suine 5 0 9)e wgdio 5 o sLAS 55 L9
el el s 4 RIP S5 55 3ok )

Lgiye 1 sac sRIP US55, AD luis ssias oL 120 sac « [120/1] oslie 5o Gainan

(hop) 555 S 5 b wealie B Lot <SSl Juds 4 0 oo susl s 4 s Metric ¢

@a‘ﬁs;‘)‘ﬁl)ﬂyMet”Cdmdﬁ_}}m

YYY




Y¥o

5u0 puun 10 2 JUUS glo S @y oo

Oty gl b G sl (b juwe wil g5 o traceroute ) gics 5 suldie) b Cpuinan

tawlad saaline ) wnla 4

Rey#itraceroute 172.16.12.1
Type escape sequence to abort.
Tracing the route to 172.16.12.1

1 172.16.20.1 6msec 5msec 5 msec
Rey#

3 O O paliens Jlall alad 4 ol obsae Slilae Gagr bsy ouon sl Y
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Internet Y

200.200.2.2/30

200.200.2.1/30

172.16.12.0 /24
172.16.13.0 /24
172.16.14.0 /24
172.16.15.0 /24

50/1/0

192.168.100.1 /24

172.16.20.2 /30 S0/0/0

172.16.20.9 /30

S0/1/0
172.16.20.5 /30

S0/1/0
172.16.20.10 /30

S0/0/0
172.16.20.6 /30
192.168.200.1 /24

Salgd 53y &) geas ShOW ip route | givs agoa @il 4 cudiS 5 Sl alad 5 Guy

R

Rey#show ip route
Gateway of last resort is 172.16.20.10 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 6 subnets, 2 masks
172.16.12.0/24 [120/2] via 172.16.20.10, 00:00:10, Serial0/0/0
172.16.13.0/24 [120/2] via 172.16.20.10, 00:00:10, Serial0/0/0
172.16.14.0/24 [120/2] via 172.16.20.10, 00:00:10, Serial0/0/0
172.16.15.0/24 [120/2] via 172.16.20.10, 00:00:10, Serial0/0/0
172.16.20.4/30 [120/1] via 172.16.20.10, 00:00:10, Serial0/0/0
172.16.20.8/30 is directly connected, Serial0/0/0

0O XX D
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C 192.168.100.0/24 is directly connected, FastEthernet0/0

R 192.168.200.0/24 [120/1] via 172.16.20.10, 00:00:10, Serial0/0/0
R* 0.0.0.0/0[120/2] via 172.16.20.10, 00:00:10, Serial0/0/0

Rey#
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Reyt#ping 172.16.12.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/12/35 ms

Rey#
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Reyi#traceroute 172.16.12.1
Type escape sequence to abort.
Tracing the route to 172.16.12.1

1 172.16.20.10 7 msec 8 msec 1 msec
2 172.16.20.5 12msec 9 msec 9 msec
Rey#
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:Command Reference , gius ga 50

Enabling RIP

Command Purpose

Step 1 [Router(config)# router rip Enables a RIP routing process, which places you
in router configuration mode.

Step 2 |Router(config-router)# network ip- |Associates a network with a RIP routing

address process.

Specifying a RIP Version

Command Purpose

Router(config-router)# version {1 | 2}

Configures the software to receive and send only
RIP Version 1 or only RIP Version 2 packets.

Adjusting Timers

Command

Purpose

Router(config-router)# timers basic update invalid ~ |Adjusts routing protocol timers.

holddown flush [sleeptime]

Enabling RIP Authentication

Command

Purpose

Step 1

Router(config-if)# ip rip authentication
key-chain name-of-chain

Enables RIP authentication.

Step 2

Router(config-if)# ip rip authentication
mode {text | md5}

Configures the interface to use MD5 digest
authentication (or let it default to plain text
authentication).

Verify Commands

Command Description

show ip rip database

Displays the contents of the RIP private database when triggered
extensions to RIP are enabled.

debug ip rip

Displays information on RIP routing transactions.

show ip protocols

protocol process.

Displays the parameters and current state of the active routing




AW 1210 V]
EIGRP USigp

© ol ol JS g5 sl @Sl (55150 dmse Sl (lsie 0 S oS L
S5 iy Shuspad Gl S ol IS5 Sl Jalot il 50 955
Jol€ Sgbas 13T o)) 65 b ol oo Link State o5 2 5) 3 ouls s Distance Vector s 5 <
23 1o IS0 Ol S Slaine 5o iy Gaad 4 cdls 358 858 59 5l plS g 2 3a
sl o S 438 iy Distance Vector L ' Hybrid ab 4 asas 4o

boaans g0 oo adliee Ol o) BB S aliieas oo 5 b8 S IS5 o
ol s S A1 5 olad i

IGRP Jsi g s
(Interior Gateway Routing Protocol) ab b sSewvas obsuae JSS 55 4as Gl
Al e ) ol 4 ol (sla S350 s)ls 4 (ol S a3l IGRP
8 5o ,l,8 Distance Vector a5, 695 50 @
rladge (SLuidy AS o sede 51 @
VLSM (sla S35 51 soliial HISal 13 sn 55 Classful o) sums 5555 ol 0 Slae @
il b 3 sm e S5 0l 5o 55l 4aMa 5 CIDR
wlad oo Jluy) Broadeast LIl 5ul, s oa slasly @
el oo Jlal HLSS 0B A- 58 (358 (i o e |, Update slaaly @
load ; reliability bandwidth delay laisl,ly Gulal 55 Metric wuula.  ©
oady e plaal
b 0ae YOO Wl 85 (oo Sad Ho usa g0 sla S, slani culgs @

s ety



Y¥a

5uL puun 0 2 JUUS glo S (@ oo

.aab o Unequal Cost s Equal Costedla a4 50 Load Balancing el gl ls @

el sals 95

EIGRP <5 g y3
(Enhanced Interior Gateway Routing ab b Sewvs (b saewe JS5 558 40 (ao 90
S Il @il a5 IGRP S5 55 aoly 4o 4S A ol .o S i Protocol) EIGRP
ailbiee 5 pod & Ghel sla
L s Hybrid s5.% ¢3a 157 Distance Vector s S 3 jig clbusgad Jalo & @
.als e Advanced Distance Vector
wled oo Sluiiy AS o ggde 51 @
@Y dila 3 gole Jals (ped 4 0 e suliical obyius sl DUAL o, &I 51 @
il oo Sk 50 pgs
SBALL pas s 515 224.0.0.10 usul 40 5 Multicast LG ,s Hello slaaly 51 @
il o solitol o<u
Jlasl Y il 53] o sams ams Slass 5 JolS @ e 5L Calsl 1, Updateglaaly o
e o Jlay) Glisabl Bl & gems RTPUSS 553 Jaes 53 Laalay 0ol sl g
VLSM (sla S35 5 soliiul oKal 13) a0 95 Classless o sms JSS 55 ol 9 Slae @
wlai o 1,1 15 g5k «ada 5 CIDR
il oo Jad (358 Gy o s S5 ool Lo Auto-summary Si.s @
delay slajiol by Gulal s Jsesd bw s (258 Gy s Metric wula. @
sload slajislsly 5 asl g oo LA o) pems Lol o 5ady oo alasl bandwidth
awles suliiel Metric 4uwlas o a0 Reliability
Unequal Costs Equal Cost «ils 5o ,a Lo Load Balancing Kl slls @
il oo

1
Incremental



ot i

wwla go Sluidy MD5 clla s Las Authentication S3.551 @
I, AppleTalk g IPX P a0 (sladSS 55 5o iae slaasids Hu oIl ol ISl @
.J‘)‘J

sl oo suliie) Wildcard Mask 5l ladSiss 15 Gu S paddio gl @

RTP Jsi gy

soliinl oleMs! ;ylsabl LG JESI cga (Reliable Transport Protocol)RTP s 5 5 5!
il o racdl Giake o guas |y ole bl @8l 5o JSS5 558 ool 08 S ge

wla o soliiul Sequence Number 3l ladiis cavs ) Glsabl (gl RTPJSS 5
I i mas @8l,a weaiin,d 4 Acknowledge slaaly Jluo) b JSS 550 ol Oxigen
b e el

3V UDP 5 TCP (la S5 55 51 suliical sla 4 053 slaaly Jlus) sl EIGRPUSS 5 5
-l o suliial IP Protocol Type 88 LI ,u RTP S5 g 5

(Reliable Transport Protocol) (jluabsl Jol8 culedal JEB) JS5 55 andls il 4o 53
oo JED ), «< (Real-time Transport Protocol)RTP & ,000 Jlansl <S5 L RTP

.Jﬁ‘gw&\g‘i’m‘d‘)‘dd‘)ﬁ)&)ﬁpj

DUAL ais 5 <1
(Diffusing Update Algorithm)DUAL o, &Il Gulad 53 EIGRPUSS 558 o (b saese
o5 g5yt sy 5" SRIInternational 3ladas o so Laws 53 a3 5 5811 Gl sy oo pladl
.ol a0 soly 4 55 JOse Joaquin Garcia-Luna-Aceves
Sas baug € (gomus 38 Ganddn B ulege ,uls 1, EIGRP S5, DUAL i, I
cneal 83 g3 @8l 1 (e saewe b so g 4 Y dils slaol e 4 sud falS Glias
sl play St 4T (s e S Gk are o 9 Wl o a1 0l ines
bl 53 5%la sawe AT 4 alu8) ke Update

1 .
WwWw.sri.com



I 5uL puwun 00 S glo aSud (may oo

EIGRP <5 9,3 Jglan
4 Jsis o gl DUAL 2355 €0 ol s b yuws lilac alast (51,5 EIGRP S5 5 50
Al (oo 25 o
Neighbor Table e
o2 o Gl o9 gosie cledbl nail o wlaas a5, cud Jold (Jsaa ol
W8 S o paddie Hello slaaly ol

Topology Table o
59 4S) wlanan slasis, 3 € oledll ol ail o Sad 550555 Sledbl (g sla

G bgsye slasras ald Jolid coal sael oo (wyls 18 Neighbor Table
b o T 51 S 8 Metric sl yon © AS [ 5 sa 5o slanais
poSola slasiae 5 (Successor) ol slasie (ugad odidie (uinas
Joas obsine gulal @St o (alils wslis 4 (Feasible Successor)
023 (oo plail 3550 53
alid 5o € anl o 5l 0550 Sledlal (oSS (51wl win ol (55058 Jsaa
RD 5 FD 3l uaii,le o age
Oy (519 saene S sat aaulas Metric JoL : (Feasible Distance)FD sl
Al oo (dae 595 Hhie 5 Gt wale Ss 4
il oo seae JolB AS [0 uga go (slanalo alas ¢l 4 abis oy
ail o (saalo (5l sad walas Metric JoLs : (Reported Distance)RD ulis
e 31 L yaee ol MEFiC Jlafie cacal sud juls 5 docalas Glowan Jig, bow s S
3l oo wlises S5,
38 S oo suliinul 50 FD Hluis daculas Loy Hu alis oyl Hlads 5

Routing Table o
i EIGRP S5 55 <SG 51 Gy aidlboge S50 (obimss Jsan Glad (Jsan ol
29 LET oS 4 alall s gad adidie A 4 e geade Jsan gu pubad s 1) Lase
wladee Sgo home Joua
@l wad al (plosws IS5 ) g1 S, S adl Gil s S Gl @
Jue Routing Table ;s sui o (slasaue Gubal 53 Bl pbsrss olidee alss)
wlas oo



Yo

s oA sl 4o
b Fuo losme Joaa 5o same Ko o0 6l 1 ) Ghel da e 4w EIGRP US55,
rlad o
Neighbor Discovery -\
L5 ol oo olan (sla i s, 23S 4 alusl Hello aly Jluw ) G EIGRPUSS 5 5
S0 bl wias (el 23 6 su e Lajially pmuss 4 aludl Hello aly cdlyo 51 Gy
5 L oo S s a3 Neighbor Table Jsua 5o lavan o sie 4 Wil 5 oo Jslio
Topology Exchange -Y
oleMbl JolS Jolis 0 aldl L3, Jol LL o ((Solwan dasly 551850 O o
03 s anlaioo Glawas slayiy, Loupdate aly LB 5o 9sa 3almss Jsan
iilen s o SSouSs pM) 4 al 58] slaaly QI o 1, ol i B8 s olads
Choosing Routes -¥
s 5 83583 (55505085 Jsun L9 dsa e oledbl )5 o alasl EIGRPUSS 5 5
Joan Lo 5 ol GBS e Sl sies oy | Metrices i lols

ilad co ol (b e

UV P bd‘d ui'eulxjxw* B &‘9.5 d‘;‘).a {.\L_;..sl

| am router A, who is on the link?
Hello, | am router B.

Here is my complete routing information. M

Topology S i -
s m Thanks for the mformatlon!;

Here is my complete route information.
Thanks for the information!
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Media Type Delay Bandwidth
Satellite 5120 (2 seconds) 5120 (500 Mbps)
Ethernet 25,600 (1 ms) 256,000 (10 Mbps)
T-1 (1.544 Mbps) 512,000 (20,000 ms) 1,657,856
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56 kbps 512,000 45,714,176
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Router(config)#no router rip
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Tehran>enable

Tehran#configure terminal

Tehran(config)#trouter eigrp 110
Tehran(config-router)#network 172.16.12.0 0.0.3.255
Tehran(config-router)#network 172.16.20.0
Tehran(config-router)#network 172.16.20.4
Tehran(config-router)#network 200.200.2.0
Tehran(config-router)#no auto-summary
Tehran(config-router)#exit

Tehran(config)#ip default-network 200.200.2.0
Tehran(config)#ip route 0.0.0.0 0.0.0.0 200.200.2.2
Tehran(config)#"Z

Tehran#write

Rey>enable

Reyt#tconfigure terminal

Rey(config)#router eigrp 110
Rey(config-router)#network 192.168.100.0
Rey(config-router)#network 172.16.20.0
Rey(config-router)#network 172.16.20.8
Rey(config-router)#no auto-summary
Rey(config-router)#/z

Rey#write

Mashhad>enable

Mashhad#configure terminal
Mashhad(config)#router eigrp 110
Mashhad(config-router)#network 192.168.200.0
Mashhad(config-router)#network 172.16.20.8
Mashhad(config-router)#network 172.16.20.4
Mashhad(config-router)#no auto-summary
Mashhad(config-router)#"z

Mashhad#write
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Tehran>enable

Tehran#configure terminal

Tehran(config)#tinterface s0/0/0

Tehran(config-if)#bandwidth ?
<1-10000000> Bandwidth in kilobits

Tehran(config-if)#bandwidth 2000

Tehran(config-if)#interface s0/1/0

Tehran(config-if)#bandwidth 2000

Tehran(config-if)#Z

Tehran#write

Rey>enable

Rey#tconfigure terminal
Rey(config)#interface serial 0/0/0
Rey(config-if)#tbandwidth 128
Rey(config-if)#interface serial 0/1/0
Rey(config-if)#bandwidth 2000
Rey(config-if)#rZ

Rey#write

Mashhad>enable
Mashhad#configure terminal
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Mashhad(config)#interface serial 0/0/0
Mashhad(config-if)#{bandwidth 2000
Mashhad(config-if)#interface serial 0/1/0
Mashhad(config-if)#bandwidth 128
Mashhad(config-if)#*Z

Mashhad#write

L agdie 9 50 Sus 9o » Showiproute [ o g3 (358 ol sies Jlael B uy

HPYINY | PRGSO

Mashhad#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
D 172.16.12.0/24 [90/1794560] via 172.16.20.5, 00:10:05, Serial0/0/0
D 172.16.13.0/24 [90/1794560] via 172.16.20.5, 00:10:05, Serial0/0/0
D 172.16.14.0/24 [90/1794560] via 172.16.20.5, 00:10:05, Serial0/0/0
D 172.16.15.0/24 [90/1794560] via 172.16.20.5, 00:10:05, Serial0/0/0
D 172.16.20.0/30 [90/2304000] via 172.16.20.5, 00:10:05, Serial0/0/0
C  172.16.20.4/30 is directly connected, Serial0/0/0
C  172.16.20.8/30 is directly connected, Serial0/1/0
D 192.168.100.0/24 [90/2306560] via 172.16.20.5, 00:10:05, Serial0/0/0
C 192.168.200.0/24 is directly connected, FastEthernet0/0
200.200.2.0/30 is subnetted, 1 subnets
D 200.200.2.0 [90/21024000] via 172.16.20.5, 00:10:05, Serial0/0/0
Mashhad#
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Rey#show ip route

<<... Output Omitted...>>

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
172.16.12.0/24 [90/1794560] via 172.16.20.1, 00:08:43, Serial0/1/0
172.16.13.0/24 [90/1794560] via 172.16.20.1, 00:08:43, Serial0/1/0
172.16.14.0/24 [90/1794560] via 172.16.20.1, 00:08:43, Serial0/1/0
172.16.15.0/24 [90/1794560] via 172.16.20.1, 00:08:43, Serial0/1/0
172.16.20.0/30 is directly connected, Serial0/1/0
172.16.20.4/30 [90/2304000] via 172.16.20.1, 00:08:43, Serial0/1/0
172.16.20.8/30 is directly connected, Serial0/0/0

192.168.100.0/24 is directly connected, FastEthernet0/0

192.168.200.0/24 [90/2306560] via 172.16.20.1, 00:08:43, Serial0/1/0

200.200.2.0/30 is subnetted, 1 subnets

200.200.2.0 [90/21024000] via 172.16.20.1, 00:08:43, Serial0/1/0
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Tehran>enable

Tehran#configure terminal
Tehran(config)#router eigrp 110
Tehran(config-router)#auto-summary
Tehran#

Al A 51 Csse s 5 0 las s, ShOw ip route o g A 358 L siws 5

R

Rey#show ip route
<<... Output Omitted...>>

Gateway of last resort is 172.16.20.1 to network 200.200.2.0

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
D 172.16.12.0/24 [90/1794560] via 172.16.20.1, 00:16:35, Serial0/1/0
D 172.16.13.0/24 [90/1794560] via 172.16.20.1, 00:16:35, Serial0/1/0
D 172.16.14.0/24 [90/1794560] via 172.16.20.1, 00:16:35, Serial0/1/0
D 172.16.15.0/24 [90/1794560] via 172.16.20.1, 00:16:35, Serial0/1/0
C  172.16.20.0/30 is directly connected, Serial0/1/0
D 172.16.20.4/30 [90/2304000] via 172.16.20.1, 00:16:35, Serial0/1/0
C  172.16.20.8/30 is directly connected, Serial0/0/0
C 192.168.100.0/24 is directly connected, FastEthernet0/0
D 192.168.200.0/24 [90/2306560] via 172.16.20.1, 00:16:35, Serial0/1/0
D* 200.200.2.0/24 [90/21024000] via 172.16.20.1, 00:16:35, Serial0/1/0
Rey#

Mashhad#show ip route
<<... Output Omitted...>>

Gateway of last resort is 172.16.20.5 to network 200.200.2.0

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
D  172.16.12.0/24 [90/1794560] via 172.16.20.5, 00:17:40, Serial0/0/0




172.16.13.0/24 [90/1794560] via 172.16.20.5, 00:17:40, Serial0/0/0
172.16.14.0/24 [90/1794560] via 172.16.20.5, 00:17:40, Serial0/0/0
172.16.15.0/24 [90/1794560] via 172.16.20.5, 00:17:40, Serial0/0/0
172.16.20.0/30 [90/2304000] via 172.16.20.5, 00:17:40, Serial0/0/0
172.16.20.4/30 is directly connected, Serial0/0/0

172.16.20.8/30 is directly connected, Serial0/1/0

D 192.168.100.0/24 [90/2306560] via 172.16.20.5, 00:17:40, Serial0/0/0
C 192.168.200.0/24 is directly connected, FastEthernet0/0

D* 200.200.2.0/24 [90/21024000] via 172.16.20.5, 00:17:40, Serial0/0/0
Mashhad#
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Reytttraceroute 192.168.200.1
Type escape sequence to abort.
Tracing the route to 192.168.200.1

1 172.16.20.1 42 msec 1msec 7 msec
2 172.16.20.6 8 msec 8 msec 14 msec
Rey#

Mashhad#traceroute 192.168.100.1
Type escape sequence to abort.
Tracing the route to 192.168.100.1

1 172.16.20.5 3 msec 7 msec 8 msec
2 172.16.20.2 15msec 11 msec 10 msec
Mashhad#

;awlad wds show ip eigrp topology | siws oo 505 4w Yla

Rey#show ip eigrp topology
IP-EIGRP Topology Table for AS 110
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Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 192.168.100.0/24, 1 successors, FD is 28160
via Connected, FastEthernet0/0
P 172.16.20.8/30, 1 successors, FD is 20512000
via Connected, Serial0/0/0
P 172.16.20.0/30, 1 successors, FD is 1792000
via Connected, Serial0/1/0
P 172.16.20.4/30, 1 successors, FD is 2304000
via 172.16.20.1 (2304000/1792000), Serial0/1/0
via 172.16.20.10 (21024000/1792000), Serial0/0/0
P 192.168.200.0/24, 1 successors, FD is 2306560
via 172.16.20.1 (2306560/1794560), Serial0/1/0
via 172.16.20.10 (20514560/28160), Serial0/0/0
P 172.16.12.0/24, 1 successors, FD is 1794560
via 172.16.20.1 (1794560/28160), Serial0/1/0
P 172.16.13.0/24, 1 successors, FD is 1794560
via 172.16.20.1 (1794560/28160), Serial0/1/0
P 172.16.14.0/24, 1 successors, FD is 1794560
via 172.16.20.1 (1794560/28160), Serial0/1/0
P 172.16.15.0/24, 1 successors, FD is 1794560
via 172.16.20.1 (1794560/28160), Serialo/1/0
P 200.200.2.0/24, 1 successors, FD is 21024000
via 172.16.20.1 (21024000/20512000), Serial0/1/0
Rey#
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Rey>enable

Rey#tconfigure terminal
Rey(config)#router eigrp 110
Rey(config-router)#variance 10
Rey(config-router)#/z

Rey#

raloe 53 ) Sose 4 ot s horese Jsaa 2 s0A (B8 sies Jlael Bl Guy

Rey#show ip route

<<... Output Omitted...>>




Gateway of last resort is 172.16.20.1 to network 200.200.2.0

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
172.16.12.0/24 [90/1794560] via 172.16.20.1, 00:02:58, Serial0/1/0
172.16.13.0/24 [90/1794560] via 172.16.20.1, 00:02:58, Serial0/1/0
172.16.14.0/24 [90/1794560] via 172.16.20.1, 00:02:58, Serial0/1/0
172.16.15.0/24 [90/1794560] via 172.16.20.1, 00:02:58, Serial0/1/0
172.16.20.0/30 is directly connected, Serial0/1/0
172.16.20.4/30 [90/2304000] via 172.16.20.1, 00:02:58, Serial0/1/0
[90/21024000] via 172.16.20.10, 00:02:58, Serial0/0/0
C  172.16.20.8/30 is directly connected, Serial0/0/0
C 192.168.100.0/24 is directly connected, FastEthernet0/0
D 192.168.200.0/24 [90/2306560] via 172.16.20.1, 00:02:58, Serial0/1/0
[90/20514560] via 172.16.20.10, 00:02:58, Serial0/0/0
D* 200.200.2.0/24 [90/21024000] via 172.16.20.1, 00:02:58, Serial0/1/0
Rey#
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Rey#traceroute 192.168.200.1
Type escape sequence to abort.
Tracing the route to 192.168.200.1

1 172.16.20.1 34 msec 1msec 1msec
Rey#traceroute 192.168.200.1
Type escape sequence to abort.
Tracing the route to 192.168.200.1

1 172.16.20.10 12 msec 6 msec 5 msec
Rey#
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Rey#tshow ip eigrp neighbors

IP-EIGRP neighbors for process 110

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 172.16.20.1 Se0/1/0 14 00:21:25 40 1000 O 34

1 172.16.20.10 Se0/0/0 13 00:21:25 40 1000 0 63
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Mashhad#show ip eigrp interfaces
IP-EIGRP interfaces for process 110

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes

Fa0/0 0 0/0 1236 0/10 0 0
Se0/0/0 1 0/0 1236 0/10 0 0
Se0/1/0 1 0/0 1236 0/10 0 0
Mashhad#
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Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#router eigrp 110
Mashhad(config-router)#passive-interface fastEthernet 0/0
Mashhad(config-router)#"z

Mashhad#

25 JS& 4 agde 55, show ip eigrp interface o g a (358 sty Jlael 51 Gas

195 aalsa

Mashhad#show ip eigrp interfaces
IP-EIGRP interfaces for process 110

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
Se0/0/0 1 0/0 1236 0/10 0 0
Se0/1/0 1 0/0 1236 0/10 0 0
Mashhad#
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Tehran#tshow ip protocols

Routing Protocol is "eigrp 110"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRP metric weight K1=1, K2=0, K3=1, K4=0, K5=0
EIGRP maximum hopcount 100
EIGRP maximum metric variance 1
Redistributing: eigrp 110
Automatic network summarization is in effect
Automatic address summarization:
200.200.2.0/24 for FastEthernet0/0.2, FastEthernet0/0.3, FastEthernet0/0.4, FastEthernet0/0.5, Serial0/0/0, Serial0/1/0
Summarizing with metric 20512000
172.16.0.0/16 for Serial0/2/0
Summarizing with metric 28160
Maximum path: 4
Routing for Networks:
172.16.12.0/22
172.16.20.0/30
172.16.20.4/30
200.200.2.0
Passive Interface(s):
FastEthernet0/0
Serial0/2/0
Routing Information Sources:
Gateway Distance  Last Update
172.16.20.6 90 5572
172.16.20.2 90 5696
Distance: internal 90 external 170

Tehran#
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Enable EIGRP
Step |Command Purpose
1 router eigrp autonomous-system Enable an EIGRP routing process in global

Example:
Router(config)#router eigrp 110

configuration mode.

2 network network-number wildcard- | Associate networks with an EIGRP routing
mask process in router configuration mode.
Router(config-router)#network
10.10.10.0 0.0.0.255

Monitor and Maintain EIGRP

Command Purpose

show ip eigrp interfaces [interface]
[as-number]

Display information about interfaces configured for
EIGRP.

show ip eigrp neighbors [type
number]

Display the EIGRP discovered neighbors.

show ip eigrp topology
[autonomous-system-number | [[ip-
address] mask]]

Display the EIGRP topology table for a given process.

show ip eigrp traffic [autonomous-
system-number]

Display the number of packets sent and received for all
or a specified EIGRP process.

show ip protocols

Displays the parameters and current state of the active
routing protocol process.

Adjust the Interval between Hello Packets and the Hold Time

Command

Purpose

ip hello-interval eigrp autonomous-system-
number seconds

Configure the hello interval for an EIGRP routing
process.

ip hold-time eigrp autonomous-system-
number seconds

Configure the hold time for an EIGRP routing
process.
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EIGRP Command (Optional)

Command

Description

auto-summary
Example:
Router(config-router)#auto-summary

The behavior of this command is enabled by default
(the software summarizes subprefixes to the classful
network boundary when crossing classful network
boundaries).

metric weights tos k1 k2 k3 k4 k5
Example:

Router(config-router)# metric weights
010100

Constants that convert an IGRP or EIGRP metric vector
into a scalar quantity.
Tos= Type of service must always be zero.

passive-interface {interface-type
interface-number}

Example:

Router(config-router)# passive-
interface fastethernet 0/0

To disable sending routing updates on an interface,
use the passive-interface command in router
configuration mode. To reenable the sending of
routing updates, use the no form of this command.

bandwidth value(Kbps)
Example:
Router(config-if)#tbandwidth 128

Sets a bandwidth value for an interface.

Configure EIGRP Route Authentication

Step (Command Purpose

1 interface type number Configure an interface type and enter
interface configuration mode

2 ip authentication mode eigrp Enable MD5 authentication in EIGRP packets.

autonomous-system md5

3 ip authentication key-chain eigrp
autonomous-system key-chain

Enable authentication of EIGRP packets.

4 exit

Exit to global configuration mode.

5 key chain name-of-chain

Identify a key chain. (Match the name
configured in Step 1.)

6 key number

In key chain configuration mode, identify the
key number.

7 key-string text

In key chain key configuration mode, identify
the key string.

8 accept-lifetime start-time {infinite |
end-time |
duration seconds}

Optionally specify the time period during
which the key can be received.

9 send-lifetime start-time {infinite | end-
time | duration seconds}

Optionally specify the time period during
which the key can be sent.
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Tehran>enable

Tehran#configure terminal

Tehran(config)#no router eigrp 110
Tehran(config)#no ip default-network 200.200.2.0
Tehran(config)#no ip route 0.0.0.0 0.0.0.0 200.200.2.2
Tehran(config)#"Z

Tehran#

Rey(config)#no router eigrp 110

Mashhad(config)#no router eigrp 110

pasbadiee wols 1) s ol st 355 55 s OSPE U5 g5 (s5lasl ol (15

Tehran>enable

Tehran#configure terminal

Tehran(config)#router ospf 110
Tehran(config-router)#network 172.16.12.0 0.0.3.255 area 0
Tehran(config-router)#network 172.16.20.0 0.0.0.3 area 0
Tehran(config-router)#network 172.16.20.4 0.0.0.3 area 0
Tehran(config-router)#"Z

Tehran#write

Tehran#

55 110 sae aiS oo Jlas 555 95 2 15 OSPFUSS 558 router ospf | sy Jlacl b
S aeals il da sl il oo OSPF US4, 4 biss s Process ID s lad suiiS Gadie
Process ID 4wl 1uy 585 oliisl EIGRP S5 555 5,0 AS L1, OSPF S5 4,5, o Process ID
09 Gl e Al glagis, s of @uli 5 @88 L8 s wsse s Olea s L
S a8,y St S o OSPF S5 55 0 Slae

e 9 sk soly palaaidl Area Lol 5 o slas dasly (550,85 OSPFUSS 55 o
sy o alasinetwork

aly @il 5 Jlasl 3 ol o Passive-interface | siws buu s ails oo € shilea
Ol Ysans agad (658l DB s slagu il b oboses US55 @ b sla
JSom o8 8IS 6l Bore pdosle € updipe sun LB & plagwd Bl Gl s s
bl g ol srene S5 553 slapky @8l 5 Jlasl 5o LT oS lie 4 (53 (b saess

Tehran(config-router)#passive-interface fastEthernet 0/0.2
Tehran(config-router)#passive-interface fastEthernet 0/0.3
Tehran(config-router)#passive-interface fastEthernet 0/0.4




MUP&&;

Tehran(config-router)#passive-interface fastEthernet 0/0.5

Rey>enable

Reyt#tconfigure terminal

Rey(config)#router ospf 110

Rey(config-router)#network 192.168.100.0 0.0.0.255 area 0
Rey(config-router)#network 172.16.20.0 0.0.0.3 area 0
Rey(config-router)#network 172.16.20.8 0.0.0.3 area 0
Rey(config-router)#/Z

Rey#

OSPF ¢ laeSus 5 BSy2e sl Network ,siws ;o Wildcard Mask 5 saliil
Sad falis g I3 5550 Area wl Network [ sius sa elbl & Guiaes 0l o o502
amles paddie 3l

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#router ospf 110
Mashhad(config-router)#network 192.168.200.0 0.0.0.255 area 0
Mashhad(config-router)#network 172.16.20.4 0.0.0.3 area 0
Mashhad(config-router)#network 172.16.20.8 0.0.0.3 area 0
Mashhad(config-router)#"z

Mashhad#write

BB s e 58 Gaob 5 agdie 5 ool Ol sla Sad (358 o) siws Jlael S Gy
Sad 5l pola b bLS 1 65858 sauaie S Gl s wiyiul b LS o8 ¢l
555 sage 53 1, ASBR 355 (i wb ails (o

Tehran>enable

Tehran#configure terminal

Tehran(config)#router ospf 110
Tehran(config-router)#default-information originate
Tehran(config-router)#exit

Tehran(config)#ip route 0.0.0.0 0.0.0.0 200.200.2.2
Tehran(config)#"z

Tehran#write

Default wl s o 555 ol S wlad oo yadine default-information originate | sius
e aals 4t sla s, 0SS0 4 (plissese JS 55 i3 |, Route
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o ) Galbal slaha ala 34, dp route 0.0.0.0 0.0.0.0 200.200.2.2 , giws b
S o Jlw ) 200.200.2.2 Lyl
ade 5 oo e, s 2 Show ip route o goa (358 Hgies Jlael 51 Gu

JyM‘PJfJQJJ..AA

Rey#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.16.20.1 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
172.16.12.0/24 [110/51] via 172.16.20.1, 00:11:50, Serial0/1/0
172.16.13.0/24 [110/51] via 172.16.20.1, 00:11:50, Serial0/1/0
172.16.14.0/24 [110/51] via 172.16.20.1, 00:11:50, Serial0/1/0
172.16.15.0/24 [110/51] via 172.16.20.1, 00:11:50, Serial0/1/0
172.16.20.0/30 is directly connected, Serial0/1/0
172.16.20.4/30 [110/100] via 172.16.20.1, 00:11:50, Serial0/1/0
172.16.20.8/30 is directly connected, Serial0/0/0

192.168.100.0/24 is directly connected, FastEthernet0/0

192.168.200.0/24 [110/101] via 172.16.20.1, 00:01:27, Serial0/1/0
0O*E2 0.0.0.0/0 [110/1] via 172.16.20.1, 00:11:50, Serial0/1/0
Rey#

[eNeNeNeoNeNoNoNoNe]

Mashhad#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.16.20.5 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
172.16.12.0/24 [110/51] via 172.16.20.5, 00:12:52, Serial0/0/0
172.16.13.0/24 [110/51] via 172.16.20.5, 00:12:52, Serial0/0/0
172.16.14.0/24 [110/51] via 172.16.20.5, 00:12:52, Serial0/0/0
172.16.15.0/24 [110/51] via 172.16.20.5, 00:12:52, Serial0/0/0
172.16.20.0/30 [110/100] via 172.16.20.5, 00:12:52, Serial0/0/0
172.16.20.4/30 is directly connected, Serial0/0/0
172.16.20.8/30 is directly connected, Serial0/1/0

192.168.100.0/24 [110/101] via 172.16.20.5, 00:03:13, Serial0/0/0

192.168.200.0/24 is directly connected, FastEthernet0/0

0O*E2 0.0.0.0/0 [110/1] via 172.16.20.5, 00:12:52, Serial0/0/0

Mashhad#

[sleNeNeNeNeNeoNeoNeo)
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Tehran#tshow ip ospf database
OSPF Router with ID (200.200.2.1) (Process ID 110)

Router Link States (Area 0)

Link ID ADV Router  Age Seg#  Checksum Link count
200.200.2.1 200.200.2.1 1404 0x8000000a 0x00a7cd 8
192.168.200.1 192.168.200.1 1404 0x80000006 0x00e3f4 5
192.168.100.1 192.168.100.1 1394 0x80000006 0x00dbce 5

Type-5 AS External Link States
Link ID ADV Router  Age Seq#  Checksum Tag
0.0.0.0 200.200.2.1 1414 0x80000001 0x00b38a 1
Tehran#

St Jals 53 ASBR 5 ABR (5La 5555 wms 31 o) siems bouasi w55 go Lok (pigas

S s

Mashhad#show ip ospf border-routers
OSPF Process 110 internal Routing Table

Codes: i - Intra-area route, | - Inter-area route

i200.200.2.1 [50] via 172.16.20.5, Serial0/0/0, ASBR, Area 0, SPF 50
Mashhad#

www.SoftGozar.com
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o9 ol S Gl Jals 4 08 S el (oo diadle B4 2 son 9 S pshiles
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Soslae dhuly il s 4 ale slagud il oy 2 Ol Area ID lhls S usa
-l oo o Neighbor Table Jgua o usa wlwen ol sie 4151 580 < 5158

La s, Neighbor Table Jgua o Lol oo 5 Glaes layiy, God padidie 31 G
Jola ol Sialea oy La aly opl auladoo 500 L DBD sla by Juls 4 plas)
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5098 4ewlie 02 LSDB Joua Ll aly olisiae Loy, DBD slaaly wbl s 5w
Glisan 59, gAMbl 4 LSDB (Jgua JuaSS g 1 053 (SleMal (slajlss LSR alsy Ll
O curs s slenan 355, LSDB Jsun b 555, LSDB Jgua (puid Sialen 5 Guy il oo
8 o I3 Full &ls s Neighbor Table Jgaa 5o 555,

Tehran#tshow ip ospf neighbor

Neighbor ID  Pri State Dead Time Address Interface
192.168.100.1 0 FULL/ - 00:00:39 172.16.20.2 Serial0/0/0
192.168.200.1 0 FULL/ - 00:00:30 172.16.20.6 Serial0/1/0
Tehran#

JQL‘JJ‘JJJ&SJJ‘}AArea QL&)ALSDB JJ—\%CAl:\\’:M ‘LSA(_;LA\AE@&LA‘):JJ
F30 o 550 2 OSPF 5550 oSS b Lai, oledllsl Jols 51 Gy aias e 158 SS0uSs
LT Cost g Layaeus (555 5255 1 a0 s Dijkstra Al oS g5l o)y 4 aladl e & gucns
wlad 8 A3 LSDB Jyaa 5o 5 80 903 Goddio a4 cnedd S35 9 A sl€wa 11,
T8 Fuo whosws Jsaa 5o 1) Sigs Metric b glasaus 5 00 S po 0 1) adidio duals
JPJLSDB JJJ;JJMJAEAQMJ_\‘)J MetrlCLaLszsLAx.u.m 4%3)\94.@)4 JiLQJLsA
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Rey#show ip route
<... Output Omitted...>
Gateway of last resort is 172.16.20.1 to network 0.0.0.0

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
[e] 172.16.12.0/24 [110/51] via 172.16.20.1, 00:22:16, Serial0/1/0
o 172.16.13.0/24 [110/51] via 172.16.20.1, 00:22:16, Serial0/1/0
[e] 172.16.14.0/24 [110/51] via 172.16.20.1, 00:22:16, Serial0/1/0
o 172.16.15.0/24 [110/51] via 172.16.20.1, 00:22:16, Serial0/1/0
C  172.16.20.0/30 is directly connected, Serial0/1/0
[e] 172.16.20.4/30 [110/100] via 172.16.20.1, 00:22:16, Serial0/1/0
C  172.16.20.8/30 is directly connected, Serial0/0/0
C 192.168.100.0/24 is directly connected, FastEthernet0/0
O 192.168.200.0/24 [110/101] via 172.16.20.1, 00:11:53, Serial0/1/0
0O*E20.0.0.0/0 [110/1] via 172.16.20.1, 00:22:16, Serial0/1/0
Rey#

&) -l sa 101 sac Rey-Tehran-Mashhad <l Cost g gans (358 as0a Gob
(ool 80 gad Ll T 4 sae K Sy, S wdl 0 100 ;lea sae

s 55, 52 Load Balancing ISl Las OSPF S5 55 can g3 4568 U8 oS shailan
Ol Rey-Mashhad i Cost tiws 503 b anilss (o Lo (Jg als 1, Ll Metric L
palas aalyd 55 OSPF US55 5 5 1, Unequal sla Sl (s 5, Load Balancing

Ol il oo Lol a3 b dam 3 15 (ol paeae SS9 5 5o COSE Jauy 5uaa3 e «S winy 5
aads aladl 55 cp g |5 58

Rey>enable

Rey#configure terminal
Rey(config)#interface serial 0/0/0
Rey(config-if)#ip ospf cost 100
Rey(config-if)#rZ

rael aalsa o ) S show ip route o g,a (358 sicws Jlael 3 Gu

Rey#show ip route
<... Output Omitted...>

Gateway of last resort is 172.16.20.1 to network 0.0.0.0
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172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks

172.16.12.0/24 [110/51] via 172.16.20.1, 00:32:17, Serial0/1/0
172.16.13.0/24 [110/51] via 172.16.20.1, 00:32:17, Serial0/1/0
172.16.14.0/24 [110/51] via 172.16.20.1, 00:32:17, Serial0/1/0
172.16.15.0/24 [110/51] via 172.16.20.1, 00:32:17, Serial0/1/0

172.16.20.4/30 [110/100] via 172.16.20.1, 00:32:17, Serial0/1/0
172.16.20.8/30 is directly connected, Serial0/0/0

192.168.100.0/24 is directly connected, FastEthernet0/0

(o]
o
(o]
o
C  172.16.20.0/30 is directly connected, Serial0/1/0
(o]
C
C
(0]

192.168.200.0/24 [110/101] via 172.16.20.10, 00:02:12, Serial0/0/0
[110/101] via 172.16.20.1, 00:02:12, Serial0/1/0

0*E2 0.0.0.0/0 [110/1] via 172.16.20.1, 00:32:17, Serial0/1/0

Rey#

148 S 518 (lsaee Jgan 3 aews 53 58 Sules Ho 5 sad 5l aa b 50 L ssMetric
saliinl traceroute  gics 51 avl g3 o Load Balancing o Slae coaa psy @l

‘x:\t.a.a

Rey#traceroute 192.168.200.1
Type escape sequence to abort.
Tracing the route to 192.168.200.1

1 172.16.20.10 20 msec 4 msec 8 msec

Reytitraceroute 192.168.200.1
Type escape sequence to abort.
Tracing the route to 192.168.200.1

1 172.16.20.1 8 msec 8 msec 6 msec

Rey#
:Command Reference  giua a2 0
Enable OSPF
Step [Command Purpose
1 router ospf process-id Enable OSPF routing, which places you in
router configuration mode.
2 network address wildcard-mask area | Define an interface on which OSPF runs and
area-id define the area ID for that interface.
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Configure OSPF Interface Parameters

Command

Purpose

ip ospf cost cost

Explicitly specify the cost of sending a packet on
an OSPF interface.

ip ospf retransmit-interval seconds

Specify the number of seconds between link
state advertisement retransmissions for
adjacencies belonging to an OSPF interface.

ip ospf transmit-delay seconds

Set the estimated number of seconds it takes to
transmit a link state update packet on an OSPF
interface.

ip ospf priority number

Set priority to help determine the OSPF
designated router for a network.

ip ospf hello-interval seconds

Specify the length of time between the hello
packets that the Cisco 10S software sends on an
OSPF interface.

ip ospf dead-interval seconds

Set the number of seconds that a device's hello
packets must not have been seen before its
neighbors declare the OSPF router down.

ip ospf authentication-key key

Assign a password to be used by neighboring
OSPF routers on a network segment that is using
OSPF's simple password authentication.

ip ospf message-digest-key keyid md5 key

Enable OSPF MD5 authentication.

ip ospf authentication[message-

Specifies the authentication type for an

digest | null] interface.
Configure OSPF Network Type
Command Purpose

ip ospf network {broadcast | non-
broadcast | {point-to-multipoint [non-
broadcast] }}

Example:

Router(config-if)#ip ospf network point-to-
point

Configure the OSPF network type for a specified
interface.

Generate a Default Route

Command

Purpose

default-information originate [always]
[metric metric-value] [metric-type type-
value] [route-map map-name]

Force the autonomous system boundary router
to generate a default route into the OSPF
routing domain.

Y4y
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Control Default Metrics

Command

Purpose

ospf auto-cost reference-bandwidth ref-bw

Differentiate high bandwidth links.

Monitor and Maintain OSPF

Command

Purpose

show ip ospf [process-id]

Display general information about OSPF
routing processes.

show ip ospf [process-id area-id] database
show ip ospf [process-id area-id] database
[router] [link-state-id]

show ip ospf [process-id area-id] database
[router] [self-originate]

show ip ospf [process-id area-id] database
[router] [adv-router [ip-address]]

show ip ospf [process-id area-id] database
[network] [link-state-id]

show ip ospf [process-id area-id] database
[summary] [link-state-id]

show ip ospf [process-id area-id] database [asbr-
summary] [link-state-id]

show ip ospf [process-id] database [external]
[link-state-id]

show ip ospf [process-id area-id] database
[database-summary]

Display lists of information related to the
OSPF database.

show ip ospf border-routers

Display the internal OSPF routing table
entries to Area Border Router (ABR) and
Autonomous System Boundary Router
(ASBR).

show ip ospf interface [interface-name]

Display OSPF-related interface information.

show ip ospf neighbor [interface-name]
[neighbor-id] detail

Display OSPF-neighbor information on a
per-interface basis.

show ip ospf request-list [nbr] [intf] [intf-nbr]

Display a list of all LSAs requested by a
router.

show ip ospf retransmission-list [nbr] [intf] [intf-
nbr]

Display a list of all LSAs waiting to be
retransmitted.

show ip ospf virtual-links

Display OSPF-related virtual links
information.
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neighbor {ip-address | peer-group-name} distribute-list access-list-number {in
| out}

b 160.10.0.0 «<us BGP Update Jlu,l 31 asalsas S1 (Jle Glsie o
wluas 5555 0 15T ACL 3d 5 51 Gy b famles s 2S5l RTA 55, 0 RTC 555,
.HJ ua‘.a.al;‘ ‘)JQA EEX )

© 150.10.0.0 RTA ) 160.10.0.0 RTB

2221

~ 170.10.0.0

N —




VA 5uL i (02 JuuSglo Sl (aa oo

oseas RTC 55,5 59,5 »» show running-config | giws s a ojsanl o
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RTC# show running-config
<...Output Committed...>

router bgp 300

network 170.10.0.0

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 distribute-list 1 out

access-list 1 deny 160.10.0.0 0.0.255.255
access-list 1 permit 0.0.0.0 255.255.255.255
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neighbor {ip-address | peer-group-name} filter-list access-list-number {in | out}
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RTC# show running-config
<...Output Committed...>

router bgp 300

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 filter-list 1 out

ip as-path access-list 1 deny ~200$
ip as-path access-list 1 permit .*
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150.10.0.0 RTA )

N 170.10.0.0 )

-

s aal A 5 oy 4 RTB 55, show running-config  sics a4

RTB# show running-config

router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300

neighbor 3.3.3.1 send-community

neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity
match ip address 1

set community no-export

access-list 1 permit 0.0.0.0 255.255.255.255

:)| édtﬁu.u‘cs‘):: 63\9&1& GLA L;AJJ K%Lﬂ:}‘;ﬂﬁu}-&uﬂ é\,ﬁx‘)tu.u‘)dﬁs‘)#m
Gage ol Lo Bl muds o @il Gl € asls ssas community (S5

EN



et i8S

:adiius CJ-'@
susad iyTl Jladl golul ol 4 alddl 55 agdie 4l sl MTR Electronic =< ,a
Lo 51 ol g0 AliAo ISP 5o bacs g8 i yiul 4 Jladl gu gllo sala Yo Ho oS i ol
BGPUSS g5n soll ol o alal i il JLaldl gu 5o ) dugs soliil (sl sad sl o

aulas
(e Hla
5 oasad Ll S, 4 WIC o)l S5 b dSP-2 L wguiie 535, Jlad) (5510855 sl
plad g Sy
. Internet .
ol 198.133.219.0 /24
=. 66.161.11.0/24

172.16.12.0 /24
172.16.13.0 /24
172.16.14.0 /24
172.16.15.0 /24

192 168.100.1 /24 |

172.16.20.5 /30 172.16.20.9 /30

AS 84530

I / 128Kbes
IBGP s0/0
172.16.20.6 /30 S0M1
172.16.20.10 /30
S0/2
63.200.2.1/30
............................................. /0. toeaz0o a0 T
g: 64.411.0/24 EBGP :
0, 65.55.206.0 /24 .
3. — / .
. .
<, \ .
:‘ X -~ Internet -




AR

5uL puun 0 2 JUUS glo S (@ oo

o2 pedlon o LT 51 Ssm eyl 4 S S il 5 BB ISP s il 4 s b

ISP ,a € plaaSis uinas aulad guis Sy |, «Gs Single Multihomed  Jao (ula

G s sl aaaled o gl Gl Hu b 5 osad suls GLES s guad ol e Sk
PSS s 5 15 ISP 5o 5 ua 5o slacSas

Ja ol

JSS 552 MTR Electronic oS, sl soobin o AT o wdiias Glsa 5o < shailes
s sas g5l sl (IGP) ity ol saews g |, OSPF

s 4 LS wadpe oseas (EGP)asa US55 S BGPUSS 55 Sl ¢ a8 b
o ddaby S a5 80 S IS aa HUS o WadSS s ol -aaslas OSPF ol sae JS5 55
il K0S b AN @St Lo EGP 5 IGP (sla S5 oyleen (shyal .ols wial sa ala]

Ol S5 5V OSPF S5, b s Jl,) Default Route sia 4 alasl Jol al€ 5o

Tehran>enable

Tehran#configure terminal

Tehran(config)#router ospf 110
Tehran(config-router)#no default-information originate
Tehran(config-router)#exit

Tehran(config)#no ip route 0.0.0.0 0.0.0.0 200.200.2.2

ipads o plad) 5o) S seas 1w SA (6l agdie S5 su Sy

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#interface serial 0/2
Mashhad(config-if)#no shutdown

Mashhad(config-if)#ip address 63.200.2.1 255.255.255.252
Mashhad(config-if)#*Z

Mashhad#

S s sSy 55 15 NAT sgdie 555 sl b wistl & (e s 6150

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#ip access-list extended 100
Mashhad(config-ext-nacl)#permit ip 172.16.12.0 0.0.3.255 any
Mashhad(config-ext-nacl)#permit ip 192.168.100.0 0.0.0.255 any
Mashhad(config-ext-nacl)#permit ip 192.168. 200.0 0.0.0.255 any
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Mashhad(config-ext-nacl)#exit
Mashhad(config)#tinterface fastEthernet 0/0
Mashhad(config-if)#ip nat inside
Mashhad(config-if)#interface serial 0/0
Mashhad(config-if)#ip nat inside
Mashhad(config-if)#interface serial 0/1
Mashhad(config-if)#ip nat inside
Mashhad(config-if)#interface serial 0/2
Mashhad(config-if)#ip nat outside
Mashhad(config-if)#exit
Mashhad(config)#ip nat inside source list 100 interface serial 0/2 overload
Mashhad(config)#exit

Mashhad#

ol L8555 (550 02 BGP US55 55 suis Sy cn b b S aa s Ve

Tehran>enable

Tehran#configure terminal

Tehran(config)#router bgp 64530
Tehran(config-router)#neighbor 200.200.2.2 remote-as 64540
Tehran(config-router)#neighbor 172.16.20.6 remote-as 64530

pnlaoe Sss oo o2 BOPUSS 558 iale Jlas o alusl router bgp 64530 ) giws b lusyl
pS e (Bme s 1, Lk us e slatlues Neighbor [ iy b 65 Gupes

SEBGP &dls o 54, il oglite j35, AS o e L Neighbor, gius 50 s sa 50 AS o las S
e 518 &l dasl ) lisan 55, L IBGP wlla 5o 55, widl oluss LAS o les S

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#router bgp 64530
Mashhad(config-router)#neighbor 63.200.2.2 remote-as 64520
Mashhad(config-router)#neighbor 172.16.20.5 remote-as 64530
Mashhad(config-router)#"z

Mashhad#

1950 aleA 53 O agdie 5 GG LA s) (oloswe Johia 358 Uale aladl 5l G

Tehran#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i-IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Yy
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Gateway of last resort is not set

66.0.0.0/24 is subnetted, 1 subnets

B 66.161.11.0 [20/0] via 200.200.2.2, 00:04:11
200.200.2.0/30 is subnetted, 1 subnets
C  200.200.2.0 is directly connected, Serial0/2

172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
(o] 172.16.20.8/30 [110/114] via 172.16.20.6, 00:05:28, Serial0/1
C  172.16.20.0/30 is directly connected, Serial0/0
C  172.16.20.4/30 s directly connected, Serial0/1
C  172.16.12.0/24 is directly connected, FastEthernet0/0.1
C  172.16.13.0/24 is directly connected, FastEthernet0/0.2
C  172.16.14.0/24 is directly connected, FastEthernet0/0.3
C  172.16.15.0/24 is directly connected, FastEthernet0/0.4
O 192.168.200.0/24 [110/60] via 172.16.20.6, 00:05:30, Serial0/1
B 198.133.219.0/24 [20/0] via 200.200.2.2, 00:04:15
O 192.168.100.0/24 [110/60] via 172.16.20.2, 00:05:32, Serial0/0
Tehran#

Mashhad#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i-IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

64.0.0.0/24 is subnetted, 1 subnets
B 64.4.11.0 [20/0] via 63.200.2.2, 00:02:32
65.0.0.0/24 is subnetted, 1 subnets

65.55.206.0 [20/0] via 63.200.2.2, 00:02:32
172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
C 172.16.20.8/30 is directly connected, Serial0/1
(6] 172.16.20.0/30 [110/114] via 172.16.20.5, 00:07:23, Serial0/0
C  172.16.20.4/30 is directly connected, Serial0/0
(6] 172.16.12.0/24 [110/74] via 172.16.20.5, 00:07:23, Serial0/0
o 172.16.13.0/24 [110/74] via 172.16.20.5, 00:07:25, Serial0/0
o
o
C

@

172.16.14.0/24 [110/74] via 172.16.20.5, 00:07:25, Serial0/0
172.16.15.0/24 [110/74] via 172.16.20.5, 00:07:25, Serial0/0
192.168.200.0/24 is directly connected, FastEthernet0/0
63.0.0.0/30 is subnetted, 1 subnets
C  63.200.2.0 is directly connected, Serial0/2
O 192.168.100.0/24 [110/74] via 172.16.20.9, 00:07:36, Serial0/1
Mashhad#
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Tehran#show ip bgp




BGP table version is 3, local router ID is 200.200.2.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*i64.4.11.0/24 63.200.2.2 0 100 064520i
*i65.55.206.0/24 63.200.2.2 0 100 064520i
*>66.161.11.0/24 200.200.2.2 0 064540
*>198.133.219.0 200.200.2.2 0 064540 i
Tehran#

Mashhad#show ip bgp

BGP table version is 3, local router ID is 63.200.2.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>64.4.11.0/24 63.200.2.2 0 064520
*> 65.55.206.0/24 63.200.2.2 0 064520
*i66.161.11.0/24 200.200.2.2 0 100 064540i
*i198.133.219.0 200.200.2.2 0 100 064540i
Mashhad#
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Tehran#configure terminal
Tehran(config)#router ospf 110
Tehran(config-router)#network 200.200.2.0 0.0.0.3 area 0

Mashhad#configure terminal
Mashhad(config)#router ospf 110
Mashhad(config-router)#network 63.200.2.0 0.0.0.3 area 0

S e 5D 55 JSB 4 (plismee Jsaa (358 Slosiess Bl

Tehran#show ip route

<... Output Omitted...>
64.0.0.0/24 is subnetted, 1 subnets

B 64.4.11.0 [200/0] via 63.200.2.2, 00:01:06
65.0.0.0/24 is subnetted, 1 subnets

B 65.55.206.0 [200/0] via 63.200.2.2, 00:01:06
66.0.0.0/24 is subnetted, 1 subnets

B 66.161.11.0 [20/0] via 200.200.2.2, 00:27:54
200.200.2.0/30 is subnetted, 1 subnets

C 200.200.2.0 is directly connected, Serial0/2

LS
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172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
172.16.20.8/30 [110/114] via 172.16.20.6, 00:29:11, Serial0/1
172.16.20.0/30 is directly connected, Serial0/0
172.16.20.4/30 is directly connected, Serial0/1
172.16.12.0/24 is directly connected, FastEthernet0/0.1
172.16.13.0/24 is directly connected, FastEthernet0/0.2
172.16.14.0/24 is directly connected, FastEthernet0/0.3
172.16.15.0/24 is directly connected, FastEthernet0/0.4

192.168.200.0/24 [110/60] via 172.16.20.6, 00:29:14, Serial0/1

198.133.219.0/24 [20/0] via 200.200.2.2, 00:27:57

63.0.0.0/30 is subnetted, 1 subnets
63.200.2.0 [110/114] via 172.16.20.6, 00:01:14, Serial0/1

O 192.168.100.0/24 [110/60] via 172.16.20.2, 00:29:14, Serial0/0

Tehran#
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Mashhad#show ip route
<... Output Omitted...>

64.0.0.0/24 is subnetted, 1 subnets
B 64.4.11.0 [20/0] via 63.200.2.2, 00:23:48
65.0.0.0/24 is subnetted, 1 subnets
B 65.55.206.0 [20/0] via 63.200.2.2, 00:23:48
66.0.0.0/24 is subnetted, 1 subnets
B 66.161.11.0 [200/0] via 200.200.2.2, 00:02:21
200.200.2.0/30 is subnetted, 1 subnets
200.200.2.0 [110/69] via 172.16.20.5, 00:02:26, Serial0/0
172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
172.16.20.8/30 is directly connected, Serial0/1
172.16.20.0/30 [110/114] via 172.16.20.5, 00:28:40, Serial0/0
172.16.20.4/30 is directly connected, Serial0/0
172.16.12.0/24 [110/74] via 172.16.20.5, 00:28:40, Serial0/0
172.16.13.0/24 [110/74] via 172.16.20.5, 00:28:42, Serial0/0
172.16.14.0/24 [110/74] via 172.16.20.5, 00:28:42, Serial0/0
172.16.15.0/24 [110/74] via 172.16.20.5, 00:28:42, Serial0/0
192.168.200.0/24 is directly connected, FastEthernet0/0
198.133.219.0/24 [200/0] via 200.200.2.2, 00:02:24
63.0.0.0/30 is subnetted, 1 subnets
C  63.200.2.0 is directly connected, Serial0/2
O 192.168.100.0/24 [110/74] via 172.16.20.9, 00:28:52, Serial0/1
Mashhad#
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Tehran#ping

Protocol [ip]:

Target IP address: 66.161.11.90
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface: 172.16.12.1
Type of service [0]:

Set DF bit in IP header? [no]:
Validate reply data? [no]:

Data pattern [OxABCD]:




Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 66.161.11.90, timeout is 2 seconds:
Packet sent with a source address of 172.16.12.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/26/52 ms
Tehran#
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Mashhad#ping

Protocol [ip]:

Target IP address: 198.133.219.25

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.200.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.133.219.25, timeout is 2 seconds:
Packet sent with a source address of 192.168.200.1

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/19/48 ms
Mashhad#
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Rey#iping

Protocol [ip]:

Target IP address: 198.133.219.25
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y
Source address or interface: 192.168.100.1
Type of service [0]:

Set DF bit in IP header? [no]:
Validate reply data? [no]:

Data pattern [OXxABCD]:

AL
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Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.133.219.25, timeout is 2 seconds:
Packet sent with a source address of 192.168.100.1

Success rate is 0 percent (0/5)

Rey#
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Tehran#configure terminal
Tehran(config)#router ospf 110
Tehran(config-router)#redistribute bgp 64530 subnets

Mashhad#configure terminal
Mashhad(config)#router ospf 110
Mashhad(config-router)#redistribute bgp 64530 subnets
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Rey#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i- IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
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o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

64.0.0.0/24 is subnetted, 1 subnets
OE2 64.4.11.0[110/1] via 172.16.20.1, 00:03:25, Serial0/1
65.0.0.0/24 is subnetted, 1 subnets
OE2 65.55.206.0 [110/1] via 172.16.20.1, 00:03:25, Serial0/1
66.0.0.0/24 is subnetted, 1 subnets
OE2 66.161.11.0 [110/1] via 172.16.20.1, 00:06:34, Serial0/1
200.200.2.0/30 is subnetted, 1 subnets
200.200.2.0 [110/69] via 172.16.20.1, 01:22:38, Serial0/1
172.16.0.0/16 is variably subnetted, 7 subnets, 2 masks
C  172.16.20.8/30 is directly connected, Serial0/0
C  172.16.20.0/30 is directly connected, Serial0/1
o 172.16.20.4/30 [110/114] via 172.16.20.1, 01:48:51, Serial0/1
o 172.16.12.0/24 [110/74] via 172.16.20.1, 01:48:51, Serial0/1
[e] 172.16.13.0/24 [110/74] via 172.16.20.1, 01:48:53, Serial0/1
o
(0]
o

o

172.16.14.0/24 [110/74] via 172.16.20.1, 01:48:53, Serial0/1
172.16.15.0/24 [110/74] via 172.16.20.1, 01:48:53, Serial0/1
192.168.200.0/24 [110/124] via 172.16.20.1, 01:48:53, Serial0/1
O E2 198.133.219.0/24 [110/1] via 172.16.20.1, 00:06:38, Serial0/1
63.0.0.0/30 is subnetted, 1 subnets
o 63.200.2.0 [110/178] via 172.16.20.1, 01:20:51, Serial0/1
C 192.168.100.0/24 is directly connected, FastEthernet0/0
Rey#
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Rey#ping

Protocol [ip]:

Target IP address: 198.133.219.25

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.100.1
Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 198.133.219.25, timeout is 2 seconds:

Packet sent with a source address of 192.168.100.1

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/14/32 ms

Rey#iping
Protocol [ip]:
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Target IP address: 64.4.11.42

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.100.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 64.4.11.42, timeout is 2 seconds:
Packet sent with a source address of 192.168.100.1

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/16/32 ms

1o Slas aly b

Jeaie AL ISP 5o 4 Sl S L AhS 5o Lo 4l BB S5 g0 Sl 4 e b
-2l g Single Multihomed <t (3l BGP (53 61 5355 .55 ciieun

oo 4 alasl Neighbor |, sieus b asa S Jbas 5355 555 52 15 BGP US55 4T 51 g
S e 80liial TCP 51 BGP S5 55 «Sial Jals 0 ot 438 M oS ghailod il oo Ladsloon
o 13 s 1 b lien sbigy olulis 5l Broadeast slaaly 5) ol o5 OIS
adbiee 0 5¥ ol Sos 4 Laglues Sy

aasly il 555 098 AS L 3allas o s oo 0l g Neighbor sius ;o «SAS o las S
o s o slae dasly 0dl o lae AS o slads K1 IBGPL Al &) sems o) slae
w9 R so 5l58 5 EBGP L

Opensent Active Connect ddle Jale b L 50 ooslas aaly, s058
o8 w3l il e slas 4 (S 5o 5 S oo alasl Established 5 Openconfirm
o8 K sl & 1,5 Established clla o 355 g9 5o culgs

saaline |y ojslae sl 010858 Gle) so LaS g, curdy anl oo 5) L iws b s
railad

Tehran#tshow ip bgp neighbors
BGP neighbor is 172.16.20.6, remote AS 64530, internal link
BGP version 4, remote router ID 63.200.2.1
BGP state = Established, up for 02:13:34
Last read 00:00:34, last write 00:00:34, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old & new)
Address family IPv4 Unicast: advertised and received




Message statistics:
InQ depthis 0
OutQ depthis 0
Sent  Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 1 1
Keepalives: 135 135
Route Refresh: 0 0
Total: 137 137
Default minimum time between advertisement runs is 0 seconds

<... Output Omitted...>

BGP neighbor is 200.200.2.2, remote AS 64540, external link
BGP version 4, remote router ID 198.133.219.25
BGP state = Established, up for 02:13:50
Last read 00:00:50, last write 00:00:50, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old & new)
Address family IPv4 Unicast: advertised and received
Message statistics:

InQ depth is 0
OutQ depthis 0

Sent  Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 1 1
Keepalives: 135 135
Route Refresh: 0 0
Total: 137 137

Default minimum time between advertisement runs is 30 seconds
<... Output Omitted...>

Tehran#
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Mashhad#show ip bgp neighbors
BGP neighbor is 63.200.2.2, remote AS 64520, external link
BGP version 4, remote router ID 65.55.206.228
BGP state = Established, up for 02:14:58
Last read 00:00:08, last write 00:00:58, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old & new)
Address family IPv4 Unicast: advertised and received
Message statistics:
InQ depth is 0
OutQ depthis 0
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Sent  Rcvd
Opens: 2 1
Notifications: 1 0
Updates: 1 1
Keepalives: 137 138
Route Refresh: 0 0
Total: 141 140

Default minimum time between advertisement runs is 30 seconds
<... Output Omitted...>

BGP neighbor is 172.16.20.5, remote AS 64530, internal link
BGP version 4, remote router ID 200.200.2.1
BGP state = Established, up for 02:19:08
Last read 00:00:08, last write 00:00:08, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old & new)
Address family IPv4 Unicast: advertised and received
Message statistics:
InQ depth is 0
OutQ depthis 0
Sent  Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 1 1
Keepalives: 141 141
Route Refresh: 0 0
Total: 143 143
Default minimum time between advertisement runs is 0 seconds

<... Output Omitted...>
Mashhad#
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Tehran#tshow ip bgp

BGP table version is 3, local router ID is 200.200.2.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*i64.4.11.0/24 63.200.2.2 0 100 064520i
*i65.55.206.0/24 63.200.2.2 0 100 064520i
*>66.161.11.0/24 200.200.2.2 0 064540
*>198.133.219.0 200.200.2.2 0 064540
Tehran#

Mashhad#show ip bgp

BGP table version is 3, local router ID is 63.200.2.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>64.4.11.0/24 63.200.2.2 0 064520
*>65.55.206.0/24 63.200.2.2 0 064520
*i66.161.11.0/24 200.200.2.2 0 100 064540i
*i198.133.219.0 200.200.2.2 0 100 064540i
Mashhad#
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Tehran#show ip bgp

BGP table version is 8, local router ID is 200.200.2.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
r>i64.4.11.0/24  63.200.2.2 0 100 064520i
r>i65.55.206.0/24 63.200.2.2 0 100 064520i
*>66.161.11.0/24 200.200.2.2 0 064540 i
*>198.133.219.0 200.200.2.2 0 064540 i

Tehran#
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Mashhad#show ip bgp summary

BGP router identifier 63.200.2.1, local AS number 64530

BGP table version is 15, main routing table version 15

4 network entries using 480 bytes of memory

4 path entries using 208 bytes of memory

3/2 BGP path/bestpath attribute entries using 372 bytes of memory
2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

Bitfield cache entries: current 2 (at peak 2) using 64 bytes of memory
BGP using 1172 total bytes of memory

BGP activity 4/0 prefixes, 4/0 paths, scan interval 60 secs

Neighbor ~ V AS MsgRcvd MsgSent TbiVer InQ OutQ Up/Down State/PfxRcd
63.200.2.2 464520 139 141 15 0 002:14:23 2

172.16.20.5 464530 142 142 15 0 002:18:23 2

Mashhad#

Tehran#tshow ip bgp summary

BGP router identifier 200.200.2.1, local AS number 64530

BGP table version is 9, main routing table version 9

4 network entries using 480 bytes of memory

4 path entries using 208 bytes of memory

3/2 BGP path/bestpath attribute entries using 372 bytes of memory
2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

Bitfield cache entries: current 2 (at peak 2) using 64 bytes of memory
BGP using 1172 total bytes of memory

BGP activity 4/0 prefixes, 4/0 paths, scan interval 60 secs

Neighbor V  AS MsgRevd MsgSent  ThIVer InQ OutQ Up/Down State/PfxRcd
172.16.20.6 464530 137 137 9 0 002:13:18 2
200.200.2.2 464540 137 137 9 0 002:13:23 2
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Enabling BGP Routing

Command

Purpose

Step 1

Router(config)# router bgp as-number

Enables a BGP routing process,
which places the router in router
configuration mode.

Step 2

map-name]

Router(config-router)# network network-
number [mask network-mask] [route-maproute-

Flags a network as local to this
autonomous system and enters it to
the BGP table.

Configuring BGP Neighbors

Command

Purpose

remote-as as-number

Router(config-router)# neighbor {ip-address | peer-group-name} |Specifies a BGP neighbor.

Configuring BGP Interactions with IGPs

Command

Purpose

Router(config-router)# no synchronization

Disables synchronization between BGP and an

IGP.

Disabling Next Hop Processing Using a Specific Address

Command

Purpose

group-name} next-hop-self

Router(config-router)# neighbor {ip-address | peer-

Disables next hop processing on BGP
updates to a neighbor.

Using Route Maps to Modify Updates

Command

Purpose

group-name} route-map map-name {in | out}

Router(config-router)# neighbor {ip-address | peer-

Applies a route map to incoming or
outgoing routes.

Displaying System and Network Statistics

Command

Purpose

Router# show ip bgp prefix

Displays peer groups and peers not in peer
groups to which the prefix has been advertised.
Also displays prefix attributes such as the next
hop and the local prefix.

Router# show ip bgp cidr-only

Displays all BGP routes that contain subnet and
supernet network masks.

Router# show ip bgp community community-

Displays routes that belong to the specified




Yo

5u0 puun 10 2 JUUS glo S @y oo

Displaying System and Network Statistics

number [exact]

communities.

Router# show ip bgp community-list
community-list-number [exact]

Displays routes that are permitted by the
community list.

Router# show ip bgp filter-list access-list-
number

Displays routes that are matched by the
specified autonomous system path access list.

Router# show ip bgp inconsistent-as

Displays the routes with inconsistent originating
autonomous systems.

Router# show ip bgp regexp regexp

Displays the routes that have an autonomous
system path that matches the specified regular
expression entered on the command line.

Router# show ip bgp

Displays the contents of the BGP routing table.

Router# show ip bgp neighbors [neighbor-
address]

Displays detailed information on the BGP and
TCP connections to individual neighbors.

Router# show ip bgp neighbors [address]
[received-routes | routes | advertised-
routes | paths regexp | dampened-routes]

Displays routes learned from a particular BGP
neighbor.

Router# show ip bgp paths

Displays all BGP paths in the database.

Router# show ip bgp peer-group [tag]
[summary]

Displays information about BGP peer groups.

Router# show ip bgp summary

Displays the status of all BGP connections.
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Tehran>enable

Tehran#configure terminal

Tehran(config)#interface fastEthernet 0/0
Tehran(config-if)#no shutdown
Tehran(config-if)#interface fastethernet 0/0.2
Tehran(config-subif)#encapsulation dot1Q 2
Tehran(config-subif)#ipv6 address 2001:DB8:1:11::1/64
Tehran(config-subif)#interface fastethernet 0/0.3
Tehran(config-subif)#encapsulation dot1Q 3
Tehran(config-subif)#ipv6 address 2001:DB8:1:12::1/64
Tehran(config-subif)#interface fastethernet 0/0.4
Tehran(config-subif)#encapsulation dot1Q 4
Tehran(config-subif)#ipv6 address 2001:DB8:1:13::1/64
Tehran(config-subif)#interface fastethernet 0/0.5
Tehran(config-subif)#encapsulation dot1Q 5
Tehran(config-subif)#ipv6 address 2001:DB8:1:14::1/64
Tehran(config-subif)#Z

Tehran#write

Al b ol o IPVA L IPVE sun S o cold ol wiS o alia e oS shailan
vl soldil ipv6 address | giws 5l wbip address | gis sla 4

P50 Jbow slac, s a4 aladl (g S5, slaSubinterface g <oy 51 Gy
PSS e O

Tehran(config)#interface serial 0/0/0
Tehran(config-if)#no shutdown
Tehran(config-if)#clock rate 2000000
Tehran(config-if)#bandwidth 2000
Tehran(config-if)#ipv6 address 2001:DB8:1:A::A1/124
Tehran(config-if)#interface serial 0/1/0
Tehran(config-if}#no shutdown
Tehran(config-if)#clock rate 2000000
Tehran(config-if)#bandwidth 2000
Tehran(config-if)#ipv6 address 2001:DB8:1:A::B1/124
Tehran(config-if)#
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Rey>enable

Reyt#tconfigure terminal

Rey(config)#interface fastEthernet 0/0
Rey(config-if)#no shutdown

Rey(config-if)#ipv6 address 2001:DB8:1:5::1/64
Rey(config-if)#interface serial 0/0/0
Rey(config-if)#no shutdown
Rey(config-if)#tbandwidth 128
Rey(config-if)#clock rate 128000
Rey(config-if)#ipv6 address 2001:DB8:1:A::C1/124
Rey(config-if)#interface serial 0/1/0
Rey(config-if)#no shutdown
Rey(config-if)#bandwidth 2000
Rey(config-if)#ipv6 address 2001:DB8:1:A::A2/124
Rey(config-if)#rZ

Rey#write

Mashhad>enable

Mashhad#configure terminal
Mashhad(config)#interface fastEthernet 0/0
Mashhad(config-if)#no shutdown
Mashhad(config-if)#ipv6 address 2001:DB8:1:6::1/64
Mashhad(config-if)#interface serial 0/0/0
Mashhad(config-if)#no shutdown
Mashhad(config-if)#tbandwidth 2000
Mashhad(config-if)#ipv6 address 2001:DB8:1:A::B2/124
Mashhad(config-if)#interface serial 0/1/0
Mashhad(config-if)#no shutdown
Mashhad(config-if)#bandwidth 128
Mashhad(config-if)#ipv6 address 2001:DB8:1:A::C2/124
Mashhad(config-if)#*Z

Mashhad#write

Koo o hale gladSid 51 S s IS (s ad alad Ly, gun Sy oS sy 8
uﬂ‘).}ﬁi@@gwﬁdxﬁfcs‘)‘dﬂébMe‘ﬁ‘dﬁbJﬁJJuﬂM%J&mplngbuﬁd‘)
ﬁf‘.&.ﬁ solaiu! Static S s Ls.s‘.;s‘)«_\m J‘U‘sid)sc‘;:ux‘)b.w

Tehran(config)#ipvé unicast-routing
Tehran(config)#ipvé route 2001:DB8:1:5::/64 2001:DB8:1:A::A2




Tehran(config)#ipvé6 route 2001:DB8:1:5::/64 2001:DB8:1:A::B2 5
Tehran(config)#ipv6 route 2001:DB8:1:6::/64 2001:DB8:1:A::B2
Tehran(config)#ipv6 route 2001:DB8:1:6::/64 2001:DB8:1:A::A2 5

S oo Jlas S5, 58 1, IPVE oL s (IS4l GdpV6 unicast-routing st b g

IPv6 L IPV4 [ Sl oslss 5a Static Route sy ju aule s oo saaline «S ) shilaa

alddl (s oo ge © o AD L ol saie (iE 9 b il 65 oo ad gaoliw Gl Hu el e
anles ABAs sla i (51 olaidy Sl olasl 4

Rey(config)#ipv6 unicast-routing

Rey(config)#ipv6 route 2001:DB8:1:10::/60 2001:DB8:1:A::Al
Rey(config)#ipv6 route 2001:DB8:1:10::/60 2001:DB8:1:A::C2 5
Rey(config)#ipvé route 2001:DB8:1:6::/64 2001:DB8:1:A::C2
Rey(config)#ipvé route 2001:DB8:1:6::/64 2001:DB8:1:A::A1 5

SR sla 4 s e S s A @ alall e Sso 4 b sl GRES L
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Mashhad(config)#ipv6 unicast-routing

Mashhad(config)#ipv6 route 2001:DB8:1:10::/60 2001:DB8:1:A::B1
Mashhad(config)#ipv6 route 2001:DB8:1:10::/60 2001:DB8:1:A::C1 5
Mashhad(config)#ipv6 route 2001:DB8:1:5::/64 2001:DB8:1:A::C1
Mashhad(config)#ipv6 route 2001:DB8:1:5::/64 2001:DB8:1:A::B1 5

slaesis ping < alusl La 55, 5l aloS 58 b 534S S, s L0 (358 Jalre aladl 51 Gy
:%JﬁAlﬁle;aAALSJMJ';@JJ’;‘&MéA

Mashhad#ping 2001:db8:1:11::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:1:11::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/9/29 ms

Mashhad#
Mashhad#ping 2001:db8:1:14::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:1:14::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/11/34 ms
Mashhad#ping 2001:db8:1:5::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:1:5::1, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 4/8/19 ms

Mashhad#

0 et 4

tasla oo soliiul Show ipvb route | sius 51 a5 55 (obsmws Jolis (oo sl

Tehran#tshow ipv6 route

IPv6 Routing Table - 15 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external

2001:DB8:1:5::/64 [1/0]

via 2001:DB8:1:A::A2

2001:DB8:1:6::/64 [1/0]

via 2001:DB8:1:A::B2

2001:DB8:1:A::A0/124 [0/0]

via ::, Serial0/0/0

2001:DB8:1:A::A1/128 [0/0]

via ::, Serial0/0/0

2001:DB8:1:A::B0/124 [0/0]

via ::, Serial0/1/0

2001:DB8:1:A::B1/128 [0/0]

via ::, Serial0/1/0

2001:DB8:1:11::/64 [0/0]

via ::, FastEthernet0/0.2

2001:DB8:1:11::1/128 [0/0]

via ::, FastEthernet0/0.2

2001:DB8:1:12::/64 [0/0]

via ::, FastEthernet0/0.3

2001:DB8:1:12::1/128 [0/0]

via ::, FastEthernet0/0.3

2001:DB8:1:13::/64 [0/0]

via ::, FastEthernet0/0.4

2001:DB8:1:13::1/128 [0/0]

via ::, FastEthernet0/0.4

2001:DB8:1:14::/64 [0/0]

via ::, FastEthernet0/0.5

2001:DB8:1:14::1/128 [0/0]

via ::, FastEthernet0/0.5

FFO00::/8 [0/0]

via ::, Nullo

Tehran#

w

w

O

—

(@]

—

(@]

—

(@]

—

(@]

—

(@]

—

—

..\.:J.J.vga suly uI-iLo.\ “c” - RN L| KYY P J.A.A:\A‘):J‘) < ‘Q:\BL.H.A Oy s «< @LA‘(S.\...’L
S Cisa L sad su 38l s (olime Jsua 4 StAtic op e 4 € plasiue Grinas

P S5 e S aal u__aLAwJJT saias Ginlad 5o L7 Goa s e suls ol

ol a0 S (g Sy




Syt

& st YL AD L slasaise 5 s (pbisene Joun 5o S (oo abiadle oS slailan
il o 35 5o (SLaree (g Jolid o)) pan (ol saene Jgaa <SSl Jils
hos i 3 gomis 4y 8ol wad dhd 5L b sooed aliaes Sl w28

ael aalsa G (16 S0

2001:DB8:1:11::/64
2001:DB8:1:12::/64
2001:DB8:1:13::/64
2001:DB8:1:14../64

S0/0/0 S0/1/0

2001:DB8:1:5:/64

2001:DB8:1:A:A1/124 2001-DB8:1-A-A2/124

S0/0/0
2001:DB8:1:A:C1/124

S0/1/0
2001:DB8:1:A=C2/124

S0/0/0
2001:DB8:1:A:B2/124
Fa0/0

2001:DB8:1:6:./64

o (o el pe s (obsrene Joaa 5o s (S e 4 s s SYL AD ol
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Tehran#tshow ipv6 route

IPv6 Routing Table - 13 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external

2001:DB8:1:5::/64 [5/0]

via 2001:DB8:1:A::B2

2001:DB8:1:6::/64 [1/0]

via 2001:DB8:1:A::B2

2001:DB8:1:A::B0/124 [0/0]

via ::, Serial0/1/0

2001:DB8:1:A::B1/128 [0/0]

via ::, Serial0/1/0

2001:DB8:1:11::/64 [0/0]

via ::, FastEthernet0/0.2

2001:DB8:1:11::1/128 [0/0]

via ::, FastEthernet0/0.2

2001:DB8:1:12::/64 [0/0]

via ::, FastEthernet0/0.3

2001:DB8:1:12::1/128 [0/0]

via ::, FastEthernet0/0.3

2001:DB8:1:13::/64 [0/0]

via ::, FastEthernet0/0.4

2001:DB8:1:13::1/128 [0/0]

via ::, FastEthernet0/0.4

1%
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(@]

2001:DB8:1:14::/64 [0/0]

via ::, FastEthernet0/0.5

L 2001:DB8:1:14::1/128 [0/0]
via ::, FastEthernet0/0.5

L FF00::/8 [0/0]
via :;, Nullo

Tehran#
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Configure IPv6

Command or Action

Purpose

Step 1 [enable Enables privileged EXEC mode.
. Enter your password if prompted.
Step 2 |[configure terminal Enters global configuration mode.

Step 3

interface type number
Example:
Router(config)# interface ethernet 0/0

Specifies an interface type and number,
and places the router in interface
configuration mode.

Step 4

ipv6 address ipv6-prefix/prefix-length eui-64
or

ipv6 address ipv6-address/prefix-length link-
local

or
ipv6 address ipv6-prefix/prefix-length anycast
or

ipv6 enable

Example:

Router(config-if)# ipv6 address
2001:DB8:0:1::/64 eui-64

or
Example:

Router(config-if)# ipv6 address
FE80::260:3EFF:FE11:6770 link-local

or
Example:

Router(config-if) ipv6 address
2001:DB8:1:1:FFFF:FFFF:FFFF:FFFE/64 anycast

or
Example:
Router(config-if)# ipv6 enable

Specifies an IPv6 network assigned to
the interface and enables IPv6
processing on the interface.

or

Specifies an IPv6 address assigned to
the interface and enables IPv6
processing on the interface.

or

Automatically configures an IPv6 link-
local address on the interface while
also enabling the interface for IPv6
processing. The link-local address can
be used only to communicate with
nodes on the same link.

. Specifying the ipv6 address eui-
64command configures global IPv6
addresses with an interface identifier
(ID) in the low-order 64 bits of the IPv6
address. Only the 64-bit network prefix
for the address needs to be specified;
the last 64 bits are automatically
computed from the interface ID.

e Specifying the ipv6 address link-
localcommand configures a link-local
address on the interface that is used
instead of the link-local address that is
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Configure IPv6

automatically configured when IPv6 is
enabled on the interface.

e Specifying the ipv6

address anycastcommand adds an IPv6
anycast address.

Step 5 [exit Exits interface configuration mode, and
Example: returns the router to global
Router(config-if)# exit configuration mode.

Step 6 [ipv6 unicast-routing Enables the forwarding of IPv6 unicast
Example: datagrams.

Router(config)# ipv6 unicast-routing
Configuring a Static IPv6 Route
Command or Action Purpose
Step 1 |enable Enables privileged EXEC mode.
Enter your password if prompted.

Step 2 | configure terminal Enters global configuration mode.

Step 3 |ipv6 route ipv6-prefix [ prefix-length ipv6- Configures a static IPv6 route.
address | interface-type interface-number ipv6- A static default IPv6 route is being
address]} [administrative-distance] [administrative- |configured on a serial interface.
multicast-distance | unicast| multicast] [tag tag] See the syntax examples that

immediately follow this table for
Example: specific uses of
Device(config)# ipv6 route ::/0 serial 2/0 the ipv6 routecommand for
configuring static routes.
Verifying Static IPv6 Route Configuration and Operation
Command or Action Purpose
Step 1 |enable Enables privileged EXEC mode.
Enter your password if prompted.
Step 2 | Do one of the following: Displays the current contents of the IPv6 routing table.

show ipv6 static [ipv6-
address | ipv6-prefix/prefix-
length][interface interface-
typeinterface-number)
[recursive] [detail]

show ipv6 route [ipv6-
address | ipv6-prefix/prefix-
length | protocol | interface-

typeinterface-number

These examples show two different ways of displaying
IPv6 static routes.

Refer to

the show ipv6 static and show ipv6 route command
entries in the Cisco I0S IPv6 Command Reference for
more details on the arguments and keywords used in
this command.
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Tehran>enable

Tehran#configure terminal

Tehran(config)#interface serial 0/2/0
Tehran(config-if)#no shutdown
Tehran(config-if)#ipv6 address 2001:DB8:FFFF::1/124
Tehran(config-if)#Z

Tehran#

s Default Route ;o sas padiiio aludl wls ISP 4 Jeaie (yusd 53l (s Sy 5

pmles L35,

Tehran>enable

Tehran#configure terminal

Tehran(config)#ipv6 route ::/0 2001:DB8:FFFF::2
Tehran(config)#"Z

Tehran#

5 ouonl sl alla ol Lo asl e IPVA s 50 IPV6 Lo Default Route s g s sad
pala go suliiul “0” sae 31 Prefix

rpmlad Jlael Wl 50 agdie 5 o4 slasis, Lo 1, Default Route | sis

Rey>enable

Rey#configure terminal

Rey(config)#ipv6 route ::/0 2001:DB8:1:A::Al
Rey(config)#ipv6 route ::/0 2001:DB8:1:A::C2 5
Rey(config)#/rZ

Rey#

Static 5o Sias 4 alS) ! Gus o) e o Gl Redundancy grals LAl Hs sl
a9 el alids sWAD L Default Route

Mashhad>enable

Mashhad#configure terminal

Mashhad(config)#ipv6 route ::/0 2001:DB8:1:A::B1
Mashhad(config)#ipv6 route ::/0 2001:DB8:1:A::C1 5
Mashhad(config)#z

Mashhad#
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sl g i3yl (555 5 2001:420:1101:1::A

Mashhad#ping 2001:420:1101:1::a

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1101:1::a, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 9/15/27 ms

Reyt#ping 2001:420:1101:1::a

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1101:1::a, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 7/10/13 ms

14 fSlas iy o
Fao S, e ol IPVA L sla o lss IPVE o Static Default Route o Slae
OF isad @ aladl il 0 o3 (b saens Jgan 5o (3L B wials ujul sl s blae
S oo GALSI 590 39 b g s &y seabl 2 o .wla o Default Route Lo ,ul
soliiel show ipv6 route | sicus 31 aslsi oo Default Static Route (u,ul s sl
rauslas

Mashhad#show ipv6 route
IPv6 Routing Table - 10 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1ISIS L1, 12 -1ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
S ::/0[1/0]
via 2001:DB8:1:A::B1
S 2001:DB8:1:5::/64 [1/0]
via 2001:DB8:1:A::C1
C 2001:DB8:1:6::/64 [0/0]
via ::, FastEthernet0/0
L 2001:DB8:1:6::1/128 [0/0]
via ::, FastEthernet0/0
C 2001:DB8:1:A::B0/124 [0/0]




via ::, Serial0/0/0

L 2001:DB8:1:A::B2/128 [0/0]
via ::, Serial0/0/0

C 2001:DB8:1:A::C0/124 [0/0]
via ::, Serial0/1/0

L 2001:DB8:1:A::C2/128 [0/0]
via ::, Serial0/1/0

S 2001:DB8:1:10::/60 [1/0]
via 2001:DB8:1:A::B1

L FF00::/8 [0/0]
via ::, NullO

Mashhad#
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Mashhad#show ipv6 route
IPv6 Routing Table - 8 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1ISIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
::/0 [5/0]
via 2001:DB8:1:A::C1
S 2001:DB8:1:5::/64 [1/0]
via 2001:DB8:1:A::C1
C 2001:DB8:1:6::/64 [0/0]
via ::, FastEthernet0/0
L 2001:DB8:1:6::1/128 [0/0]
via ::, FastEthernet0/0
C 2001:DB8:1:A::C0/124 [0/0]
via ::, Serial0/1/0
L 2001:DB8:1:A::C2/128 [0/0]
via ::, Serial0/1/0
S 2001:DB8:1:10::/60 [5/0]
via 2001:DB8:1:A::C1
L FF0O0::/8 [0/0]
via ::, NullO
Mashhad#
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Mashhad#ping ipv6 2001:db8:1:11::1 source fastEthernet 0/0

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DB8:1:11::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Mashhad#ping ipv6 2001:420:1101:1::a source fastEthernet 0/0

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1101:1::a, timeout is 20 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/20/4 ms

'» Extended cdla o ping 51 wb wsylo ol 4 IPVA Gla o5l 5 4S5 shailan 4l
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Configuring a Static IPv6 Route

Command or Action Purpose

Step1 |enable Enables privileged EXEC mode.
Example: . Enter your password if
Router> enable prompted.

Step 2 |configure terminal Enters global configuration
Example: mode.

Router# configure terminal

Step 3 |ipv6 route ipv6-prefix/prefix-length{ipve- Configures a static IPv6 route.
address | interface-type interface-number [ipv6- e Astatic default IPv6 route is
address)} [administrative-distance] being configured on a serial
[administrative-multicast- interface.
distance |unicast | multicast] [tag tag] e See the syntax examples

that immediately follow this
Example: table for specific uses of the ipv6
Router(config)# ipv6 route ::/0 serial 2/0 route command for configuring

static routes.
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Verifying Static IPv6 Route Configuration and Operation

Command or Action

Purpose

Step 1

enable

Enables privileged EXEC mode.

Step 2

show ipv6é static
prefix/prefix-
length] [interfaceinterface-type
interface-number] [recursive] [detail]
or

show ipvé route
prefix/prefix-
length | protocol|
interface-number]
Example:

Router# show ipv6 static

or

Example:

Router# show ipv6 route static

[ipv6-address |ipv6-

[ipv6-address |ipvé-

interface-type

Displays the current contents of the
IPv6 routing table.

o These examples show two
different ways of displaying IPv6 static
routes.

Step 3

debug ipv6é routing
Example: Router# debug ipv6 routing

Displays debugging messages for IPv6
routing table updates.
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Router(config-if)# ipv6 address address/prefix- length
Al (oo 5 stees Sl saliial (g e se
Router(config-if)# ipv6 enable
Jbad 51 Gy OB 9550 slaeed gl (gl RIPUSS 55 5o cantils adsls ol & S Y
1 RIPNE 5o Lol a0 S o eSS sae 0 aladl asn lad o s JS5 00 55l
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Route(config-if)# ipv6 rip name enable
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s BB S5 sl € saelio alad sl Jgua (ol il oo 95 callad aladl o
Jsaa 50 saewe S b (6l S5 (2l oS praal Ho Saug Entry S ol il

g aalen 55 sl ge Jold Slaa ENtry 5o .0il oo Sge (b saue

.anio [PV6 Prefix o

Ol Baob 5 LS U 50 duale 4wyt JolS e saias GLis «S Metric Hlui.
il oo wals B lase 3 suie slaMetric alas ggane Hlate cpl adl oo S,
hop count L A& slaxs 31 Metricouas sl RIPUSS 558 asls oo oS glailan
wles s suliinl

sale K1l s 55 g0 wealle & Gunen; 51 (NEXEhOP) guas 5555 IPVE 0l @
{Directly Connected) ol 55, o055 4 sk Juaie slaasis 51 S 55 0550
S a8l i (55 ald ol 4

w5 5aal Gas Cpl 4 b g e oledbl S WS o el iis Flag o) Flag Lag s @
QPR

Save Gpad o i Lo (pl o g 38l5A saeie 58 ol yes o ABAL slagiw oLy @
oal b0 sl s 55

aula soliiel show ipv6 rip database  sics 5 aslss oo 358 Jgan saaline gl s
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RIPNG (s 3lasl ol ¢(VV)o yladh ga ylaws

adise 74k

S ol ol @ Al IPVE 4 calee a3 b 5 Slis) cungs a0 S goll ol L
Wase ool (ol 4 as L opa Lad el IPVE L JE5Le 5 L (olos S
S s Sy S 5o 15 RIPNG sl g oo

fees jla
D8 Gleolial Hu (Jal, s lad S oS (IS ol o) (6l 4Sud S Do s (5l

Internet

2001:DB8:FFFF::2/124

2Mbps

2001:DB8:FFFF::1/124

S0/1/0 &
2001:DB8:1:13:./64 2001:DB8&:1:5::/64

2001:DB8:1:14::/64 2001:DB8:1:A=A1/124

2001:DB8:1:A:A2/124
S0/0/0
2001:DB8:1:A=C1/124

S0/0/0
2001:DB8:1:AB2/124

S50/1/0
2001:DB8:1:A:C2/124
Fa0/0

2001:DB8:1:6::/64

:JA G‘J
:)‘ \V4 K} \O (SLAJﬂJt""“ B [ 4.5‘.‘&‘ Statlc (5[.&‘)3.4.“.4 Sda 4_: ‘AL_\:Q‘ Aitfs ’Alg C,f]j‘ B

S 00 15 Ly (2lsaeae S5 550 (s3I0 8l 4l 53 0 anilsh B engad Lo,

Mashhad(config)#no ipv6 route 2001:DB8:1:10::/60 2001:DB8:1:A::B1
Mashhad(config)#no ipv6 route 2001:DB8:1:10::/60 2001:DB8:1:A::C1 5
Mashhad(config)#no ipv6 route 2001:DB8:1:5::/64 2001:DB8:1:A::C1
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Mashhad(config)#no ipv6 route 2001:DB8:1:5::/64 2001:DB8:1:A::B1 5
Mashhad(config)#no ipv6 route ::/0 2001:DB8:1:A::B1
Mashhad(config)#no ipv6 route ::/0 2001:DB8:1:A::C1 5

Tehran(config)#no ipv6 route ::/0 2001:DB8:FFFF::2
Tehran(config)#no ipv6 route 2001:DB8:1:5::/60 2001:DB8:1:A::A2
Tehran(config)#no ipv6 route 2001:DB8:1:5::/60 2001:DB8:1:A::B2 5
Tehran(config)#no ipv6 route 2001:DB8:1:6::/64 2001:DB8:1:A::B2
Tehran(config)#no ipv6 route 2001:DB8:1:6::/64 2001:DB8:1:A::A2 5

Rey(config)#no ipv6 route 2001:DB8:1:10::/60 2001:DB8:1:A::Al
Rey(config)#no ipv6 route 2001:DB8:1:10::/60 2001:DB8:1:A::C2 5
Rey(config)#no ipv6 route 2001:DB8:1:6::/64 2001:DB8:1:A::C2
Rey(config)#no ipv6 route 2001:DB8:1:6::/64 2001:DB8:1:A::A1 5
Rey(config)#no ipv6 route ::/0 2001:DB8:1:A::Al

Rey(config)#no ipv6 route ::/0 2001:DB8:1:A::C2 5

S Jld 555 550 02 L IPVE lisacse s (0IS 58 31 U8 o sals (55 50T G 0l 5o

Rey>enable
Rey#configure terminal
Rey(config)#ipv6 unicast-routing

Tehran>enable
Tehran#configure terminal
Tehran(config)#ipv6 unicast-routing

Mashhad>enable
Mashhad#configure terminal
Mashhad(config)#ipv6 unicast-routing

5 paddie Wb 55 RIPNG L 58 jls cuga HI5 55 90 sladsas

Tehran(config)#ipv6 router rip MTR
Tehran(config-rtr)#exit
Tehran(config)#interface serial 0/0/0
Tehran(config-if)#ipv6 rip MTR enable
Tehran(config-if)#interface serial 0/1/0
Tehran(config-if)#ipv6 rip MTR enable
Tehran(config-if)#exit
Tehran(config)#interface fastEthernet 0/0.2




Tehran(config-subif)#ipv6 rip MTR enable

Tehran(config-subif)#interface fastEthernet 0/0.3

Tehran(config-subif)#ipvé rip MTR enable

Tehran(config-subif)#interface fastEthernet 0/0.4

Tehran(config-subif)#ipvé rip MTR enable

Tehran(config-subif)#interface fastEthernet 0/0.5

Tehran(config-subif)#ipv6 rip MTR enable
Tehran(config-subif)#Z
Tehran(config-subif)#write

Ol 9 sl S, s o2 RIPNG US55 oll o), 4 alusl ipvb router rip MTR | gius b
208 aaliind MTR 4G 51 L oS aulad cpaal 50 o 6 RIPNG S5 g5 610 b s

biae 5wl wsd flS ploss S b sl o € plaSis (oS padidie ¢l
S50 b il Jlad Gas dpV6 rip MTR enable [ sius b 5 su s sl Gusd il sui Sy

anled padidie uad Tl 51 50 15 Sl 55 9

Rey(config)#ipvé router rip MTR
Rey(config-rtr)ttexit
Rey(config)#tinterface fastEthernet 0/0
Rey(config-if)#ipv6 rip MTR enable
Rey(config-if)#interface serial 0/0/0
Rey(config-if)#ipv6 rip MTR enable
Rey(config-if)#interface serial 0/1/0
Rey(config-if)#ipv6 rip MTR enable
Rey(config-if)#1Z

Rey#write

Mashhad(config)#ipv6 router rip MTR
Mashhad(config-rtr)#exit
Mashhad(config)#interface fastEthernet 0/0
Mashhad(config-if)#ipv6 rip MTR enable
Mashhad(config)#interface serial 0/0/0
Mashhad(config-if)#ipv6 rip MTR enable
Mashhad(config-if)#interface serial 0/1/0
Mashhad(config-if)#ipv6 rip MTR enable
Mashhad(config-if)#*Z

Mashhad#write

JJ.\AA‘JAJ&JQJHMLA)SJJMMGLA&Lplng‘)jl.uJuAj‘);

Mashhad#ping 2001:db8:1:11::1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:db8:1:11::1, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/7 ms
Mashhad#ping 2001:db8:1:12::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:1:12::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/6 ms
Mashhad#ping 2001:db8:1:13::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:1:13::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/11/28 ms

Mashhad#

sl i usies BB Ko 5355 Gaob Ol a4 hale slait ol wlls ol o
pled PING 1) sSans gm0 Il olsie 4 ailieud ulens 5o il sla 4Sad 5 5ia

g walea ) ) e on

Mashhad#ping 2001:420:1101:1::a

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1101:1::a, timeout is 2 seconds:

Success rate is 0 percent (0/5)

rawlad saliia) 55 @l sies 5wk RIPNGUSS 5 5 b o5 Default Route juws gl 515

Tehran(config)#interface serial 0/1/0

Tehran(config-if)#ipv6 rip MTR default-information originate
Tehran(config-if)#interface serial 0/0/0
Tehran(config-if)#ipvé rip MTR default-information originate
Tehran(config-if)#exit

Tehran(config)#ipv6 route ::/0 2001:db8:ffff::2
Tehran(config)#"z

Tehran#write

Wb € plagws il dpv6 rip MTR default-information originate | siws a3
plsale 3iS o diadle S slailan aiS o padiiie |, wulas Default Route auls o alasl
22 Yoo S olagad 50 O g Sy esad (g conal RIP 45 0 Ssas RIPNG 4l
ipv6 route /0 L siws b Guaes ol Sadi sl O o Jgens
pala oo Ol S35 o Default Route yu sad adiie 4 alusl 2001:db8:ffff::2
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Mashhad#ping 2001:420:1101:1::a

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1101:1::a, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/31/43 ms

Rey#ping 2001:420:1101:1::a

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1101:1::a, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 7/13/18 ms

10 Slas dlis b
L 2lanene Lisy oobrene JS5 55 sl o w5 LS 4acd & 4a RIPNG 5 Slac s 5a3
a5 wline slajs 4 cawd |, Metric ¢ ig € aasee L8 S5, (obomus Joaa Lo
show ipv6 route sius assn o K sy, o Slae cw) gl aaal aalb

2ol e

Rey#show ipv6 route
IPv6 Routing Table - 14 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
::/0[120/1]
via FE80::20D:BDFF:FE76:EBEE, Serial0/1/0
C 2001:DB8:1:5::/64 [0/0]
via ::, FastEthernet0/0
L 2001:DB8:1:5::1/128 [0/0]
via ::, FastEthernet0/0
R 2001:DB8:1:6::/64 [120/2]
via FE80::2D0:97FF:FE58:EDO1, FastEthernet0/0
via FE80::202:17FF:FEA9:85A, Serial0/0/0
C 2001:DB8:1:A::A0/124 [0/0]
via ::, Serial0/1/0
L 2001:DB8:1:A::A2/128 [0/0]
via ::, Serial0/1/0
R 2001:DB8:1:A::B0/124 [120/2]
via FE80::20D:BDFF:FE76:EBEE, Serial0/1/0

=
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via FE80::202:17FF:FEA9:85A, Serial0/0/0

via FE80::2D0:97FF:FE58:EDO1, FastEthernet0/0
C 2001:DB8:1:A::C0/124 [0/0]

via ::, Serial0/0/0
L 2001:DB8:1:A::C1/128 [0/0]

via ::, Serial0/0/0
R 2001:DB8:1:11:/64 [120/2]

via FE80::20D:BDFF:FE76:EBEE, Serial0/1/0
R 2001:DB8:1:12::/64 [120/2]

via FE80::20D:BDFF:FE76:EBEE, Serial0/1/0
R 2001:DB8:1:13::/64 [120/2]

via FE80::20D:BDFF:FE76:EBEE, Serial0/1/0
R 2001:DB8:1:14::/64 [120/2]

via FE80::20D:BDFF:FE76:EBEE, Serial0/1/0
L FF0O0::/8 [0/0]

via ::, Nullo
Rey#

R Gion b obsme Joun 50 RIPNG ol sie S5 550 bu s sl s 4 (slasaes
b 4S agdie S5 5 Ol Suo 0 Jalle ladSad (g, 4d Sy ol s suls olas
cal 38,8 b 1 Wlew Al RIPUSS 5 5

o3 Raa ia g b .aab o Default Route (ool (558 ayon Lo e BB G
a5 81 Ll cead sual s & RIPNG US55 53 ok 3145 53 oo i «yrene Ol (il
FE80::20D:BDFF:FE76:EBEE, sui a0 s o) « Default Route «< IPV6 Ll au<
GLagusl Olsie 4 FE80:/64 iy (usol wadly asls ol 4 SI.ail e Serial0/1/0
Default Route juius (oS adidie gl 53 obyaws Jgaa .ol sad ouas Link-Local
wlad oo soliil 83 o) ge (b yinl 4 b g ye Link-Local Guyal 3

5 O O s Jlall plad s aladl (obsrene G0 Lisy oo lr an p8 Lo
RO Some @ Goxd Sy, Show ipvb route a5 a ohse Cpl o pnled oo el

1S aala sl

Rey#tshow ipv6 route
IPv6 Routing Table - 13 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
R ::/0[120/2]
via FE80::202:17FF:FEA9:85A, Serial0/0/0
C 2001:DB8:1:5::/64 [0/0]
via ::, FastEthernet0/0
L 2001:DB8:1:5::1/128 [0/0]
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via ::, FastEthernet0/0
2001:DB8:1:6::/64 [120/2]

via FE80::202:17FF:FEA9:85A, Serial0/0/0
2001:DB8:1:A::A0/124 [120/3]
via FE80::2D0:97FF:FE58:EDO1, FastEthernet0/0
2001:DB8:1:A::B0/124 [120/2]
via FE80::2D0:97FF:FE58:ED01, FastEthernet0/0
via FE80::202:17FF:FEA9:85A, Serial0/0/0
2001:DB8:1:A::C0/124 [0/0]
via ::, Serial0/0/0
2001:DB8:1:A::C1/128 [0/0]
via ::, Serial0/0/0
2001:DB8:1:11::/64 [120/3]

via FE80::202:17FF:FEA9:85A, Serial0/0/0
2001:DB8:1:12::/64 [120/3]

via FE80::202:17FF:FEA9:85A, Serial0/0/0
2001:DB8:1:13::/64 [120/3]

via FE80::202:17FF:FEA9:85A, Serial0/0/0
2001:DB8:1:14::/64 [120/3]

via FE80::202:17FF:FEA9:85A, Serial0/0/0
FFO00::/8 [0/0]
via ::, Nullo
Rey#

=

=

=
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o
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Gootd 5 O e Sl (oA Jals 4 anlad oo diadle 558 2 g0A L9 S philas
SoSola YL Metric U o, S, © Juaie slaeis 4 Default Route wuas juius
U eliuws e Ol oo Traceroute ) giws 5 soliin) b ol swss S Lol sla yus

o I8 (e 3o 1 o S50 Geob Ol Ol S @ Jeale sladis

Rey#ftraceroute 2001:db8:1:14::1
Type escape sequence to abort.
Tracing the route to 2001:db8:1:14::1

1 2001:DB8:1:A::C2 13 msec 6 msec 10 msec
2 2001:DB8:1:A::B1 11 msec 14 msec 15 msec

:Command Reference  yiwa pa 50

Enabling the IPv6 RIP Process

Command or Action Purpose
Step1 |enable Enables privileged EXEC mode.
Example: e Enter your password if prompted.

Router> enable

Step 2 |configure terminal Enters global configuration mode.
Example:
Router# configure terminal
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Enabling the IPv6 RIP Process

Step 3 |ipv6 unicast-routing Enables the forwarding of IPv6 unicast
Example: datagrams.

Router(config)# ipv6 unicast-
routing

Step 4 |interface type number Specifies the interface type and number, and
Example: enters interface configuration mode.
Router(config)# interface Ethernet
0/0

Step 5 |ipv6 rip name enable Enables the specified IPv6 RIP routing process on
Example: an interface.

Router(config-if)# ipv6 rip
processl enable

Customizing IPv6 RIP
Command or Action Purpose

Step1 |enable Enables privileged EXEC mode.

Example: . Enter your password if prompted.
Router> enable

Step 2 |configure terminal Enters global configuration mode.
Example:

Router# configure terminal

Step 3 |ipv6 router rip word Configures an IPv6 RIP routing process and
Example: enters router configuration mode for the
Router(config)# ipv6 router rip IPv6 RIP routing process.
processl e  Use the word argument to identify a

specific IPv6 RIP routing process.

Step 4 |maximum-paths number-paths (Optional) Defines the maximum number of
Example: equal-cost routes that IPv6 RIP can support.
Router(config-router)# maximum-paths |¢  The number-paths argument is an
1 integer from 1 to 64. The default for RIP is

four paths.

Step 5 |exit Exits interface configuration mode and
Example: enters global configuration mode.
Router(config-if)# exit

Step 6 |interface type number Specifies the interface type and number,
Example: and enters interface configuration mode.
Router(config)# interface Ethernet 0/0
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G ) 4 all 55 S wolilind (olores S Sles Son b plSes
2 4S JSS g () ol 80503 IPVE s (e slaaSids (sl wd (olsane S0 5 sasaa
oL EIGRPng  EIGRP for IPv6 . EIGRPV6 olbie b cucal swus S yixie EIGRP4L
s sliie «Sh ot JS5 500 Gal ) a4 EIGRPVE s V6 51 sliie 4l .o b g
next a4 5 RIPNG 31 435S, 50 EIGRPNG oU uiges wilioo IPVE & Lo
o ol sud soliiil 58 olaiiiee Hu 398 AL 4w 5o 3 S sy 4 .cuul generation
-l oo oL EIGRP for IPV6 Al L Lgis JS5 553 0l 5 s waa olaitine 5o oS

IPX APVA (slaJS5 5 5 51 Sl culils U 1, EIGRP S5 5 5 sSemseu ails go 4S 5 ghailan
po Y US55 S Hud L) cullB EIGRP s faea 4 .ol 60 53 451, AppleTalk
sals el5,) 15 EIGRP S5 55 Sal, & oS 130 ool €y 303 1, 0L IPV6 laa <€ Koo
Ot el sl s aan & 55T s 4 55 15 IPVE Ly e (sLaeSes 5o IS bl
5 55 5 EIGRP for IPV6 L EIGRP o Slac o La S35

53,55 suliieul UPD L TCP (slaJS5 55 5) wsa oL 45 wislea EIGRP for IPV6 S5 5 5
-l oo Protocol Type 88 LI 5o s sa (slaaly sase (suis diews 4 aladl

0 Ligsye <€ usa LG 42 U EIGRP for IPV6 US55 on dwwlia Jold 55 Joia
adl o w s IPV4

EIGRP for IPv6 | EIGRP for IPv4 S
IPv6 IPv4 édm.w‘d‘)y p o 4__3‘2( JS:\JJ%
88 88 (Protocol Type) JS5 55 s lask
BYCN o UDPQJ#J\JS:J‘)#:)‘QJGSA.M‘
b s Successor & Feasible Successor 3his 3l soliil
Dua Dual hoseas 5158 sl o) ge als, I
b b VLSM 5l sl
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EIGRP for IPv6 | EIGRP for IPv4 S
e S Sile g5l (3l 4
b b Triggered Updates sla aly Jlo)!
FF02::10 224.0.0.10 saliinl o, 50 Multicast Ll
IPv6 AH/ESP | EIGRP-specific Authentication s 4=

EIGRP for IPV6 (suis jSus 0 g
Slyais Hlas sa L8 s 4 s RIPNG US55, Jie 50 EIGRP for IPV6 sus S
real s ouls o ) Jal e Baob S USS50n Cnl (su Sy st il susa S
rawlad 595 500 52 IPVE (olsaie 5k Jlas 4 alasl bl 2 Glsl 5u )
Router(config)#ipv6 unicast-routing
anale oo s3Il 815 535, 555 02 1 EIGRP fOF IPVB ool yias S5 550 p 30 al€ 5o =Y
Router(config)#ipvé router eigrp as-number
il sty 51,8 165535 ;) 4o suae Wil 55 o AS-NUMber 38 5 sis 5o
L Ol 1 OIS Gl a8 Jlad 5 Gl 5550 slagusd STl 55 2 IPVE bl Gupes =Y
wals pladl s g 4o
ol 35 g0 e 5Tl 4 IPVE s ol 4 alasl o<l J
Router(config-if)#ipv6 address address/prefix-length
il (oo 5a) st ) saldiuul 550 (hg, e g
Router(config-if)#ipv6 enable
IPV6 (sl,s Link-Local i, slagusnl 31 555 (38 ssies 31 soliil &) sem 5o
cla o soliiol
L T sl el Sl3 &€ alaguid il g5 s 15 EIGRP for IPV6 US55, —¥
ke Jlad o S lS sy (olrese
Router(config-if)#ipv6 eigrp as-number
23l p g0 al€ Hu saliiad o) ge sae b ST Wb (398, siws o @s-NUMber sae
a3l oo Jla L EIGRP 5 5 sis b =0

Router(config)#ipv6 router eigrp as-number
Router(config-rtr)#no shutdown
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ipv6 router s b EIGRPUSS 5, slas) Giye S wadl ils o
O9S Jlad (gl oSl sl i Jlad S5 555 2 S ool @igrp as-number
no shutdown  sicus 31 s s3l oS Jlad wilaa wls EIGRP for IPV6 S5 5 5y
Awlay sulail

ssase Buo 6o GIPVA Lusol ga ol b 5 ws S olaml 55, slagus il
ranlas Router ID juued 4 aldll (Jews &) gm0 530 Hsiwd o 3wl il

Router(config-rtr)#eigrp router-id rid

lanlad 0l 398 L sieus Lo Mid olgaeds IPVA Lusal S wls 300 oy geais) 5o 4l

Router ID duculas sl 3
G S ol LS A 4 4d W30 EIGRP for IPv6 s Router ID auulas 5o
b 25 Sose
oo aab . eigrp router-id rid sis b s sad jedde RID G ol cuslsl -
Ssibe 31 AT (gl S, il sudd (eddie Jd O e 4 dae () K8 pn
B0 g2 Jalse ¢l RID
,a «S Loopback sla s yinl 45 sai suls Gabaaial IP ujyal o 3YG 5 soliiad —Y
aab aal s up/up adls
«S Loopback e (sla s yinl 4 s suls Galaidl IP Gujol oo 3Y0 5 saldial -Y
sl Gals L8 up/up alls e

RID (fws o) sems pa Lo 5 s aaliss (5l IPVA uosl @b S5 sy 2 K se

G bass saln 5 JSie 4 EIGRP for IPV6 S5 5 5 (sloal caniils 00,80 adin |,

clile degane 4 0oa cule S Glgie 1) RID Gy alali cod iy pos 00 cvuliua
lanle s alal ol sa
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EIGRP for IPV6 (531l ol (VA)o ylachs g3 ,lacs

alise 74k

S e lad opl ol Gl o el 5 sasas an maa oS58 Hlil o) Geas sliall
ol ol 4 aladl Julo aed 4 auled ol Tanye Sad 555 52 1) v GRSl sl A o
sl e MTR =5 oSus 555 o EIGRP for IPV6 S5 5 50

sals s il dad gladiasls glal @l MTR eS,d «ad 5 suliied Juls 4l
I Osfasa oials Shasieea G gase a3 oo adlel b (aoa ool oS58 alias e yise b i8a
MasS Giale 3T ao e 4Sad (595 5 83l G

fees jla
D08 Gleolial Hu (Jal, s lad S oS (IS g5l o) (6150 4Sud S Do s (5l

Wb anla al ) was (s 9ol walga oo U8 (55300 sl 555 595 2 S, o

Awlas Baa la i, oo 5 1L RIPNG US55 5

Internet

2001:DB8:FFFF::2/124

\_/

2Mbps

2001:DB8:FFFF::1/124

S0/1/0 T )
2001:DB8:1:13::/64 2001:DB8:1:5::/64

2001:DB8:1:14../64

2001:DB8:1:A:A1/124 2001-DB&1-A -A2/124

S0/0/0
2001:DB8:1:A:C1/124

S0/0/0
2001:DB8:1:A::B2/124

S0/1/0
2001:DB8:1:A::C2/124
Fa0/0

2001:DB8:1.6:./64
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Tehran>enable
Tehran#configure terminal
Tehran(config)#no ipv6 router rip MTR

Rey>enable
Rey#configure terminal
Rey(config)#no ipvé6 router rip MTR

Mashhad>enable
Mashhad#configure terminal
Mashhad(config)#no ipv6 router rip MTR

‘:34\9:5 bd‘)s J[A_é LA)SJJ (5\3\)\).3‘\) IPv6 L’_\\:\MLAJ:\; L;lejtu.u‘)d 45:\_.3“1_.\4%\33[.3
oS ladas cidise Ga st (JB sl Jla 5a 4 Lol o sase (5l Jlas 4 (5l Ko
S o Jlael LA 555 590 0 1) 4o sase

tpnled LS55 (550 o2 LS uH e (obsree JSS 500 ol Jlad 5 (g5l

Mashhad(config)#ipv6 unicast-routing
Mashhad(config)#ipvé router eigrp 110
Mashhad(config-rtr)#no shutdown
Mashhad(config-rtr)#router-id 192.168.1.1

Rey(config)#ipvé unicast-routing
Rey(config)#ipv6 router eigrp 110
Rey(config-rtr)#no shutdown
Rey(config-rtr)#router-id 192.168.1.2

Tehran(config)#ipv6 unicast-routing
Tehran(config)#ipv6 router eigrp 110
Tehran(config-rtr)#no shutdown
Tehran(config-rtr)#router-id 192.168.1.3

30 2 IPVE obsacis (5l Jlad 5 15,8 o ,L 93 ciga iPVE UNicast-routing | sicus

o), 4 sl ipv6 router eigrp 110 ,siuus baw g ol 435, 51,8 suldiul 5,90 39,
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Tehran(config)#interface fastEthernet 0/0.2
Tehran(config-subif)#ipv6 eigrp 110
Tehran(config-subif)#interface fastEthernet 0/0.3
Tehran(config-subif)#ipv6 eigrp 110
Tehran(config-subif)#interface fastEthernet 0/0.4
Tehran(config-subif)#ipv6 eigrp 110
Tehran(config-subif)#interface fastEthernet 0/0.5
Tehran(config-subif)#ipv6 eigrp 110
Tehran(config-subif)#interface serial 0/0/0
Tehran(config-if)#ipv6 eigrp 110
Tehran(config-if)#tinterface serial 0/1/0
Tehran(config-if)#ipv6 eigrp 110

Wl Ly oboms S50 b bl cga I 8590 sl Sl o S paddie @l
b Jlael 5555 Gusd siul bass a1, 1pV6 €igrp 110 | gicus

Rey(config)#tinterface fastEthernet 0/0
Rey(config-if)#ipv6 eigrp 110
Rey(config-if)#interface serial 0/0/0
Rey(config-if)#ipv6 eigrp 110
Rey(config-if)#interface serial 0/1/0
Rey(config-if)#ipv6 eigrp 110

Mashhad(config)#interface fastEthernet 0/0
Mashhad(config-if)#ipv6 eigrp 110
Mashhad(config-if)#interface serial 0/0/0
Mashhad(config-if)#ipv6 eigrp 110
Mashhad(config-if)#interface serial 0/1/0
Mashhad(config-if)#ipv6 eigrp 110
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Mashhad#ping 2001:db8:1:11::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:1:11::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/6/10 ms

)SJJJJ Default Route OJ‘)S ua&.:lm “© ‘AL.\;‘ d:\§ 6\2‘)[.14.“ B ..\3\)‘4 Jlﬁ “ 45)\5]43“
Jleel G568 S0 01 52) ssies Wb wiS (€ o5l 0 waal i I s aan s 00 S ol
S

Tehran(config)#ipv6 route ::/0 2001:DB8:FFFF::2

I, Default Route Wb 5 swils Cde usa (oL, Siu 51 EIGRP for IPv6 <55, 0 Route
palad (guls Sy S sl g5 alad o s o) seas

Rey#configure terminal
Rey(config)#ipv6 route ::/0 2001:db8:1:a::al
Rey(config)#ipv6 route ::/0 2001:db8:1:a::c2 5

Mashhad#configure terminal
Mashhad(config)#ipv6 route ::/0 2001:db8:1:a::b1
Mashhad(config)#ipv6 route ::/0 2001:db8:1:a::c1 5

.ﬁ‘édﬁb o glaie sla Metric L: oheus 90 i g
iRl 55 o2 S Hyw PING @ al8l STl Gug usies L9 GlaledT @l

Rey#ping 2001:420:1101:1::a

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1101:1::a, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/19/36 ms
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Mashhad#show ipv6 route
IPv6 Routing Table - 15 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
S ::/0[1/0]
via 2001:DB8:1:A::B1
D 2001:DB8:1:5::/64 [90/2329600]
via FE80::C200:DFF:FEAQ:0, Serial0/0
2001:DB8:1:6::/64 [0/0]
via ::, FastEthernet0/0
2001:DB8:1:6::1/128 [0/0]
via ::, FastEthernet0/0
D 2001:DB8:1:A::A0/124 [90/2304000]
via FE80::C200:DFF:FEAQ:0, Serial0/0
2001:DB8:1:A::B0/124 [0/0]
via ::, Serial0/0
2001:DB8:1:A::B2/128 [0/0]
via ::, Serial0/0
2001:DB8:1:A::C0/124 [0/0]
via ::, Serial0/1
2001:DB8:1:A::C2/128 [0/0]
via ::, Serial0/1
D 2001:DB8:1:C::B0/124 [90/2304000]
via FE80::C200:DFF:FEAQ:0, Serial0/0
D 2001:DB8:1:11::/64 [90/1817600]
via FE80::C200:DFF:FEAQ:0, Serial0/0
D 2001:DB8:1:12::/64 [90/1817600]
via FE80::C200:DFF:FEAQ:0, Serial0/0
D 2001:DB8:1:13::/64 [90/1817600]
via FE80::C200:DFF:FEAQ:0, Serial0/0
D 2001:DB8:1:14::/64 [90/1817600]
via FE80::C200:DFF:FEAQ:0, Serial0/0
FFO00::/8 [0/0]
via :;, Nullo

O

—

(@]

—

(@]

—

—
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Mashhad#show ipv6 eigrp topology
IPv6-EIGRP Topology Table for AS(110)/1D(192.168.1.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 2001:DB8:1:A::B0/124, 1 successors, FD is 1792000
via Connected, Serial0/0
P 2001:DB8:1:C::B0/124, 1 successors, FD is 2304000
via FE80::C200:DFF:FEA0:0 (2304000/1792000), Serial0/0
P 2001:DB8:1:A::A0/124, 1 successors, FD is 2304000
via FE80::C200:DFF:FEA0:0 (2304000/1792000), Serial0/0
via FE80::C201:DFF:FEA0:0 (21024000/2169856), Serial0/1
P 2001:DB8:1:A::C0/124, 1 successors, FD is 20512000
via Connected, Serial0/1
via FE80::C200:DFF:FEA0:0 (3193856/2681856), Serial0/0
via FE80::C201:DFF:FEA0:0 (21024000/2169856), Serial0/1
P 2001:DB8:1:11::/64, 1 successors, FD is 1817600
via FE80::C200:DFF:FEA0:0 (1817600/281600), Serial0/0
P 2001:DB8:1:12::/64, 1 successors, FD is 1817600
via FE80::C200:DFF:FEA0:0 (1817600/281600), Serial0/0
P 2001:DB8:1:13::/64, 1 successors, FD is 1817600
via FE80::C200:DFF:FEA0:0 (1817600/281600), Serial0/0
P 2001:DB8:1:14::/64, 1 successors, FD is 1817600

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

via FE80::C200:DFF:FEA0:0 (1817600/281600), Serial0/0
P 2001:DB8:1:5::/64, 1 successors, FD is 2329600

via FE80::C200:DFF:FEA0:0 (2329600/1817600), Serial0/0

via FE80::C201:DFF:FEA0:0 (20537600/281600), Serial0/1
P 2001:DB8:1:6::/64, 1 successors, FD is 281600

via Connected, FastEthernet0/0

sals Glnlad padiiie 4Sul S 4 peuts sl dsase Lo alad 358 as0a L9
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2001:DB8:FFFF::1/124

2001:DB8:1:11::/64
2001:DB8:1:12::/64
2001:DB8:1:13::/64
2001:DB8:1:14::/64

2001:DB8:1:A::B2/124

2001:DB8:1

S0/0/0

Internet

ATAI24 5001.DBS:1:A-A2/124

S0/1/0
2001:DB8:1:A::C2/124
Fal/0

2001:DB8:1:6::/64

2001:DB8:1:5:./64

S0/0/0
2001:DB8:1:AC1/124

Mashhad#show ipv6 route
<...Output Omitted...>
S ::/0[1/0]

via 2001:DB8:1:A::B1
D 2001:DB8:1:5::/64 [90/20537600]
via FE80::C201:DFF:FEAQ:0, Serial0/1
2001:DB8:1:6::/64 [0/0]
via ::, FastEthernet0/0
2001:DB8:1:6::1/128 [0/0]
via ::, FastEthernet0/0

(@]

—

D 2001:DB8:1:A::A0/124 [90/21024000]

via FE80::C201:DFF:FEAQ:0, Serial0/1

2001:DB8:1:A::C0/124 [0/0]

via ::, Serial0/1

2001:DB8:1:A::C2/128 [0/0]

via ::, Serial0/1

D 2001:DB8:1:11::/64 [90/21049600]
via FE80::C201:DFF:FEAO:0, Serial0/1

D 2001:DB8:1:12::/64 [90/21049600]
via FE80::C201:DFF:FEAOQ:0, Serial0/1

D 2001:DB8:1:13::/64 [90/21049600]
via FE80::C201:DFF:FEAOQ:0, Serial0/1

D 2001:DB8:1:14::/64 [90/21049600]

via FE80::C201:DFF:FEAO:0, Serial0/1

FF00::/8 [0/0]

via ::, Nullo

(@]

—

—

Mashhad#show ipv6 eigrp topology
<...Output Omitted...>

P 2001:DB8:1:A::A0/124, 1 successors, FD is 2304000
via FE80::C201:DFF:FEAQ:0 (21024000/2169856), Serial0/1
P 2001:DB8:1:A::C0/124, 1 successors, FD is 20512000

via Connected, Serial0/1
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via FE80::C201:DFF:FEA0:0 (21024000/2169856), Serial0/1
P 2001:DB8:1:11::/64, 1 successors, FD is 21049600

via FE80::C201:DFF:FEAQ:0 (21049600/2195456), Serial0/1
P 2001:DB8:1:12::/64, 1 successors, FD is 21049600

via FE80::C201:DFF:FEA0:0 (21049600/2195456), Serial0/1
P 2001:DB8:1:13::/64, 1 successors, FD is 21049600

via FE80::C201:DFF:FEAQ:0 (21049600/2195456), Serial0/1
P 2001:DB8:1:14::/64, 1 successors, FD is 21049600

via FE80::C201:DFF:FEAQ:0 (21049600/2195456), Serial0/1
P 2001:DB8:1:5::/64, 1 successors, FD is 2329600

via FE80::C201:DFF:FEA0:0 (20537600/281600), Serial0/1
P 2001:DB8:1:6::/64, 1 successors, FD is 281600

via Connected, FastEthernet0/0

S Sgdee O pafliene Sl G alad 51 Gy

10gad sualiie | oo yiud yaus juid traceroute | gis b s o5 o

Mashhad#traceroute 2001:db8:1:12::1
Type escape sequence to abort.
Tracing the route to 2001:db8:1:12::1

1 2001:DB8:1:5::1 38 msec 7 msec 14 msec
2 2001:DB8:1:A::Al1 15 msec 20 msec 18 msec

20 Sose 4 358 (auon @S Ll agdie 5 G O Sl lase K5, s o Ll

1958 aal g

Mashhad#traceroute 2001:db8:1:12::1
Type escape sequence to abort.
Tracing the route to 2001:db8:1:12::1

1 2001:DB8:1:A::B18 msec 5 msec 6 msec

:Command Reference &l ) gicua pa 50

Enabling EIGRP for IPv6 on an Interface

Command or Action

Purpose

Step1l |enable
Example:
Router> enable

Enables privileged EXEC mode.
e Enter your password if
prompted.

Step2 |[configure terminal

Example:
Router# configure terminal

Enters global configuration mode.
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Enabling EIGRP for IPv6 on an Interface

Step3 |ipv6 unicast-routing Enables the forwarding of IPv6
Example: unicast datagrams.
Router (config) # ipv6 unicast-
routing

Step4 |interface type number Specifies the interface on which
Example: EIGRP is to be configured.
Router (config)# interface
FastEthernet 0/0

Step5 |[no shut Enables no shut mode so the
Example: routing process can start running.
Router (config)# no shut

Step6 |ipv6é enable Enables IPv6 processing on an
Example: interface that has not been
Router (config-if)# ipv6 enable configured with an explicit IPv6

address.

Step7 |ipv6 eigrp as-number Enables EIGRP for IPv6 on a
Example: specified interface.
Router (config-if)# ipvé eigrp 1

Step8 |ipvé router eigrp as-number Enters router configuration mode
Example: and creates an EIGRP IPv6 routing
Router (config-if)# ipvé6 router process.
eigrp 1

Step9 |eigrp router-id ip-address Enables the use of a fixed router ID.
Example: Use this command only if an IPv4
Router (config-router)# eigrp address is not defined on the
router-id 10.1.1.1 router eligible for router ID.

Step 10 |[no shut Enable EIGRP.
Example:
Router (config-rtr)# no shutdown

Step 11 |[show ipvé eigrp [as- Displays information about
number] interfaces [type number] |interfaces configured for EIGRP for
[detail] IPV6.
Example:
Router# show ipv6 eigrp
interfaces
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! Encapsulation

? Header

® OSPF interface structures
* Domain
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Router(config)#ipv6 unicast-routing
:?:\:}LQSL;ALAJ:JJ L;J_)_)::OSPFV3 ﬁ\g# (5_}‘..\3‘ é‘)@f‘.&y‘ﬁ\jdeg‘)d -y
Router(config)#ipv6 router ospf process-id
b dald oo € plasig, alad g5y s Process-id pum Gless © ol
Lis process-id jiel,l oo aidl aal bls,l SuG L OSPRV3 (K5 5
oS o I8 saliial 850 s (550 2 e o e
W3S oo Jlad (258 Gy oo 4 olal 51 Gy OSPF US55 aasls Gty 4a g3
L Jls sl no shutdown s shutdown o, sics 5 asls oo Jla 58 4
G902 225 OB 99 O (S b s IPVE Wb Laa aslgn ada e alasl B ds -
il swu S Jlad ud i
a0 ansd 5Tl (555 3 SIS 95 e upal i 4 alB) 5 oo Sl OBy o9
Router(config-if)#ipv6 address address/prefix-length
bl (o ) ssiens b s Gud 5Bl 595 s ool el Jlad 50 Ses i
Router(config-if)#ipv6 enable
L|nk' G_.“J :)‘ w‘)d"‘&h‘)‘sd‘}.& CJJJ.:.A(})SJJ 4&\95‘)‘93.1.0.1‘}‘ de&L—u‘ Sy Hd
.J‘Jﬂ‘d&u@lﬂ.ﬁh‘)ﬁd\)\}dwﬁ)@"‘_}‘)Local
L wlose olilae o oS50 aga DB o) 50 Gl Gud il Wb da e (ol 5o ¥
Router(config-if)#ipv6 ospf process-id area area-number
Clae wald o 4l b g o)l asa s oo o2 a8 IPVA Gusal gaa SI -0
A&‘L@Judg;’b.)f‘mdg:JJﬂst)sﬁC‘n;JdJJ:‘“dui‘Aﬁ"‘“
Router(config-rtr)#router-id RID
A:;_,*S,a_,lél‘,J|PV4 U“JJF"“Sf‘Af“:"QSﬁéJJ:\“JJJRlD)‘ﬁAts‘)f
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ol ol MTR oS5 aSud (555 5 ol sbise (obose JSS550 S wisls wund
IS0 il @ Olsbs (Sema 5t IS0l was Slhagas pad dlal oj e o B asls
A GBS by (olsaese

fseu jlas
Sl LB Ja ol Area S ol s OSPRV3 (g5l oy St uss S oS Juls 4
RN .\.A‘J.:.
Internet
2001:DB8:FFFF::2/124
2001:DB8:FFFF::1/124 s
2001:DB8:1:11::/64 2Mbps .
2001:DB8:1:12::/64| Fap/0 j 1 2001:DB8:1:5::/64

2001:DB8:1:13::./64
2001:DB8:1:14:./64

2001:DB8TAZAT124 500, bBg1-A-A2/124
S0/0
2001:DB&:1:A:C1/124

128Kbps

S0/
2001:DB8:1:A::C2/124

S0/0
2001:DB8:1:A::B2/124
Fa0/0

2001:DB8&:1:6::/64

:JA G‘J
:CA.a.u‘ [ (5:)‘43‘ Q‘J 43..;.4.::4 XS ElGRPfOI’IPVG Ls_j‘:l\)ﬂ.l—u.ﬁ JSSJ\):M 4531 dﬁjd 4_.;
ol B sasas LS, oo o2 IS 0l ol Jlad sat 4 pladl b (018 54 5 U
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Tehran(config)#no ipv6 router eigrp 110

Rey(config)#no ipv6 router eigrp 110




Rey(config)#no ipv6 route ::/0 2001:DB8:1:A::Al
Rey(config)#no ipvé6 route ::/0 2001:DB8:1:A::C2 5

Mashhad(config)#no ipv6 router eigrp 110
Mashhad(config)#no ipv6 route ::/0 2001:DB8:1:A::B1
Mashhad(config)#no ipv6 route ::/0 2001:DB8:1:A::C1 5
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Tehran>enable

Tehran#configure terminal
Tehran(config)#ipv6 unicast-routing
Tehran(config)#ipv6 router ospf 110
Tehran(config-rtr)#router-id 3.3.3.3

595 630 2 OSPFV3 S5 g5 55k Jlad 4 alusl ipv6 router ospf 110 | gieus Lo 5
08 Ol 4 el Lail oo process-id saiS Gadidio Hsies Cpl 58 110 sae asagad

I g s Sl sla S, alad 59, s Process-id

Rey>enable

Rey#configure terminal
Rey(config)#ipvé unicast-routing
Rey(config)#ipvé router ospf 110
Rey(config-rtr)#router-id 2.2.2.2

Mashhad>enable

Mashhad#configure terminal
Mashhad(config)#ipvé router ospf 110
Mashhad(config-rtr)#router-id 1.1.1.1
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Tehran(config)#interface fastEthernet 0/0.2
Tehran(config-subif)#ipv6 ospf 110 area 0
Tehran(config-subif)#interface fastEthernet 0/0.3
Tehran(config-subif)#ipv6 ospf 110 area O
Tehran(config-subif)#interface fastEthernet 0/0.4
Tehran(config-subif)#ipv6 ospf 110 area 0
Tehran(config-subif)#interface fastEthernet 0/0.5
Tehran(config-subif)#ipv6 ospf 110 area 0
Tehran(config-subif)#interface serial 0/0/0
Tehran(config-if)#ipv6 ospf 110 area 0
Tehran(config-if)#tinterface serial 0/1/0
Tehran(config-if)#ipv6 ospf 110 area 0

Rey(config)#tinterface fastEthernet 0/0
Rey(config-if)#ipv6 ospf 110 area O
Rey(config-if)#interface serial 0/0/0
Rey(config-if)#ipv6 ospf 110 area 0
Rey(config-if)#interface serial 0/1/0
Rey(config-if)#ipv6 ospf 110 area O

Mashhad(config)#interface fastEthernet 0/0
Mashhad(config-if)#ipv6 ospf 110 area 0
Mashhad(config-if)#interface serial 0/0/0
Mashhad(config-if)#ipv6 ospf 110 area 0
Mashhad(config-if)#interface serial 0/1/0
Mashhad(config-if)#ipv6 ospf 110 area 0

IS5 Husd (addie fyaus cusd il 59, 5o iPV6 Ospf 110 area 0  sicus Jlael U
il oo padidie 5 15 Guad il (555 L8 Area woliiul o) se
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Mashhad#ping 2001:db8:1:11::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:1:11::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/20/36 ms

Mashhad#ping 2001:db8:1:14::1




Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:1:14::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/6/20 ms

Boob o) et 4 c iy Glinaa Ll aiiiia Guyias o Sou sladsis Sl al yule
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Tehran#configure terminal
Tehran(config)#ipvé router ospf 110
Tehran(config-rtr)#tdefault-information originate

awlad @it 5o S 5w PING @ Al &€ () 50 G8 5wy Jlael S ay

wses alsa saalie | 55 (a0a

Reyt#ping 2001:420:1101:1::a

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:420:1101:1::A, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/200/548 ms

 Slas B

55 US55 59 0ol kb 0l o OSPFV2 S5 5 55 4t alS OSPRV3 S5 53 5 Slas s 53
kGl T 0 gl ol Lo € ails ol [0S b gai Ko s gas

ounlins 5 (obomue Jglia uos @ alsdl a8 Gl o W slasslie s Gab
sl oo La 55,

Rey#tshow ipv6 ospf database
OSPFv3 Router with ID (2.2.2.2) (Process ID 110)
Router Link States (Area 0)

ADV Router  Age Seq# Fragment ID Link count Bits

1111 621 0x80000006 O 2 None
2222 776 0x80000007 0 2 None
3333 1049 0x8000000E O 2 E

Link (Type-8) Link States (Area 0)

ADV Router  Age Seq# Link ID Interface
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2.2.2.2 1021 0x80000002 7 Se0/1
3333 1209 0x80000003 6 Se0/1
1111 621 0x80000002 7 Se0/0
2.2.2.2 776 0x80000003 6 Se0/0
2222 1021 0x80000002 4 Fa0/0

Intra Area Prefix Link States (Area 0)
ADV Router  Age Seq# Link ID  Ref-Istype Ref-LSID
1.1.11 621 0x80000004 0 0x2001 O
2.2.2.2 776 0x80000004 0 0x2001 O
3333 217 0x80000005 O 0x2001 O
Type-5 AS External Link States

ADV Router  Age Seq# Prefix
3.3.33 1059 0x80000001 ::/0

Rey#show ipv6 route
IPv6 Routing Table - 15 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
OE2 ::/0[110/1], tag 110
via FE80::C204:8FF:FEES8:0, Serial0/1
C 2001:DB8:1:5::/64 [0/0]
via ::, FastEthernet0/0
2001:DB8:1:5::1/128 [0/0]
via ::, FastEthernet0/0
O 2001:DB8:1:6::/64 [110/74]
via FE80::C206:8FF:FEES:0, Serial0/0
2001:DB8:1:A::A0/124 [0/0]
via ::, Serial0/1
2001:DB8:1:A::A2/128 [0/0]
via ::, Serial0/1
O 2001:DB8:1:A::B0/124 [110/128]
via FE80::C206:8FF:FEE8:0, Serial0/0
2001:DB8:1:A::C0/124 [0/0]
via ::, Serial0/0
2001:DB8:1:A::C1/128 [0/0]
via ::, Serial0/0
O 2001:DB8:1:C::B0/124 [110/128]
via FE80::C204:8FF:FEE8:0, Serial0/1
O 2001:DB8:1:11::/64 [110/74]
via FE80::C204:8FF:FEE8:0, Serial0/1
O 2001:DB8:1:12::/64 [110/74]
via FE80::C204:8FF:FEE8:0, Serial0/1
O 2001:DB8:1:13::/64 [110/74]
via FE80::C204:8FF:FEE8:0, Serial0/1
O 2001:DB8:FFFF::/124[110/128]
via FE80::C204:8FF:FEE8:0, Serial0/1
FFO00::/8 [0/0]
via ::, Nullo
Rey#

—

(@]

—

(@]

—

—
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Internet

2001:DB8:FFFF::2/124

\_/

2Mbps

2001:DB8:FFFF::1/124,

2001:DB8:1:11::/64
2001:DB8:1:12::/64
2001:DB8:1:13::/64
2001:DB8:1:14.:/64

2001:DB8:1:5::/64

2001:DBEA1AA24 5001 pRg:1-A A2/124

50/0
2001:DB8:1:A:C1/124

S0M
2001:DB8:1:A::C2/124

S0/0
2001:DB8:1:A::B2/124
Fa0/0

2001:DB8:1:6:/64

Goxtd S35, Show ipvb route s s,3 sooed 5 OIS O paltens LS, alad 3

5ad 1Al A 5udS 5) s L

Reyi#tsh ipv6 route
IPv6 Routing Table - 13 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
OE2 ::/0[110/1], tag 110
via FE80::C206:8FF:FEE8:0, Serial0/0
C 2001:DB8:1:5::/64 [0/0]
via ::, FastEthernet0/0
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2001:DB8:1:5::1/128 [0/0]
via ::, FastEthernet0/0
O 2001:DB8:1:6::/64 [110/791]

via FE80::C206:8FF:FEES:0, Serial0/0
O 2001:DB8:1:A::B0/124 [110/831]
via FE80::C206:8FF:FEES:0, Serial0/0
2001:DB8:1:A::C0/124 [0/0]
via ::, Serial0/0
2001:DB8:1:A::C1/128 [0/0]
via ::, Serial0/0
O 2001:DB8:1:C::B0/124 [110/881]

via FE80::C206:8FF:FEES:0, Serial0/0
O 2001:DB8:1:11::/64 [110/841]

via FE80::C206:8FF:FEES:0, Serial0/0
O 2001:DB8:1:12::/64 [110/841]

via FE80::C206:8FF:FEES:0, Serial0/0
O 2001:DB8:1:13::/64 [110/841]

via FE80::C206:8FF:FEES:0, Serial0/0
O 2001:DB8:FFFF::/124 [110/895]
via FE80::C206:8FF:FEES:0, Serial0/0
FFO00::/8 [0/0]
via ::, Nullo

(@]

—

—
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Rey#tshow ipv6 ospf neighbor

Neighbor ID  Pri State Dead Time Interface ID Interface
1111 1 FULL/ - 00:00:31 7 Serial0/0
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Rey#ftraceroute 2001:db8:1:11::1

Type escape sequence to abort.
Tracing the route to 2001:DB8:1:11::1

12001:DB8:1:A::C2 328 msec 292 msec 60 msec
22001:DB8:1:11::1 124 msec 552 msec 580 msec
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Rey#ftraceroute 2001:db8:1:11::1

Type escape sequence to abort.
Tracing the route to 2001:DB8:1:11::1

12001:DB8:1:11::1 56 msec 84 msec 168 msec
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Configuring the OSPFv3 Router Process

Command or Action Purpose

Step1l |enable Enables privileged EXEC mode.
Example: e Enter your password if
Router> enable prompted.

Step 2 |configure terminal Enters global configuration
Example: mode.
Router# configure terminal

Step 3 |ipv6 unicast-routing Enables the forwarding of IPv6
Example: unicast datagrams.
Router(config)# ipv6 unicast-routing

Step 4 |lpv6 router ospf [process-id] Enables OSPFv3 router
Example: configuration mode for the IPv6
Router(config)# ipv6 router ospf 1 address family.

Step 5 |area area-ID [default-cost | nssa |stub] Configures the OSPFv3 area.
Example:
Router(config-rtr)# area 1

Step 6 |default {area area-ID [range ipv6-prefix| virtual- Returns an OSPFv3 parameter
link router-id]} [default-information to its default value.
originate [always | metric | metric-type | route-
map] | distance |distribute-list prefix-list prefix-
list-name {in | out} [interface] | maximum-
paths paths | redistribute protocol |summary-
prefix ipv6-prefix]
Example:
Router(config-rtr)# default area 1
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Configuring the OSPFv3 Router Process

Step 7 |log-adjacency-changes [detail] Configures the router to send a
Example: syslog message when an OSPFv3
Router(config-rtr)# log-adjacency-changes neighbor goes up or down.

Step 8 |passive-interface [default | interface- Suppresses sending routing
type interface-number] updates on an interface when
Example: using an IPv4 OSPFv3 process.
Router(config-rtr)# passive-interface
default

Step 9 |queue-depth {hello | update} {queue- Configures the number of
size| unlimited} incoming packets that the IPv4
Example: OSPFv3 process can keep in its
Router(config-rtr)# queue-depth update 1500 queue.

Step 10 |router-id {router-id} Use a fixed router ID.

Example:
Router(config-rtr)# router-id 10.1.1.1

Enabling OSPFv3 on an Interface

Command or Action

Purpose

Step 1

enable
Example:
Router> enable

Enables privileged EXEC mode.
e Enter your password if
prompted.

Step 2

configure terminal
Example:
Router# configure terminal

Enters global configuration
mode.

Step 3

interface type number
Example:
Router(config)# interface ethernet 0/0

Specifies an interface type and
number, and places the router
in interface configuration
mode.

Step 4

ipv6 ospf process-id area area-id[instance instance-
id]

Example:

Router(config-if)# ipv6 ospf 1 area 0

Enables OSPFv3 on an
interface.
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esade JS5 55 Sy HLaT) @ aladl upa oY gemas (555 52 HA (510l ol (6l sSeu
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09 S ma Laci IS S 51 aS B0 8 e Dare s XSl s 4 S glasiy,
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ID L HSRP 55 8 \# b wil g o Lads Sewss Catalyst slagsd g SSI € waals Gzl
ID Gasr asds semaie Gl il Sluddy ssa Gadsil S oo s 1 L eaie
3o » >0 HSRP Group 10 & Lo ea 4 interface VLAN 10 i yiul s 5, Group 10
A5 sl sa g MKoe ma o pail o sl asls interface VLAN 20 s 53l

JJ;L’-AU\}H-\MJ‘)AJ‘)MCJJH@‘da\’.i‘).ouulls‘):.%‘(_g“).tHsRPbJJg

4 Hlaie ol adb oo a5 g, Priority @ sad sols asads Hlais HSRP Hu classl Lol
M‘b%d;ﬁ&u«100)‘&6\9)))&)&&%&)\9@ch255L:lc;s‘))dﬁ‘jsun
ol Active 55, oleae 4 adb s S Lo Priority laie o 5¥G lhls € 5555,
‘._\.A.BL] (\H)L)A‘)'a L;‘:’é J‘J:QA ):;‘):\ LA)SJJ ‘ALAS XD Priority 45 QJJH BE) Lo‘ .AJ;L;A
anadl 4 aladl 5ah gt b w55 e wilad 5L (SO Jlael wal i S50 5o
fanled Lausd J30) 4 Ll o, 50 Priority
Switch(config-if)# standby group priority priority
S0 olsie w1 S oudsiyl S 4 2005008 pelaial b Gl e Jie (lsiets
ZJ&AS&JMJJ&SJJ&AAJ;G‘xACtiVe
Switch(config-if)# standby 1 priority 200
G ol ol SN ds S o See au Sy Gud il 55, s HSRP USG5 < (85
b Sss ddalie ol b am o9l e Licuas s 5l o S (b 4 plasl Active coaas
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Disabled

Init

Listen

Speak

Standby

Active

Y B % 1t =« -

HSRP slagiw (le
il e ) slagion ool shls s il alasl sls HSRP US55 5

Hello abuy i (Lo -
Fos b b cuas g el cga LSS B Y8 Multicast LG s Hello by
oS oo Jlasl usa 058 aa sla sy, SSas

Hold down g gl Y
slols 35, 5 Active 4, olsie 4 asb Priority [lase o 3¥G il «S 6554,
Sy b usd e olaml Standby 55, olsie 4 50 Priority lafe e s
sLaly pus b g 1, Active 555 curs s HuS Sy 4iuls g «S el Standby
S el des JSlan G (goaw b 4l Ve 51 Guy 4S5 gus 5o a4l sage s Hello
Standby 5y, b s Active 555 5 080 aly g Hello aly Jlayl gl
Standby 55, 5 il Active i, Gad OlA s 1y a08 wa S @bl
s S e Active 55, uiSla
slasis, S, 5a Ho Active 55, sla o Standby 55, Gad 0axSls B Ge
¥l lols iy, wndl sga ge Listen clla 5o 3 HSRP o5 S Hlaa 5o s %00

o S e olaxlStandby 3, ol sie 4 Priority e

103 8o 0 s S OIS (o0 1388 e e Gle 2L Ll LIaBe 5 s
Switch(config-if)# standby group timers [msec] hello [msec] holdtime
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HSRP ,s Gateway cas (yujul 0 a3

Ssn ol 555 s wsk seanie IPGusal shils HSRPs s 8 o 5a sgase 5555 5o
s @l g Jloosl S5 e Gainad 5 (bosese AU 550 100 (ol Gal il e
WOS g0 LI8 suliil 5550 S35, b 5

ol O oS wnl o 50 St IPGusal S sl a5 8 slasiss (358 cuonl s esdle
Golae s, puosl € Lusol Gl osd e soliial 3580 Y sl Gateway s
&5 Lusieus 5o 8l gan HSRP USS 5 55 baiu 55 b co s oo sasels (Virtual Router Address)
S5 o ol 50 HSRP Address b b gujal ool 51 o g 4l

L. g3 Default Gateway (. ul )sic & HSRP Address L Virtual Router (yu,al
oo 53 ol sen HA s puad (Bls 0 Gual Gl a S e L13 suldiaal 4550 S30n8l Y
S aalsa

© walga e «S Standby g Active 55, slagusd yiul IP Lujal € wasl asls ob «
sl sl 3 Subnet S Lo wb i 18 glal Virtual Router ¢l sie

10 ad suliienl 53 5 gieus 3 Gl o b il 4 HSRP Lusyul (asads gl

Switch(config-if)# standby group ip ip-address [secondary]

saaio MAC 0l &b usa b il 58 sl L, paub sk ails oo 4S5 shailen
WS I8 ol sy se Luad il o, e sad (guis Sy [Pyl b Shlite B wyls osds
S8 Ol o st st Sy (sLagusistul & MAC usal Gasads sl 50 HSRP US55 5
sae K XX 5T Lo «S wles oo suliie) 0000.0c07.acXX 0 09 9 olaial ousal
85 S MAC ol Jlis olgic 4 .amb oo HSRP 55 8 s led suias olis 4 Hexadecimal
A aal g suls isles 0000.0c07.ac01 & g 45 HSRP Group 1

)8 4ils g HSRPs 5 S K )T Lo oS sud suls Giulad soles St K jn)y o s o
Olsie 4 Priority=200 L Catalyst A .o la sage 5 |, «Sus Gateway «yga Redundancy
oo © bgiye ARP glaciulsa o 4 o Sal cul e 5 sad olaml Active 5,
S, Siley B 5 aas £ )48 Standby cuas 5 5a Catalyst B Ll .ol sage s |, Gateway
o8 gt gl soliieal Sadl 5 JEDI (gl 59, ol B il Luyies ya Active

Sose (pad 4 50 Catalyst B il ol a8 S alad) 53 o, e Catalyst A s Sy
Uiy o s Catalyst B o «S aial oo Priority Hlade jo ol g5 o s S gan Sy

el swibe 3L a8
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CatalystA(config)# interface vlan 50

CatalystA(config-if)# ip address 192.168.1.10 255.255.255.0
CatalystA(config-if)# standby 1 priority 200
CatalystA(config-if)# standby 1 preempt
CatalystA(config-if)# standby 1 ip 192.168.1.1

VLAN 50 VLAN 50
192.168.1.10 192.168.1.11
MAC: 0000.aaaa.aaaa MAC: 0000.bbbb.bbbb

HSRP 1:
192.168.1.1
' MAC: 0000.0c07.ac01
ARP Replies *\
forp *\ Active Standby
192.168.1.1 ;4 (200)  (100)

Catalyst A Catalyst B

Al Traffic s
Through
192.168.1.1

VLAN 50

Gateway: 192.168.1.1
Gateway ARP: 0000.0c07.ac01

s Active 555, olsie 4 3YG Priority Js 4 |, Catalyst A sl&ics HSRP S5 5 5
o -l o olaml Standby 55, olsie 4 30wl Priority 4 a3 U1, Catalyst B
()"‘)‘J“. CJ:iLG—.i BERN] A.A:\L_A:S JF @ALA:.A‘ MAC uu_)JT B ‘J HSRP Group é‘)La.:Zn
Olaa o< Virtual Router Address (sl,s MAC Address (ylsie 4 1, 0000.0c07.ac01
'J‘)-SGA ‘)B:I B :A.A.tll_:Ls.A 192.168.1.1 w‘)JT

o3 Laci)IS Default Gateway ool wuled o saaliie 358 4o gead 5o 4S ) shailes
IP Lusal b llie MAC Gujal GusS Tas sl Laem IS el sws S sai <4 192.168.1.1
Active 55, HSRP S5 g5 -aulas oo ARPaly Jlu,l 4 alusl Default Gateway « L s e
0000.0c07.ac01 0T 55 Active 35, .aas o 5l lacawl o3 50 ool o Solsa Jsius 1,
la o ae IS 192.168.1.1 4 b g 5o MAC Lol (s & 1,
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59 5 89 golas oy se 4 Default Gateway v L ss yo MAC Lol Sl & da s U
P50 Ol gola et Sl o, e 5o wdl e 352 50 Standby 5 Active 55, 59 58 s

98 et o S Gols 595 da s L SIS oSST 5

HSRP L Load Balancing

Baale JS5550 cnl 4 wlowd 4n sia il 89S 280 HSRP 555 o Slae 4zl 5o S
Al ol Gusias o Active 555 € Sl b o Sluiiy |, Load Balancing (S35
Slsa oo e ol Yok Lo Standbya ias s, 5 sasdS (Bas s LS L 1 Sl L
ol Sl S 0 O K815 US oS g oo el S50 Ko 5 sl oo e o (Slse)y
23S Sledb) Jols e you 5uS Eiels 0l 55 oo K815 ana Hu g aby @ose oo S a8

S 5l ol HSRP US55 55 5o Load Balancing oKl (o513 5 398 JSiie Jo (510
oo b Alins 658 go w1,y Sl glaci IS ol oo SE ol oo s suliin) | piige SK
85X < Default Gateway ,a sl)) & Gupes -0 5a3 are o lite Default Gateway usal
@ amla o Jlael |, Standby 5 Active (ads 5u 58 Lass) 50 S 58 4 5 89S alasl HSRP
Standby 53 5 ) Gateway cyga Active jiss sl ls Ko< 5o Jsl S3ss S &g O
220508 5 (sl 1 LagiE (Jul s e 5o 0 aga g, as aalsa asa Gateway (sl
fass aalsa ) Sogee 4358 SK Jlael b (18 s (Jle Ol sie 408 S salsa sage

VLAN 50 VLAN 50
192.168.1.10 192.168.1.11
MAC: 0000.aaaa.aaaa MAC: 0000.bbbb.bbbb

Catalyst A
HSRP 1: (active, 200) 192.168.1.1
MAC: 0000.0c07.ac01
HSRP 2: (standby, 100) 192.168.1.2
MAC: 0000.0c07.ac02

Catalyst B
HSRP 1: (standby, 100) 192.168.1.1
MAC: 0000.0c07.ac01
HSRP 2: (active, 200) 192.168.1.2
MAC: 0000.0c07.ac02

ARP Replies *

,-" ARP Replies
for ’

for

192.168.1.1 g 192.168.1.2
¥
N A
Half of Traffic \ ; 7 Half of Traffic
Through Through
192.168.1.1 192.168.1.2

Gateway: 192.168.1.1 Gateway: 192.168.1.2
Gateway ARP: 0000.0c07.ac01 | Gateway ARP: 0000.0c07.ac02
1

VLAN 50
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VRRP 5 g 5

RFC b IETF ;lo)lw b s (Virtual Router Redundancy Protocol)VRRP S5 4 5
WK e HSRP S5 g 5 0 laslinal 0 3%la o)l sie 452338

@ Ol b (580l (sl 5 eus HSRP US55 annd Hlaws o Shae Sl 51 US55 o
sond S ,Ss oobie @il walgd S ol Lo saliiud uyge wlaMasml b oliad
5815 VRRP 55 50 4 i€ ol 5 ge ety a5 S50 1, HSRP (555 s Sy 5 9 Skae
ks S ol

Jls8 soliinl o, 50 Default Gateway cya Redundancy slasl sl VRRPUSS 5 5
G s 59, Had e Gl Master Router AU L VRRP S5, 58 Active 35, 058 oo
29 dsage sla S, G Ha Priority Hlade cp 3¥L Il oS s o olaml Master ) sie
358 go 13 Backup cuais 5 5o VRRP 855 50 usa 5o (sla i, 4l ol o5 S

il sl 18 255 B 1 @, Lo wlge VRRP Group 4 sud suls galaidl sue
Al 18254 B 1 5, Ho Wl e 3 i, Priority a4 sud suls aradl Hlade finea
il 00 100 U sl 5 VRRP S5 5 55 5u Priority (a8 Gy Hlade asl

451 0000.5€00.01XX 5, 5 wbs Virtual Router « sas suls (alaial MAC (0l
Hexadecimal o, se 4 «S 0l oo VRRP Group < L g 5o sae suias olis XX o1 Lo «S
e sals Ginlad

« Multicast LJG u Laaly Gl .adils oo 406 S 58 VRRP Hello aly Jlayl gl ae
3548 o Jlw,! IP Protocol Type 112 baw g3 5224.0.0.18 (.01

ol sl Tracking a5 Sluisy Gl HSRP U5 550 YA 53 VRRPUSS 550
ol ), Master 55, lsie 4 i cad b b ola s,

38 S K& HSRP S5 955 uleal 53 VRRP S5 555wt 5o canlad o dliadle oS shailan
s 15 HSRP S 5 5 LISl Lol conss S e [ETF flosles b 53 0 plaslical o) sens
alad o Sladdy JalS

auilas wb 50 US55 ol o Load Balancing o) 35s sl € cal S5 4 a3Y @l

W3 8 s sl A udige SK I HSRP

! Terminology
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GLBP JSS‘Q#
i ;9 L sunds VRRP 5 HSRP (sla S5 55 5o osmso oMSin s ale (gl sSmins
(Gateway Load Balancing Protocol)GLBP <5, $,2e 4 alusl Load Balancing

.Ax\su.nu_ﬂ::.: :".; Q‘b‘ < L ‘Q‘MHAJSJ&MUA.&AJS:J#&‘ -C.\.A.AJ‘QJJAS
u&n‘ LSJ‘JBJA (5‘)" GLBP JSSJJ:Q ..\.a.'a'.vl.";n LQ—\-“ L\ u:sLAQJm st‘.s Slads! )‘ soldi!
oy omil S U L8 Gl s soliiul o) 50 cwaige SK Llaa Load Balancing

MJ‘;A‘ALLJ‘L.)\};QCJJJ.AA
Virtual (5,135 512 ol 3550 sla s, Wb (L8 US55 59 wilea 525 GLBP S5 50 5o
1024 5 0 g5, Lo suae walis ol WIS o 8558 Gl ly LI585 8 S ,u I, Router

sl

Active cuas s Hola sy, 4an o5 S HuActive 55, S ials gla 4 GLBPJSS 5 55 50
i Jld 4 a5 b alad o (o85S o) e o Virtual Router &0 4 alasl 5 433 S 51538
B3 S se aal8 5 (Load Balancing) 5L a5 olSel oy S slassgs alas

aial 92 Default Gateway cyga IP ool S glyls biss e slaci)S o) s ol 5o
ooodl & o) Slutsy adsale 5 sl 518 Jlas clla 5o Kas 50 GLBP 65 S sla s, w s
ool @ lagis, 51 K a sad suly Lalail) MAC u,ul Virtual Router cya ala IP
ool 55800 0 alisl ARP slaaly Jluol b 4Sis (slacis)S g sal s o slite Gateway
ARP ciul g2 5u Olsa Lo 50 GLBPUSS 5 55 aislad oo 0 sa Gateway ol 4 L g 50 MAC
895 53 s se Active slayis, 5 (S 4 bssse MAC us0l Jlayl 4 aladl (oadS 5o
sl e

Active Virtual Gateway iy,
aladl oy AVG (K555 51 salin Load Balancing s, 3, slos GLBP S5 55 w3 5
L Priority ,laie o i¥GL glols S5, S Sose (ol o adlb oo S 0550 pwaige SK
o a8 e olaml Active Virtual Gateway i, olsie © w8 5o IP Guyol o 8,5

.o g aal g2 Virtual Router & L s 5o
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G aladl WA s, e sad suu Sy Load Balancing s, I g g el 53 AVG 5,
laio 85 S slasis, 4 by e s5lae MAC slagual uil S50

o9 oS oS5 sla i, 4 silas MAC lagusul palaial diilss pinas S35, oxl
Sl € B8 e Wil 855 58 9 silas MAC (slau,sal luas osls suge 53 1, GLBPsy S
Ll GLBP S5 4, s Load Balancing clilee «S el ] cusgane ool Sae cdwu s sae
o2y plasl S sae Sl b 55 Wl 55 e

Jols «als 5 Active Virtual Forwarder) AVF 55, olsic 4 358 535, sl O S o
2,8 o sage s 1, Virtual MAC Address < 4 b g 5o (slisn

Secondary Virtual L Backup ()l sic 4 ail 5 o0 GLBP 55 S 50 052 50 o0 sla s,
S b Gals s Gl ., 8 )8 suliil o) 50 AVFsla 55, sluidy ol Forwarder
a8 Jlael 55 Ko 4 a0 GEE Glsie g3 58 AVG (S5

153 oo SlaBe (s 85 sa) Lsiews B OlsS o0 GLBP US55 5 Lu Priority alass (sl 5
98 e 255 60 55 9

Switch(config-if)# glbp group priority level

GLBP Hello slaalsy 5 558 Lo asase slajis, cundy au,s sl GLBP US55,

slss 5 899 HSRP (S5 558 axes 50 GLBP L suliioul o) 50 slagios (Lo ulad oo suliinl
nsled sl 5o 5 siews 3 a0l 55 oo LT (258 Ghay Hlale yuads

Switch(config-if)# glbp group timers [msec] hellotime [msec] holdtime

Active Virtual Forwarder yg,

sage 5o 1) AVF a8 Wil 53 oo 5355 Llen GLBPs s S Ho sui€ oS50 slasiy, o
MAC 50T S caslas oo AVF (lsie 40 5355 S Gl 4 aladl AVG 535, € ol S
a3 gs pabaidl 6T 4 50 g5l

o158 0007.b4xx.XXYy g, 5o GLBPUSS 55 b ss soliiesl uy5e 3lae MAC o0l
Koo e 10 5 Mgie sio o @ 6 € aimb o (in supils sae K XXXX G 5o <l
sdiay GLas S el A0 8 Hlude S 50 VY Cuiaas ol GLBP Group 4 b g ye sae Julas
aib oo Virtual Forwarder sac

suliiet Hello slaalsy wstie Jlul 3 AVFsla 555, cund s geus o 510 GLBPUSS 5 5
S ol o Hold Timepley wus alail 31wy AVG 55, SIaS o) gun Cpas wlad oo
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S sge 5 1 O G 5 GaIS 5 She S5 2 1) a8 wulen @il AVF 5,
ls aal A 5158895 Ju 0 sa e Suu
Suis a5l .\3‘\53@ Ny S AVF O Loanadd (gl GLBPJSSJ‘& Oined
0a8 Ul @ seas il 254 B 1 G goae b < Weight [lais . wlas suliiw) Weight
slagasd il Has Down &3l & Weight Jlaie €l .ol sad sals 1,5 100 ,laie 555 5
b GRAS SIS0 A o) s 355
slols Weight [lute 4 4a 53 b wil 53 b Koo 5555 S € Sl Gaaad (51 GLBP US55
5 5iS Weight [laie € gle)y wwilad o soliioal ' Jaas Gli] S35 5 sl AVF i
Weight luie «<uolKia 5 5 suls a3 15 s AVF 28 Wl 355 wa S Jaad Glie] Llais

S Has WS Gu 5L ssA (BB Wlgh 35, 9 98 18 Threshold luie 51 590G loaas

GLBP Load Balancing
>0 AVG 555, .oy 00 854 AVG 555, 1 Load Balancing (5,158, (sl GLBPUSS 5 5
o8 s e aladl s MS G 5o 3lee MAC slagusul 355 b 1, Load Balancing
ol sl 5a) slagtss O (S b s Glsiee b MAC 501
Round Robin -\
al 58 Clon Lo (R S et BB $Hlae MAC slagu,al el ool o
Sosas Sl 5L usd e el SIS ol oo K pe Jla,y) ARPowl s 50 waa
D98 aali o9 K 50 u a0 AVF (sla 55 g, alad G (s lene
b o Jlad GLBP Lo (2,58 Gy &) pem (B0 02
Weighted -¥
S ook 5wl € sl (1S g siiS Gadte Weight Jliie wlla ol o
MAC 0T sy 536 AVF 55, s Weight Llaie 4a 5a 00 Jle,l AVF 55,
it aal g2 JLal ARP slaciul 53 50 Ol Do Sidas 555 0T oles
S ity saitd plbS AVF 5555 555 o Lapmd il T (ol (S35 4K, pem 5o
S oo 438 S L Hu 55, Weight laie ) sie 6 Maximum Weight

! Threshold
2 Tracking
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Host dependent -
Oloa 50w po sasal HLsee 4 il L Host Dependent <« (ug, ol Lo

YW P AR

90 s o obd usse Load Balancing iy, sau Sy sl Olsies 2 ssies O
10 5a0 s0ldi) AVF

Switch(config-if)# glbp group load-balancing [round-robin | weighted |
hostdependent]

GLBP (s jlw Jas

Virtual ol galaial & alsl 555 st b 55 0l GLBPUSS 55 5k Jlas (51
sanlad L85 55 90 555 4 IP Address

Switch(config-if)# glbp group ip [ip-address [secondary]]

SSusA Soge 4 S, wiSS soliial Virtual IP Gusol adlss sl 358 Hiess 31 S
59 JSusn Sal Gl Gl s b wsn A S s slasiss S s Geoal nl Wl
3 S AVG 55, s, oo Jslas 1, Virtual IP ool oS s aal a3y oKl 555
sl 838

2,0 s sa s Multilayer zd s o s ol 5o anlad @80 515 g el 4 Jle (53
AVG s, olsie 4 Catalyst A Sl & 4o 5 b aiieua GLBPsy £ & sune Soa «<
g walsa Catalyst A sage 53 GLBP @ L gy o clilac aladl diils g al sl cewss S ol
s aal s s LS 51 sa sula ARP slacacl s 50 alal 4 g seu 0l

Olsie & Catalyst B (uiaan aijls sage 5 1, AVF i (Catalyst A B ,C slagsd s
AVG i Latalyst A fad zHla usiens 3 ap s 5o B sad ai8 Sl 50 AVG Ly
oS sage 5 b s |
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AVG Standby AVG
AVF vMAC 0007.b400.0101 AVF vMAC 0007.b400.0102 AVF vMAC 0007.b400.0103
VLAN 50 VLAN 50 VLAN 50
192.168.1.10 192,168.1.11 192.168.1.12
0000.aaaa.aaaa 0000.bbbb.bbbb 0000.ccce.cecce

Catalyst A Catalyst B Catalyst C

All ARP Replies for ™
182.168.1.1 ‘*

Outbound Traffic -

-
to Gatewayf -

Gateway: 192.168.1.1 Gateway: 192.168.1.1 Gateway: 192.168.1.1 Gateway: 192.168.1.1
Gateway ARP: 0007.b400.0101  Gateway ARP: 0007.b400.0102 Gateway ARP: 0007.0400.0103 Gateway ARP: 0007.b400.0101

VLAN &0

Round Robin julwl ;s 5 (a8 Gins s 4 50 «Sad ol 50 Load Balancing s,
Al 55 € A MS ARP (slaciual 52 55 Slsa 5o AVG 35, il as 46 .08 e ala
o Sl o Sl & a5 L ol o AVF (sl sew s3lae MAC (slasal jisae
MAC slagu,sl w0 Jsl culsasn 4 Olsa oo widiloo AVF (385 1ol gligun
G Saae Ay aoley clsaos Ol Hu g sage Jlu,l 1, C s B Catalyst A & L e
G0 o2 Sl alsle s g o ool Catalyst A & b g se s3lae MAC (ol 5 iS5 )
oS L GLBP S 55y cmaal s ssu S aalil Site Gateway usol & lacidS ol
AVF sla sy, alas 555 5 |5 Load Balancing Jac «s5lae MAC slagusal 5 AVG 55,
a8 oo aladl (AVF 3355 lea Galgs) 0508 5o aase
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Protocol Features

HSRP

VRRP

GLBP

1 active router.

1 standby router.
1 or more listening
routers.

1 master router.
1 or more backup
routers.

1AVG

up to 4 AVF routers
passing traffic.- up to
1024 virtual routers

Router role
Can use real router ip
. . address, if not, the one | Use virtual ip
Use virtual ip address. . . .
with highest priority address.
become master.
Scope Cisco proprietary IEEE standard Cisco proprietary
Active Rout Master Rout Active Virtual
ctive Router: aster Router:
. . - . . Gateway (AVG):
Election 1-Highest Priority 1-Highest Priority . o
2-Highest IP 2-Highest IP L-Highest Priority
& & 2-Highest IP
Tracking yes no yes
optimization | preempt yes yes yes
Timer
adjustments | Y€S yes yes
224.0.0.2 - UDP 1985
. (version1) 224.0.0.102 UDP
Traffic type 924.0.0.102-UDP 1985 224.0.0.18 - 1P 112 3239
(version2)
Hello — 3 seconds Advertisement 1 Hello — 3 seconds
second
(Master Down Interval)3
Timers * Advertisement + skew

(Hold) 10 seconds

time

(Skew time)(256-priority)
/256

(Hold) 10 seconds

Load-balancing
functionality

Multiple HSRP group
per
interface/SVI/routed
int.

Multiple VRRP group
per
interface/SVI/routed
int.

Load-balancing :
1.Weighted
2.Host-dependent
3. Round-Robin

Requires appropriate
distribution of Virtual
GW IP per Clients for
optimal load-
balancing.(generally
through DHCP)

Requires appropriate
distribution of Virtual
GW IP per Clients for
optimal load-
balancing.(generally
through DHCP)

Clients are
transparently updated
with virtual MAC
according to load-
balancing algorithm
through ARP requesting
a unique virtual
gateway.
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EIGRP 1

Subnet 1
Subnet 2 Subnet 12
Subnet 3 Subnet 13

= =

oy

EIGRP 1 OSPF 2
Neighbor Neighbor
Table Table

IP Routing Table

EIGRP 1 D Subnet 1 OSPF 2
Topology D Subnet2 Topology
Table: Table:
Subnet 1 Subnet 11
Subnet 2 O Subnet 12 Subnet 12
Subnet 3 O Subnet 13 Subnet 13
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EIGRP 1 OSPF 2
Topology Topology
Table: Table:
Subnet 1 Subnet 11
Subnet 2 Subnet 12
Subnet 3 Subnet 13

IP Routing Table

D Subnet 1

D Subnet 2
D Subnet 3
O Subnet 11
O Subnet 12
O Subnet 13

router ospf 2
redistribute eigrp 1

router eigrp 1
redistribute ospf 2
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redistribute protocol [process-id | as-number] [metric bw delay reliability load
mtu ] [match {internal | nssa-external | external 1 | external 2}] [tag tagvalue]
[route-map name]
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g AS-number L Process-id slyls obosms S5 S S Process-id
S ad saliiel o155 e Sel,l ool 51l Ll we Redistribution as-number
s reliability delay bandwidth «alje lea Gosa Gaddie cya Metric
33 S s s0liiel MTU &l 5aa 4 link load
$Lsrs Gul sl o3 ol il Ll as OSPFasse pud s S Match
S oo 558 suliial 5y ge asla 5 Al
oads g5 65 (sl srs © anis HlaEe alaidl Tag
Route L Galad cuya lass Wl 55 oo Tag 4 sud suls Lawads Hlade
A8 1,8 suldiil o) g0 Layius Map
soliinl 5,50 Rout-tag s Metric auais dajie Gagad silis (sl Rout-map
oS 0 SIS

OSPF ,s Redistribution
duse sgiews wad sliws OSPF slaluas o Redistribution s, salai o) g0 5 sicn
:aiils oo EIGRP 5 solaial

redistribute protocol [process-id | as-number] [metric metric-value] [metric-type
type-value] [match {internal | external 1 | external 2 | nssa-external}] [tag
tag-value] [route-map map-tag] [subnets]
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redistribute protocol [process-id | as-number] [metric metric-value] [metric-type
type-value] [match {internal | external 1 | external 2 | nssa-external}]
[route-map map-tag]
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redistribute protocol [process-id] {level-1 | level-1-2 | level-2} [autonomous-
system-number] [metric{metric-value | transparent}] [metric-type type-value]

[match {internal | external 1 | external 2}] [tag tag-value] [route-map map-tag]
[subnets] [nssa-only]
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Setting the CDP Transmission Timer and Hold Time

Command Purpose
Step 1 | cdp timer seconds Specifies frequency of transmission of CDP updates.
Step 2 | cdp holdtime seconds Specifies the amount of time a receiving device should
hold the information sent by your device before
discarding it.

Enabling CDP on a Local Router

Command Purpose
cdp run Enable CDP.
cdp advertise-v2 Enables CDP Version-2 advertising functionality on a device.

Enabling CDP on an Interface

Command Purpose

cdp enable Enables CDP on an interface.

Monitoring and Maintaining CDP

Command Purpose

clear cdp counters Resets the traffic counters to zero.

clear cdp table Deletes the CDP table of information about neighbors.

show cdp Displays the interval between transmissions of CDP advertisements,

the number of seconds the CDP advertisement is valid for a given port,
and the version of the advertisement.

show cdp entryentry- |Displays information about a specific neighbor. Display can be limited
name to protocol or version information.
[protocol| version]

show cdp Displays information about interfaces on which CDP is enabled.
interface[type
number]

show cdp Displays the type of device that has been discovered, the name of the
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Monitoring and Maintaining CDP

neighbors[type device, the number and type of the local interface (port), the number
number] [detail] of seconds the CDP advertisement is valid for the port, the device
type, the device product number, and the port ID. Issuing

the detail keyword displays information on the native VLAN ID, the
duplex mode, and the VTP domain name associated with neighbor
devices.

show cdp traffic Displays CDP counters, including the number of packets sent and
received and checksum errors.

show debugging Displays information about the types of debugging that are enabled
for your router. See the Cisco 10S Debug Command Reference for
more information about CDP debug commands.
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C:‘:):\.QAA. BE Ugjfj [)f‘ :)| POEQ..L‘.:L JJ‘._\Sl:u.u‘ :)‘ J:\:Q K) (5"‘)1:‘“’ ZOOOJL.u BE M
db e ) Sose @ auoa Ol alla Gl Ho il ss g e (Slaidy s A
10 W at the PSE
IEEE 802.3af 4 Juilicdl o
ey [EEE 802.3af o lulic) 3,20 4 alasl (s0dae 2003 Jliw o IEEE Lol
S asse o Ol Llale S U, g0 oy cund s e b ol Cpl o
108 (o S ) LIS Hlea O (S e
Class 0: Up to 15.4 W' (0.44-12.95 W at the PD; default classification)
Class 1: Up to 4 W (0.44-3.84 W at the PD)

Class 2: Upto 7 W (3.84-6.49 W at the PD)
Class 3: Upto 15.4 W (6.49-12.95 W at the PD)

IEEE 802.3at o uilical o
© Al w0 oL 6 ol € Shhaad 3 Slaady gl [EEE oLl
ol ol 51 el s sad g0 2009 Jlo o IEEE 802.3at s lulicd 8 5ae
il 0 s e su al 30 POEP b 5 POE+ sl b sSeuncs wlisgad Lo

il go ) Sosee Ol IS S ()l IEEE 802.3at
Class 4: 30.00 W at the PSE (12.95 W to 25.50 W at the PD)
Ol 50 suliieul oy 50 50l asla YU 4 Cat5 JlS & 5L al gl 802.3at s lubi!
il e aly OV B FF ol
UPOE o

b SYL ool b (Shaeas O Slaiiy gl 5 s Sewns paias 55 UPOE
e 2001 0Le 5o YL Ol was ol S 4 Lol s S
pb L POE (gl s aad dore @ pldll (Bl ojse 4 loaae sSans
a3l oo ) oo 0 o) asoa olss 4K s s (Universal PoE) UPOE

V T Lo a€ 0l oo WEVFA oy dlas Js08) adils o omssi O3 e Sily s Watt (ais e W Cipa

(13l o ol Sae LA 5501 e o
2 power
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60.00 W PoE per switch port (PSE Port)
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enter interface configuration mode.

Valid interfaces include physical interfaces.
Up to eight interfaces of the same type and
speed can be configured for the same group.

o
Configuring Layer 2 EtherChannels
Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 |Interface interface-id Specify a physical interface to configure, and

number mode specify the PAgP or LACP mode.

silent] | on} | {active | passive}} Each EtherChannel can have up to eight

For mode, select one of these keywords:
an active negotiating state, in which the

interface starts negotiations with other
interfaces by sending LACP packets.

Step 3 |channel-group channel-group- Assign the interface to a channel group, and
{{auto[non-silent] | desirable[non- |For channel-group-number, the range is 1 to 6.
compatibly configured Ethernet interfaces.

o active—Enables LACP only if an LACP
device is detected. It places an interface into

o auto—Enables PAgP only if a PAgP device
is detected. It places an interface into a passive
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negotiating state, in which the interface
responds to PAgP packets it receives but does
not start PAgP packet negotiation.

e desirable—Unconditionally enables PAgP.
It places an interface into an active negotiating
state, in which the interface starts negotiations
with other interfaces by sending PAgP packets.
. on—Forces the interface to channel
without PAgP. With the on mode, a usable
EtherChannel exists only when an interface
group in the on mode is connected to another
interface group in the on mode.

e non-silent—If your switch is connected to
a partner that is PAgP-capable, you can
configure the switch interface for nonsilent
operation. You can configure an interface with
the non-silent keyword for use with

theauto or desirable mode. If you do not
specify non-silent with

the auto or desirable mode, silent is assumed.
The silent setting is for connections to file
servers or packet analyzers. This setting allows
PAgP to operate, to attach the interface to a
channel group, and to use the interface for
transmission.

. passive—Enables LACP on an interface
and places it into a passive negotiating state, in
which the interface responds to LACP packets
that it receives, but does not start LACP packet

negotiation.
Step 4 |end Return to privileged EXEC mode.
Step 5 |show running-config Verify your entries.
Step 6 |copy running-config startup-config |(Optional) Save your entries in the
configuration file.
Displaying EtherChannel, PAgP, and LACP Status
Command Description

show etherchannel [channel-group-
number] {detail | load-
balance | port | port-channel |summary}

Displays EtherChannel information in a detailed
and one-line summary form. Also displays the
load-balance or frame-distribution scheme, port,
and port-channel information.

show pagp [channel-group-number]

Displays PAgP information such as traffic
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Displaying EtherChannel, PAgP, and LACP Status

{counters | internal | neighbor} information, the internal PAgP configuration, and
neighbor information.

show lacp [channel-group-number] Displays LACP information such as traffic

{counters | internal | neighbor} information, the internal PAgP configuration, and

neighbor information.

IP Helper 3354
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Switch(config-if)#ip helper-address dhcp-server-address

1
Source

2 . .
Destination
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Cisco Security Control Framework Madel
Total Visibility Complete Control
Identify, Monitor, Collect, Detect and Harden, Strengthen Resiliency, Limit
Classify Users, Traffic, Applications and Access, and Isolate Devices, Users,
Protocols Traffic, Applications and Protocols
Identify Monitor Correlate Harden Isolate Enforce
« |dentify, * Monitor, « Collect, * Harden * |solate * Enforce
Classify and Performance, Correlate and Devices, Subscribers, Security
Assign Trust- Behaviours, Analyze Transport, Systems and Policies
Levels to Events and System-Wide Services and Services
Subscribers, Compliance, Events Applications * Migrate
Services and with Policies * Contain and Security
Traffic * |dentify, * Strengthen Protect Events
* Identify Notify and Infrastructure
Anomalous Report on Resiliency, * Dynamically
Traffic Significant Redundancy Respond to
Related and Fault Anomalous
Events Tolerance Envent

ipaoligee JolS US55 (S o guilS olliadle ush) msds 4 wlsl 5o
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Identity-based network solutions (802.1x, NAC, and so on)

Authentication, Authorization, and Accounting (AAA)—
Authentication

Biometric recognition

Identify Routing authentication (MD5)
Total Secure messaging (encrypted E-mail)

o o oge VPN authentication:
VI S| b l I Ity - Digital certificates

— Pre-shared keys

— User authentication

AAA—Accounting

Anomaly Detection System

Intrusion Detection System (IDS) and Intrusion Prevention
System (IPS)

Monitor Network flow data collection

Simple Network Management Protocol (SNMP) / Remote
Monitoring (RMON) /Management Information Base (MIB)
— CPU, memory threshold

! static
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Syslog

. — Topologies: Cisco Discovery Protocol (CDP); routing
Monitor | yotocols; multiprotocol label switching

(MPLS) Label Distribution Protocol (LDP)

Total Sinkholes
Analysis of network flow data (Arbor, Cisco Security
O H Monitoring, Analysis, and Response System (CS-MARS),

Host intrusion protection event correlation
Correlate | Security incident management system
Event analysis and correlation

— Syslog

— SNMP

- AAA

— Antivirus

Network Time Protocol (NTP) synchronization

Control plane policing
Device hardening

— Disable unused services

— Latest patch level

— Restrict device accessibility
Component redundancy

— Power supply

— Link and interface

Device redundancy
Topology redundancy
Firewall access control policies

Complete Network and segment isolation

Out of band management
Contro' Isolate VPN encryption

Management traffic encryption—Secure Shell (SSH),
SNMP, and so on

Virtual LAN (VLAN)

Content filtering

Distributed-denial-of-service (DDoS) protection
Host intrusion prevention

Port security

Enforce | Quality-of-Service (QoS) enforcement

Network access control

— Access control lists (ACL), filters

— Unicast reverse path forwarding (URFP)
— Anti-spoofing

Policy-based routing

AAA authorization

Harden
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Setting or Changing a Line Password

Command Purpose

Router(config)#password password Establishes a new password or change an existing
password for the privileged command level.

Setting or Changing a Static Enable Password

Command Purpose

Router(config)# enable password password |Establishes a new password or change an existing
password for the privileged command level.

Protecting Passwords with Enable Password and Enable Secret

Command Purpose

Router(config)# enable password [level level] |[Establishes a password for a privilege command
{password| encryption-typeencrypted- mode.

password} Specifies a secret password, saved using a non-
or reversible encryption method. (If enable
Router(config)# enable secret [level /evel] password and enable secret are both set, users
{password | encryption-type encrypted- must enter the enable secret password.)
password}

Encrypting Passwords

Command Purpose

Router(config)# service password-encryption Encrypts a password.
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salis i b Hsae 4l S oS0 pghmdls s ssae el psd 50 ((S5as Cnl 1 US Hm
s o saliial Vigenere awsd s Khe, s, KU 51 aS 7 p68 50
Gio e st G 4 3 S S5 b suliiad OlSsl (S5ap ool il Gl 4 5
Aol 1y (CHAP fis) sy la el

il (oo 52) Do ssee el Ssa (Shs Ol eoliiud s

Device(config)#username <user> secret <password>
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(D9 4.l OJ‘)S JJ‘J BE) éL.tlJa‘ J“)S: Sy Y Lé/;f\ﬁ L)f‘ C_u.u‘ a..s:\ll;ﬁ JJ& (SLAIOS

(15 o sicns s glols 5aLIS L)aSads soae LS 5 00 S B 1) RS a0 oS Ol
e oo soliiaal 55 &l s B S5y ol s Sy 6l

Device(config)#aaa new-model

Device(config)#aaa local authentication attempts max-fail <max-attempts>

Device(config)#aaa authentication login default local

Device(config)#username <user> secret <password>

O Slae 5,8 S il Jlads sluad suiS edlde <KMax-attempts> (558 ol sies 5o

dle 5 gae el (a5 5l

203 854 535 PAP 5 CHAP = 58 086 (slagh s, 59 olsies (S3as onl )

2538 dals (bl pas (s gy

Sh Break wiK 5l sulital b sy Had BOOt alia Hu o)l 00 sSewnes sLAIOS o
L ROMMON cila s olieas ouls 513 3 Gy s 5950 soSsla s Sy b gyl
Qloe 59 sy ol s sse 4l Gia b il Akl JeiS o 5 salitl
O 5 ssse el Bloh Gl Sl s 4 a5 BB SeS 015 e s e S (o gl 8
il (i Sy Bl Gals cns 31 G aws) @lbagas 5 sase saldiul

oo pales 958 Gk O Wl e Gulaa G soes Gol daglSe b bl A o Lol
1 ose 4l obdb ane (s g e U1 Cpl 51 oS sla (51n sSasis 058 513 suldiaal ¢ g
Sl Gused Jlad o) g o el 80l S8 8 A Slhagad o am 4 12.3(14)T <2 10S )
Gl Yo @y 4 psins s Break w5l saliial b Wil ggal oS Sas (S5
e g Srma e 5l Sl Gu g ()l xines il Hgae S G S SLL LOL
oslien Jae 4 oS sla HIGILA 013 b 53 NVRAM o

50 saliia) 5u) 55 5 OIS (oo e S LG pue G s 5l Jlad 1

Device(config)#no service password-recovery

! password Authentication Protocol
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G pldl asl S Sos aa GBusa Fa w0808 Jld b aal il s

> oAl md s (S pus masd Jol /oS s 0S5 sly) lawlas Password Recovery

Gt S s spdi e o 13 wile walsds 3L Lad gl guin S Ll JelS G3ia
cnlad (651685 Glsabsl BB Jae 5o 5 smadiyT o gems 1 st Say ol 51 bty

oaliiel s (SLa s gy 35S Jlad yud
Sogas 1 oaliBall 5 sosre 2 sl s plad Wb (Fiiel o gad (i Ol @
soliiel UDP S5 g5 ) 4 olsl o559 0 soo 0 sab Lo g Cpl .oudls oK Jlab e
e odan K 5 (DOS) cend pie oMaa 5o aalge w8l Wil g3 e wilal o
W58 13 sulatel
failbgs 52d S 4w S pe sl T G € (S5 S UDP 5 TCP slagpu 5 e
YV oasled o, 5) Echo @
"(4 s lad o, 4y) Discard @
"W ssled o,y 59) Daytime o
(4 s lad o, ) Chargen o

Sluag 5 ok 51 Anti-spoofing i slaciw 5 soliind b o5 o 4n S
s oo 2 Lomsw b S cd e s onlS Se S glagu s ol © by
OB Ol S wns 40 12.0 e Bl S b swss S Jladab @Sl ot S
e Sogee 0 b L 0T 5 U8 sladais o Lol ol sugad Jladsae 1) g g e ool
il LT Gusad Jlad e ¢ sl
Oisas Jud 5 gl S cl Shgies Jeld )l (358 Wlse s sdle
W58 co L8 suliiiul o) 50 Sl sl 5 yen
No ip finger e
S g eoliieal ) H5iws 3 Gl oo fiNgEr Gus sy Gusad Jlad sa2 sl
Jadpae 1 Guwgsen (ol 0308 (i oo sas A2.1(5)T 5 12.1(5) sladas o

.C,\.u;‘ bd\,A;

' RFC 862
2 RFC 863
*RFC 867
*RFC 864



Yot

Device(config)#no ip finger
No ip bootp server o
saliinl ! (BOOTP) sl ol wsa JSSgp Oosad Jlasse ln ) st
8 9l oo
Device(config)#no ip bootp server
Ip dhcp bootp ignore e
BOOTP (0 5as Jlabnt sl 5 osicws 1 b cans 4 12.2(8)T 4as clalOS 0
b soldin) pad Jld 5 BOOTP ud Jladue el Hsiws (ol osad soldil
38 S o DHCP s 5 5uu
Device(config)#ip dhcp bootp ignore
No service dhcp o
G alEl ) Hstes b s wilg e sl «Sus 50 DHCP Relay 4 sl S
1aples DHCP Gy 550 o g3 Jlad5ue
Device(config)#no service dhcp
No mop enabled e
{Maintenance Operation Protocol)MOP uw s w sile Jlas e | slaiay
rawlad solfial 5 5 siws Sl asil g3 g
Device(config)#no mop enabled
No ip domain-lookup e
28 gl asliieul iy Gl 51 ol s8 o0 DNS L g 3w 0 S Jlad jue (gl 5
Device(config)#no ip domain-lookup
No service pad e
(Packet Assembler / Lwsyw gosa Jline ¢l X25 glaais o
105 g0 0l 53, siws ) Disassembler) PAD
Device(config)#no service pad
No ip http server o
s go o3liieul 5uh ) sies S HEEPS s HEtP (sla s g s oS Jlad jue gl 0
Device(confgi)#no ip http server
Device(confgi)#no ip http secure-server

.JJJTGA‘“b&WebBaseQJHIJQIMQJ:\M

! Bootstrap Protocol
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No service config
« Startup gley yol, LU SO TFTP ) soliied b wibeua 5 gne 4SGuslee jads
ol 48 Jladsat 55 o stens b 5515 s Gl b canles (850 Slaeas
Device(config)#no service config
ok 5 e s Say b 0ol 18 Jilie 5o Sl 3l cblia el ) siews o
33 S TFTP
No cdp
o lwad oligad 23S (gl CDPUSS 55 5 sSews wils oo 4 shilan
plia 5o L(NMS) et cypse g bus wilgie JSan ol oo
o2 b IS 0ol 45 andly Gals da 8 Ll S S8 olisse s Soe (bione
03 X Jladyae aiious Jualle Glnabl L5t oligad G € olagud 3l s,
5L 950 oledl CDP slaaly sos! pan b Wl 8o LIGILA 08 &) guaial 5ut
.JJ\STMJQ‘JLAJL@@LJMG‘)?
saliical 55 5 siess S Gl pald Guad STl S (55 s CDP o g Jlad sae ()
10 93
Device(config-if)#no cdp enable
soliieul 5 gius cpl S G185 (oo 525 Lagumd il ald (555 3 CDP o sad Jlas yue (510
18 gad
Device(config)#no cdp run
No lidp
CDP sui olulicd 4as (Link Layer Discovery Protocol)LLDP  yuws g yeu
o9 s TRt ijﬁ; JJ—A—YJ‘;‘\ @Ls::u-'bg C::JLG-A L;Léd.s‘).s C;al‘}:_s.g.;: Jn.ua}: «< A-A-'bl—\u-n
ad Jlad 5ad oliaS s s eeas ok b peld Lud T S5 s
Device(config-if)#no lldp transmit

Device(config-if)#no lldp receive
Device(config)#no lldp run global

! Network Management System
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EXEC Timeout  yicuy
exec timeout, sics 1 )55 oo (Session) sy K Ll olo)y (u sl (adidie (5l
"ol ate oo 5o ol oS ol Sle) Ll suiS (adidie 5 siues (ol 9 sad suliiel
03 S (Shy ol Oled Sae aas e i s T @ L8058 o) gem Glesd b o L8
il po 4BE0 V(358 Gl O s @S o L3 suldial o se Ty s VEY LLS ) gu 58
S sulEiu) 55 Hsies 3 Gl g3 oo EXEC tiImeout Lo 55 iy Hlale 5udS (gl 5
Device(config-line)#exec-timeout <minutes> [second]

TCP cawdis 5l s Keepalive | gicus
aly Jlo) & Lo 1, i3 Tep-keepalives-out 5 Tcp-keepalives-in o, gius
S99 B30 o2 pd SIS e (S5 onl s Sy aiba oo TCPsla sy (), keepalive
B oosdee aebaly ool Jlas) iy alsdl alisas (0Ut) as5a s 5 a5 (iN)
oo anlad Jala Glsabs) LlEe s o g Guyiens o 51 TCP Jladl S et slaci yhb
ST IS 589 S (o b 5L das slaciass olulis 4 5ol Bliual o) e 0l

il LT Bia 4 sl g a3l 5 sl & e 35 50 HISILA Bl s 3
WS e LI suliinl o) 50 Keepalive aly ile Jlad cga 53 ol sty

Device(config)#service tcp-keepalives-in
Device(config)#service tcp-keepalives-out

Cas yaae (yuad il 5 ouldial
csilie b (SO5u8 e (usd iul SO out-of-bandl in-band gs sk 51 ol agas o ysae
»out-of-band s in-band s 50 s Lo wies Jlowl alla Hu aal o ol K

Sl oo s 59 e Sl s alad) e Sl SlhaeS oo
8o LK @ el sy e in-band  wyias s Wk < plajawd a5l (S
29 caesl UPs ) san slasl 51 Gy Lauad yiul ol il o LOOpbAcK alaie (yusd 5l ol g o
alla uss down Lup adla & alide Vo 4 ool (Sae (So5a8 glagud il €

idle
2 Half-open
3 Orphan
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O 3 5 olasl LT o Loopback (s il S wolysgad cusmie (sl o sddus olgidu aias

edba s Jlas! gl pusdinl ol 51 aa S suliia sl o cupnas gl obaas] sl
33 854 Ol s so 50 Syslog s SSH SNMP : s 51 s e (slaJSS 55 Sudl 3
rasad a0l )y ol siws 51 ()53 oo LOOpback e Guid yiul slasl gl

Device(config)#interface loopback <number>

Device(config-if)#ip address <ip_address> <subnet_mask>

aidla wiliea] ackia
& ows S Glal S <LIOS s 12.3(4)Taiws ) « abils Glie] lada S5,
Ol hasas (ualS | low-memory Ll i 5o olisgas 5585058 (Kl B aas o o)l Lk
il o suldinl (B8 a5 (B, 99 5 euliicl b calbils
(Memory Threshold Notification) aiéla dilicul Jadia o
biug sud Gedide e ) sy K uly] diila € S Lo w@lla ool o
S e sobio Sl aly Kol SIS aSuE e
sl cose Ho iy e aladl ) Sl sws Gasb O @lbila Gl laie palass
dadla Sl 4SS5 pm o ol S Jla)) S gu oo Laly @l sty ol
c,JlAchaJQJAMlAJ‘ﬁA@)MJJ‘sJJ.JJ; sud Laddie Llade 31 ieS oly]
B8 5L (sad padis Gliw 3 Sids ws 50 0) sole

Device(config)#memory free low-watermark processor <threshold>
Device(config)#memory free low-watermark io <threshold>

(Memory Reservation) aisla 9,35,
alla ol o sadge soliind Sha sbaaly @l S Wil 5,5, ¢l s ol )
V2| FYpP i N V-V SR I T VR VY slaaiT 3 dalal (gl ol&iuy aladla suiS yiadss
S saliial 53 5 giees B Ol e dadla 5505 sl
Device(config)#memory reserve critical <value>

CPU ailicul lciia
b el 5308 Bls) Seanen 5LIOS 4 12.3(4)T i 31 CPU wilical lutia S50

QKLJ‘JJ‘)J:‘)AAA&MQBMT;‘CPU)Q)‘&ﬁé)ﬂ)d;éjﬂj&‘_}‘édmu‘
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Enabling CPU Thresholding Notification
Command or Action Purpose
Step 1 |enable Enables privileged EXEC mode.
Example: . Enter your password if prompted.
Router> enable
Step 2 | configure terminal Enables global configuration mode.

Example:
Router# configure terminal

Step 3 |[snmp-server enable traps cpu threshold |Enables CPU thresholding violation
Example: notification as traps and inform requests.
Router(config)# snmp-server enable traps
cpu threshold

Step 4 [snmp-server host host- Sends CPU traps to the specified address.
address [traps |informs]

[version {1 | 2c | 3 [auth |noauth | priv]}]
community-string [udp-

port port] cpu [notification-type] [vrfvrf-
name]

Example:

Router(config)# snmp-server host
192.168.0.0 traps public cpu

Defining CPU Thresholding Notification

Command or Action Purpose
Step 1 |enable Enables privileged EXEC mode.
Example: . Enter your password if prompted.

Router> enable

Step 2 | configure terminal Enters global configuration mode.
Example:
Router# configure terminal

Step 3 | process cpu threshold type {total | |Sets the CPU thresholding notifications types and

process | values.

interrupt} rising percentage . In this example, the CPU utilization

interval seconds threshold is set to 80 percent for a rising

[falling percentage interval threshold notification and 20 percent for a falling
seconds] threshold notification, with a 5-second polling
Example: interval.

Router(config)# process cpu
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Defining CPU Thresholding Notification

threshold type
total rising 80 interval 5 falling 20
interval 5

Setting the Entry Limit and

Size of CPU Utilization Statistics

Command or Action

Purpose

Step 1

enable
Example:
Router> enable

Enables privileged EXEC mode.
. Enter your password if prompted.

Step 2

configure terminal
Example:
Router# configure terminal

Enters global configuration mode.

Step 3

process cpu statistics limit entry-
percentagenumber [size seconds])
Example:

Router(config)# process cpu
statistics limit entry-percentage 40
size 300

Sets the process entry limit and the size of the
history table for CPU utilization statistics.

. In this example, to generate an entry in the
history table, a process must exceed 40 percent
CPU utilization.

e Inthis example, the duration of time for
which the most recent history is saved in the

history table is 300 seconds.

J9ussS (ot yheus O AlBSla 943

9050 el 5 sad Sy v WlOS b5 aay 4 12.4(15)T s 51 (S35 !

Ol b saliiil au S e plicue slilae 5 JouiS Gaob ) posions g Sl o) s abidla
) ol S aliila Ll b LIS 5 g0 olicus €€ cud ies e By (e seais S
Sl (pl 5wl S e b 5 J S prsins walie gl dadla 555, gl Sa S e

S

Configuring Reserve Memory for Console Access

Command or Action

Purpose

Step 1

enable
Example: .
Router> enable

Enables privileged EXEC mode.

Enter your password if prompted.

Step 2

configure terminal
Example:
Router# configure terminal

Enters global configuration mode.
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Configuring Reserve Memory for Console Access

Step 3 | memory reserved Increases the amount of memory reserved for
console number-of-kilobytes console access.
Example: e The number-of-kilobytes argument is the
Router(config)# memory amount of memory to be reserved in kilobytes. Valid
reserved console 512 values are 1 to 4096 KB.

Step 4 | exit Exits to privileged exit mode.
Example:

Router(config)# exit

Step 5 |show memory console Displays the actual amount of memory that has been
reserved reserved.
Example:
Router# show memory console
reserved
asls ks jlew IS

Sl LT Lol sanlax uea LalOS o 12.3(8)Tlaaws 31 1, Shy ol Soww
5 i b ladiils plis alad Lo suel usa s slacds Gadds 4 Hols diils ot
3L g "WChunk

Jolit €€ 0l oo s b Gl sat suls Golaia) alidla jlais alidla oot 31 gl
it suly Galaial sbg sl dliila (555 s cbls Gl 3558 4l .ot (ssie Codi gaa
b

ragiled suliionl (S35 ol 5 4l (g0 525 st s

Devicettshow memory overflow

NTP <5 g 53 cslaagas
ol b b SBobA w0 S (Network Time Protocol)NTP S5 5
CAJ.U‘C,SAAJ);SS‘)‘); sulai) JJJA&&JAJJJQ?{S&JJ&UJ—A&QM‘ 6‘)\9_)4.54:353
ool ioulia cuga Sloal G g a;&ljaﬁl&uwéyq‘sgﬁ;@m

.J&A.A‘j.;(s‘)j‘)a.é

1
Leak
(2b o crand b 4S5 sline 4 (5530 Lk 31 Chunk )adisla 31 swd suls pabaial ol s3Il b ualy &
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Configuring NTP Authentication

Command Purpose

Step 1 |configt Places you in global configuration mode.
Example:
switch# config t

Step 2 |[no] ntp authentication- Defines the authentication keys. The device does not
keynumber md5 md5- synchronize to a time source unless the source has one of
string these authentication keys and the key number is specified
switch(config)# ntp by the ntp trusted-key numbercommand.
authentication-key 42 md5
aNiceKey

Step 3 |show ntp authentication- |(Optional) Displays the configured NTP authentication keys.
keys
Example:
switch(config)# show ntp
authentication-keys

Step 4 |[no] ntp trusted- Specifies one or more keys (defined in Step 2) that a time
key number source must provide in its NTP packets in order for the
Example: device to synchronize to it. The range for trusted keys is
switch(config)# ntp from 1 to 65535.
trusted-key 42 This command provides protection against accidentally

synchronizing the device to a time source that is not
trusted.

Step 5 |show ntp trusted-keys (Optional) Displays the configured NTP trusted keys.
Example:
switch(config)# show ntp
trusted-keys

Step 6 |[no] ntp authenticate Enables or disables the NTP authentication feature. NTP
Example: authentication is disabled by default.
switch(config)# ntp
authenticate

Step 7 |show ntp authentication- |(Optional) Displays the status of NTP authentication.
status
Example:
switch(config)# show ntp
authentication-status

Step 8 | copy running-config (Optional) Saves the change persistently through reboots
startup-config and restarts by copying the running configuration to the
Example: startup configuration.
switch(config)# copy
running-config
startup-config
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LA oo yieud (35S 3 gaae

WSl AlAe plie 4 0l eyt o casgaae Jlael glagiss (eiml O (S
ollae 5 aswy (b LACL o 5,8 .0l o (Access List) o yiws sla el 5 saliil
Y Basb O (psiens cusgane Jlael 0 Ol oo dlan SIS w gl (oo Jold ) St olagas
L Aliae gladSud 5o ssase lAciIS LLS,1 J55S Guiaas 5 4Sud oliyad © VEy
e oLl SeuSs

ool saal Jumd (rad 5o ol yaws cuiel Giase Ju ACL SIS s

ICMP (sladicu il
\sa.fxéﬁJJ‘s-Ae-AJi:JQAjJ;@‘).‘aIP)}@Z&GL&MJ}SG‘)}(ICMPJ&SJ#
x5l 8)lsea oS draceroute § Ping age iy 59 Jls Glgie € 0K o Ll 4k pbcue
ICMPJSSJ‘);: LsLA‘)“}:s‘J:)%‘..\.Li-l.}wqs.}.:bQ‘xu@ﬂbdm“d‘)\}ocﬂ‘)ﬁudaﬁdﬁ‘)g

'43':"6'“ S ]

laaly wolie & (oliws 6l ICMPslaaly 51wl 8o Sad Qlaalee Sl G 4255 b
@b pulial 5o Laalyy col il g 5o 1) AU Siure 5LaI0S wiled suliie) ¢ seu 052
sl 8,51 anly8 LACL 55k 51 Ll < 5 (Type)s s
BB e @St o ssase slaslinl sl @l s s R3S (NMS (las s 5e

ip access-list extended ACL-INFRASTRUCTURE-IN

!

l--- Permit ICMP Echo (ping) from trusted management stations and servers
!

permit icmp host <trusted-management-stations> any echo
permit icmp host <trusted-netmgmt-servers> any echo

!

I--- Deny all other IP traffic to any network device

deny ip any <infrastructure-address-space> <mask>

!

I--- Permit transit traffic

|

permit ip any any

!
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Management Plane Protection 3.4

A 5 W g oo saasls 3 MPPLaials «< Management Plane Protection S35
aas e o3lal 4 juae 4 MPP (S50 5 ol sass K 1)) sSiwncn 51al0S Lo 53 12.4(6)T

5ol 1y €t e culls Gl owsles saanie eld ud Tl S 4 1y s€Es T te Sl 3 6

Sose da L ] € wle eddie 5 suge Jleel Sligad 59, Sl slad i€ oile o

ranlas Jlael ©lhagad (555 02 1 52d Jalie ailss o (S50 Gal Ol soliinal (5l

Configuring a Device for Management Plane Protection

Command or Action

Purpose

Step 1

enable
Example:
Router> enable

Enables privileged EXEC mode.
. Enter your password if prompted.

Step 2

configure terminal
Example:
Router# configure terminal

Enters global configuration mode.

Step 3

control-plane host
Example:
Router(config)# control-plane host

Enters control-plane host configuration
mode.

Step 4

management-interface interface allow
protocols

Example:

Router(config-cp-host)# management-
interface FastEthernet 0/0 allow ssh
snmp

Configures an interface to be a management
interface, which will accept management
protocols, and specifies which management
protocols are allowed.

interface—Name of the interface that you are
designating as a management interface.
protocols—Management protocols you want
to allow on the designated management
interface.

o  BEEP
e FTP

e HTTP
e HTTPS

. SSH, v1 and v2

. SNMP, all versions
. Telnet

o TFTP

Step 5

Ctrl z
Example:
Router(config-cp-host)# Ctrl z

Returns to privileged EXEC mode.
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Configuring a Device for Management Plane Protection

Step 6 |show management-interface Displays information about the management
[interface| protocol protocol-name] interface such as type of interface, protocols
Example: enabled on the interface, and number of
Router# show management-interface |packets dropped and processed.
FastEthernet 0/0 interface—(Optional) Interface for which you

want to view information.
protocol—(Optional) Indicates that a protocol
is specified.

protocol-name—(Optional) Protocol for
which you want to view information

s e (sladiiudds (54138 ey
soliinl Telnet 51 aSas alisgas b LS, @ol8s ¢l Sad (lnae Jsene ok
alla Cpl 5o s S e Jals mals e cose 4 T Gy oled) alla () 5o S wla e
Sl Faly LA 058 wsd a b oligad 5 Sl sae G sad Jols oledl S

o) Crs 2ol 5 s S o b gl € Sledlb) als

LT 6ol 0e, @ allll wb (snse laciuds o sad Jols by el Lia 6l
Oxed 4wl Jaeds (558 sla ledbl sLdl 3 GIGIA S b g5 8 pib o s 9 B 60 g
sy el HTTPS 5'SSHils S5y, o oluidy U Sanw sIOS ks
g o JUEBI sud oy @ gean 1 s ude

(Secure Socket Layer)SSL 3/ HTTPS s SSHv2 (SSH Version 1)SSHv1 (sla <5 5 5
lad o suldiiul Lasals (5,150, 5 cusa Slsal sl (Transport Layer Security)TLS
il 5,850 Ko L SSHV2 5 SSHVL (sla JS5 55 4S ol S5 45 a3Y

3 ool b, S slasl gl a0 (Secure Copy Protocol)SCP S5 5 5 51 (uiaad sSeuncw
23 50 SCP S5 950 0 Slae 05 g0 6 540 Slagas 10S 5 guns Sy (slgbls JE cuga suds o
sl o SSH Ll

59 S il oo S oS 555 2 1oa) S e e sleiss sl SSH s Sy

M‘AMAJ‘J@&JB‘LQJJJuﬂ‘gﬂ);‘sjuf‘)‘éisb;‘éwu‘d‘

! Secure Shell
2 http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_secure_shell_v2.html
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Configuring a Router for SSH Using a Hostname and Domain Name

Command or Action Purpose
Step 1 |enable Enables privileged EXEC mode.
Example: . Enter your password if prompted.

Router> enable

Step 2 |configure terminal Enters global configuration mode.
Example:
Router# configure terminal

Step 3 | hostname hostname Configures a hostname for your router.
Example:
Router(config)# hostname MTR

Step 4 ||ip domain-name name Configures a domain name for your router.
Example:

MTR(config)# ip domain-name
example.com

Step 5 | crypto key generate rsa Enables the SSH server for local and remote
Example: authentication.
MTR(config)# crypto key generate rsa

Step 6 ||ip ssh [time- (Optional) Configures SSH control variables on
out seconds |authentication- your router.
retries integer]
Example:

MTR(config)# ip ssh time-out 120

Step 7 ||ip ssh version [1 | 2] (Optional) Specifies the version of SSH to be run
Example: on your router.
MTR(config)# ip ssh version 1

oo 30 150 ) suldia) Jae Wl woliagad g5 o SSHUS 550 sole Jlas 1
VY Gask 5 b)) (651085 o SSHUSS 550 51 soliial 55 Hsies 5o Jle (5l aula
HOW PTG V|

Device(config)#line vty 0 4
Device(config-line)#transport input ssh

AUX § Jgeuss slacs 93
Auxiliary 5 Consoleslaals 4 ASynchronous s o e 99 slols sSews ol hagas
._\f:l‘dwﬁ‘)\}la:\l.a.& .._\:i‘)fggoJL); édl.al.u‘d‘)\}a‘)\sd b‘)\,d&é&.ﬂ)‘“d%ﬁm‘.}w
O s Sha wl Hlassa s (Y6 cueal Bl o5 ol pials Jls 4 JseiS o)
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S R adl oo sl (K6 o, ol Gasb ) Lds Password Recovery fie sla Jlacl
S5 (pis Gad aas aladl SlhaS oo 2 b ssee S BLOL Jae walsas aales
il Gl 5015 Wl Gor deas 5 ol ISl s
oy aladl Ghabae g el slogad € Wb 0T @ pins JyuiS g cnaal G e S b
pose 1 se 4alS aalas g exec-timeout AAA 5l suliiul Jold wbs cel slagig, oo
Olsise Bl Sl wose e @l (bl S (Foga Lo Gaiged il (suliil o) 5 )
Olise Tty bshi 35k 31 GusSae YLl 31 suliio b 4S cun 5 4S5 0l 5580k
b 2 O oSl gl usa ay cwsies s JelS S o S0 olbagas )
sl Jae 5 Sose 4 Ol pusSae oYL
Router(config)#line console 0
Router(config-line)#transport input none
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Router(config)#line aux 0
Router(config-line)#transport input none
Router(config-line)#transport output none
Router(config-line)#no exec
Router(config-line)#exec-timeout 0 1
Router(config-line)#no password
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! http://www.cisco.com/en/US/docs/ios/12_2/configfun/command/reference/frf004.html
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Creating or Modifying Access Control for an SNMP Community

Command or Action Purpose
Step 1 |enable Enables privileged EXEC mode.
Example: Enter your password if prompted.

Router> enable

Step 2 |configure terminal Enters global configuration mode.
Example:
Router# configure terminal
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Step 3

snmp-server community

string [view view-name] [ro | rw]
[ipv6 nacl] [access-list-number]
Example:

Router(config)# snmp-server community

comaccess ro 4

Defines the community access string.
You can configure one or more community
strings.

Step 4

no snmp-server community string
Example:

Router(config)# no snmp-server
community comaccess

Removes the community string from the
configuration.

Step 5

exit
Example:
Router(config)# exit

Exits global configuration mode.

Step 6

show snmp community
Example:
Router# show snmp community

(Optional) Displays the community access
strings configured for the system.

Configuring SNMP Version 3

Command or Action

Purpose

Step 1

enable
Example:
Router> enable

Enables privileged EXEC mode.
Enter your password if prompted.

Step 2

configure terminal
Example:
Router# configure terminal

Enters global configuration mode.

Step 3

snmp-server

group [groupname {v1 | v2c | v3 [a
uth | noauth | priv]}]
[readreadview] [write writeview]
[notify notifyview] [access access-
list]

Example:

Router(config)# snmp-server group
groupl v3 auth access Imnop

Configures the SNMP server group to enable
authentication for members of a specified
named access list.

In this example, the SNMP server

group group1 is configured to enable user
authentication for members of the named
access list Imnop.

Example:
Router# show snmp group

Step 4 |exit Exits global configuration mode.
Example:
Router(config)# exit
Step 5 |show snmp group Displays information about each SNMP group on

the network.
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Level System Description
Emergency 0 System unusable messages
Alert 1 Immediate action required messages
Critical 2 Critical condition messages
Error 3 Error condition messages
Warning 4 Warning condition messages
Notification 5 Normal but significant messages
Information 6 Informational messages
Debugging 7 Debugging messages

! Logging Best Practices
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Device(config)#no logging console
Device(config)#no logging monitor
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Setting the Syslog Destination

Command Purposes
Router(config)# logging buffered [size] Logs messages to an internal buffer.
Router(config)# logging host Logs messages to a syslog server host.

Enabling Time-Stamps on Log Messages

Command Purposes
Router(config)# service timestamps log uptime Enables log time stamps.
or

Router(config)# service timestamps log datetime [msec]
[localtime] [show-timezone]

Limiting the Error Message Severity Level and Facilities

Command Purposes

Router(config)# logging console level  |Limits the number of messages logged to the console.

Router(config)# logging monitor level |Limits the number of messages logged to the terminal
lines.

Router(config)# logging trap level Limits the number of messages logged to the syslog
servers.

Setting the Syslog Source Address

Command Purposes

Router(config)# logging source-interface type number |Sets the syslog source address.
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Device(config)#archive
Device(config-archive)#path Flash:Archive
Device(config-archive)fmaximum 14
Device(config-archive)#time-period 1440
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Device(config)#secure boot-image
Device(config)#secure boot-config
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Configuring the Configuration Change Notification and Logging Feature

Command or Action

Purpose

Step 1 |enable Enables privileged EXEC mode.
Example: . Enter your password if prompted.
Router> enable
Step 2 | Configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 |archive Enters archive configuration mode.
Example:
Router(config)# archive
Step 4 |log config Enters configuration change logger configuration mode.
Example:
Router(config-archive)# log
config
Step 5 |logging enable Enables the logging of configuration changes.
Example: o Logging of configuration changes is disabled by
Router(config-archive-log- default.
config)# logging enable
Step 6 |logging size entries (Optional) Specifies the maximum number of entries

Example:

retained in the configuration log.

! Digital Signature




S i o

Configuring the Configuration Change Notification and Logging Feature

Router(config-archive-log-
config)# logging size 200

e  Valid values for the entries argument range from 1
to 1000. The default value is 100 entries.

e When the configuration log is full, the oldest entry
is deleted every time a new entry is added.

Note If a new log size is specified that is smaller than the
current log size, the oldest log entries is immediately
purged until the new log size is satisfied, regardless of
the age of the log entries.

Step 7

hidekeys

Example:
Router(config-archive-log-
config)# hidekeys

(Optional) Suppresses the display of password
information in configuration log files.

Note Enabling the hidekeys command increases security
by preventing password information from being
displayed in configuration log files.

Step 8

notify syslog

Example:
Router(config-archive-log-
config)# notify syslog

(Optional) Enables the sending of notifications of
configuration changes to a remote syslog.

Step 9

end
Example:
Router(config-archive-log-

config)# end

Exits to privileged EXEC mode.
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Configuring Default Login Authentication Methods

Command or Action Purpose
Step 1 |enable Enables privileged EXEC mode.
Example: o Enter your password if prompted.

Router> enable

Step 2 | Configure terminal Enters global configuration mode.
Example:
Router# configure terminal

Step 3 |aaa authentication login default |Configures the default authentication methods.

{group The group-list argument consists of a
group-list [none] | local | none} |space-delimited list of group names. The group
Example: names are the following:

switch(config)# aaa e radius—Uses the global pool of RADIUS
authentication login servers for authentication.

default group radius ® named-group—Uses a named subset of

! One-time authorization
2 .
Profile
® Billing
4 Auditing
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Configuring Default Login Authentication Methods

TACACS+ or RADIUS servers for

authentication.

The local method uses the local database for
authentication. The none method uses the
username only.

The default login method is local, which is used
when no methods are configured or when all the
configured methods fail to respond.

Step 4

exit
Example:
switch(config)# exit

Exits configuration mode.

Step 5

show aaa authentication
Example:
switch# show aaa authentication

(Optional) Displays the configuration of the
console
login authentication methods.

Step 6

copy running-config startup-
config

Example:

switch# copy running-config
startup-config

(Optional) Copies the running configuration to the
startup configuration.

Configuring AAA Accounting Default Methods

Command or Action

Purpose

Step 1

enable
Example:
Router> enable

Enables privileged EXEC mode.
e Enter your password if prompted.

Step 2

Configure terminal
Example:
Router# configure terminal

Enters global configuration mode.

Step 3

aaa accounting default {group
group-list |local}

Example:

switch(config)# aaa accounting
default

group radius

Configures the default accounting method.
The group-list argument consists of a
space-delimited list of group names. The group
names are of the following:

e radius—Uses the global pool of RADIUS
servers for accounting.

e named-group—Uses a named subset of
TACACS+ or RADIUS servers for accounting.
The local method uses the local database for
accounting.

The default method is local, which is used when no
server groups are configured or when all the
configured server groups fail to respond.
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Configuring AAA Accounting Default Methods

Step 4

exit Exits configuration mode.

Example:
switch(config)# exit

Step 5

show aaa accounting (Optional) Displays the configuration AAA
Example: accounting default methods.

switch# show aaa accounting

Step 6

copy running-config startup- (Optional) Copies the running configuration to the
config startup configuration.
Example:

switch# copy running-config
startup-config

Configuring AAA Authorization Using Named Method Lists

Command

Purpose

Step 1

Router(config)# aaa
authorization{auth-

proxy | network | exec |commands lev
el | reverse-

access | configuration | ipmobile}
{default |list-name}

[method1 [method?2...]]

Creates an authorization method list for a
particular authorization type and enable
authorization.

Step 2

Router(config)# line [aux | console| tty
| vty] line-number [ending-line-number)

or
Router(config)# interface interface-
typeinterface-number

Enters the line configuration mode for the
lines to which you want to apply the
authorization method list.

Alternately, enters the interface
configuration mode for the interfaces to
which you want to apply the authorization
method list.

Step 3

Router(config-line)#
authorization{arap | commands leve/ |
exec |reverse-access} {default | list-
name}

or

Router(config-line)# ppp

authorization {default | /ist-name}

Applies the authorization list to a line or set
of lines.

Alternately, applies the authorization list to
an interface or set of interfaces.
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STP Attacks and
Vulnerabilities

Attack
Objectives and Risk

Possible Countermeasures

Illegitimate trunk

Disable Dynamic Trunking

STP spans VLANs

Attack on one VLAN impacts
all other VLANs

VLAN Spanning Tree (PVST)

Restrict STP domain using Per-

Unauthorized spanning tree
participation

Bogus BPDU packets
Superior BPDUs sent to
become root bridge

Network instability
Attacker sees frames he
should not

Can be used for MITM, DoS,
etc

BPDU guard
Root Guard
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! Man-In-The-Middle (MITM)
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Enabling and Configuring Port Security

Command

Purpose

Step 1

configure terminal

Enter global configuration mode.

Step 2

Interface interface-id

Specify the interface to be configured, and enter
interface configuration mode.

Step 3

switchport mode{access |
trunk}

Set the interface switchport mode as access or trunk; an
interface in the default mode (dynamic auto) cannot be
configured as a secure port.

Step 4

switchport voice vlan vian-
id

Enable voice VLAN on a port.
vlan-id—Specify the VLAN to be used for voice traffic.

Step 5

switchport port-security

Enable port security on the interface.

Step 6

switchport port-
security[maximumvalue [vl
an{vian-list

/{access [voice}}]]

(Optional) Set the maximum number of secure MAC addresses
for the interface. The maximum number of secure MAC
addresses that you can configure on a switch is set by the
maximum number of available MAC addresses allowed in the
system. This number is the total of available MAC addresses,
including those used for other Layer 2 functions and any other
secure MAC addresses configured on interfaces.

(Optional) vlan—set a per-VLAN maximum value

Enter one of these options after you enter the vlankeyword:

. vlan-list—On a trunk port, you can set a per-VLAN
maximum value on a range of VLANSs separated by a hyphen or
a series of VLANs separated by commas. For nonspecified
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VLANSs, the per-VLAN maximum value is used.

. access—On an access port, specify the VLAN as an access
VLAN.

. voice—On an access port, specify the VLAN as a voice
VLAN.

Note The voice keyword is available only if a voice VLAN is
configured on a port and if that port is not the access VLAN. If
an interface is configured for voice VLAN, configure a maximum
of two secure MAC addresses.

Step 7 |switchport port-security (Optional) Set the violation mode, the action to be taken when
[violation{protect | restrict |asecurity violation is detected, as one of these:

3 protect—When the number of port secure MAC
addresses reaches the maximum limit allowed on the port,
packets with unknown source addresses are dropped until you
remove a sufficient number of secure MAC addresses to drop
below the maximum value or increase the number of maximum
allowable addresses. You are not notified that a security
violation has occurred.

Note We do not recommend configuring the protect mode on a
trunk port. The protect mode disables learning when any VLAN
reaches its maximum limit, even if the port has not reached its
maximum limit.

3 restrict—When the number of secure MAC addresses
reaches the limit allowed on the port, packets with unknown
source addresses are dropped until you remove a sufficient
number of secure MAC addresses or increase the number of
maximum allowable addresses. An SNMP trap is sent, a syslog
message is logged, and the violation counter increments.

. shutdown—When a violation occurs, the interface is
error disabled, the port LED turns off, and the violation counter
increments.

. shutdown vlan—Use to set the security violation mode
per VLAN. In this mode, the VLAN is error disabled instead of
the entire port when a violation occurs.

Note When a secure port is in the error-disabled state, you can
bring it out of this state by entering theerrdisable recovery
cause psecure-violationglobal configuration command. You can
manually re-enable it by entering

the shutdown andno shutdown interface configuration
commands or by using the clear errdisable interface
vlanprivileged EXEC command.

| shutdown |shutdown
vlan}]

Step 8 |switchport port- (Optional) Enter a secure MAC address for the interface. You
security[mac-address mac- |can use this command to enter the maximum number of secure
MAC addresses. If you configure fewer secure MAC addresses
than the maximum, the remaining MAC addresses are
dynamically learned.

Note If you enable sticky learning after you enter this
command, the secure addresses that were dynamically learned
are converted to sticky secure MAC addresses and are added to

address|vlan {vlan-
id | {access/ voice}}]
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the running configuration.

(Optional) vlan—set a per-VLAN maximum value.

Enter one of these options after you enter the vlankeyword:

. vlan-id—On a trunk port, you can specify the VLAN ID and
the MAC address. If you do not specify a VLAN ID, the native
VLAN is used.

. access—On an access port, specify the VLAN as an access
VLAN.

. voice—On an access port, specify the VLAN as a voice
VLAN.

Note The voice keyword is available only if a voice VLAN is
configured on a port and if that port is not the access VLAN. If
an interface is configured for voice VLAN, configure a maximum
of two secure MAC addresses.

Step 9

switchport port-security (Optional) Enable sticky learning on the interface.
mac-address sticky

Step 10

switchport port- (Optional) Enter a sticky secure MAC address, repeating the
securitymac-address command as many times as necessary. If you configure fewer
secure MAC addresses than the maximum, the remaining MAC
addresses are dynamically learned, are converted to sticky
secure MAC addresses, and are added to the running
configuration.

Note If you do not enable sticky learning before this command
is entered, an error message appears, and you cannot enter a
sticky secure MAC address.

(Optional) vlan—set a per-VLAN maximum value.

Enter one of these options after you enter the vlankeyword:

. vlan-id—On a trunk port, you can specify the VLAN ID and
the MAC address. If you do not specify a VLAN ID, the native
VLAN is used.

. access—On an access port, specify the VLAN as an access
VLAN.

. voice—On an access port, specify the VLAN as a voice
VLAN.

Note The voice keyword is available only if a voice VLAN is
configured on a port and if that port is not the access VLAN.

sticky[mac-address |
vlan {vian-
id | {access/ voice}}]

Step 11 |end Return to privileged EXEC mode.
Step 12 | show port-security Verify your entries.
Enabling and Configuring Port Security Aging
Command Purpose
Step 1 |configure terminal Enter global configuration mode.
Step 2 |interface interface-id Specify the interface to be configured, and enter
interface configuration mode.
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Step 3 |switchport port- Enable or disable static aging for the secure port, or set
security aging{static | the aging time or type.
time time |type {absolute | |Note The switch does not support port security aging of
inactivity}} sticky secure addresses.

Enter static to enable aging for statically configured
secure addresses on this port.

For time, specify the aging time for this port. The valid
range is from 0 to 1440 minutes.

For type, select one of these keywords:

. absolute—Sets the aging type as absolute aging.
All the secure addresses on this port age out exactly
after the time (minutes) specified lapses and are
removed from the secure address list.

. inactivity—Sets the aging type as inactivity aging.
The secure addresses on this port age out only if there
is no data traffic from the secure source addresses for
the specified time period.
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Configuring Storm Control and Threshold Levels

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 |Interface interface-id Specify the interface to be configured, and enter
interface configuration mode.
Step 3 |storm- Configure broadcast, multicast, or unicast storm control. By
control{broadcast |multicast |default, storm control is disabled.
|unicast} level{level [level- The keywords have these meanings:

. For level, specify the rising threshold level for
broadcast, multicast, or unicast traffic as a percentage (up to
two decimal places) of the bandwidth. The port blocks traffic
when the rising threshold is reached. The range is 0.00 to
100.00.

. (Optional) For level-low, specify the falling threshold
level as a percentage (up to two decimal places) of the
bandwidth. This value must be less than or equal to the
rising suppression value. The port forwards traffic when

low] | bps bps [bps-low]
| pps ppsipps-low]}

! Rate
2 Packet-per-Second
3 Bit-per-Second
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traffic drops below this level. If you do not configure a falling
suppression level, it is set to the rising suppression level. The
range is 0.00 to 100.00.

If you set the threshold to the maximum value (100 percent),
no limit is placed on the traffic. If you set the threshold to
0.0, all broadcast, multicast, and unicast traffic on that port
is blocked.

. For bps bps, specify the rising threshold level for
broadcast, multicast, or unicast traffic in bits per second (up
to one decimal place). The port blocks traffic when the rising
threshold is reached. The range is 0.0 to 10000000000.0.

. (Optional) For bps-low, specify the falling threshold
level in bits per second (up to one decimal place). It can be
less than or equal to the rising threshold level. The port
forwards traffic when traffic drops below this level. The
range is 0.0 to 10000000000.0.

. For pps pps, specify the rising threshold level for
broadcast, multicast, or unicast traffic in packets per second
(up to one decimal place). The port blocks traffic when the
rising threshold is reached. The range is 0.0 to
10000000000.0.

. (Optional) For pps-low, specify the falling threshold
level in packets per second (up to one decimal place). It can
be less than or equal to the rising threshold level. The port
forwards traffic when traffic drops below this level. The
range is 0.0 to10000000000.0.

For BPS and PPS settings, you can use metric suffixes such as
k, m, and g for large number thresholds.

Step 4 |storm-control Specify the action to be taken when a storm is
action{shutdown |trap} detected. The default is to filter out the traffic and not
to send traps.
e Select the shutdown keyword to error-disable
the port during a storm.
. Select the trap keyword to generate an SNMP
trap when a storm is detected.
Step 5 |end Return to privileged EXEC mode.
Step 6 |show storm-control[interface- |Verify the storm control suppression levels set on the
id] [broadcast | multicast | interface for the specified traffic type. If you do not
unicast] enter a traffic type, broadcast storm control settings

are displayed.
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Enabling DHCP Snooping and Option 82

Command Purpose
Step1l |configure terminal Enter global configuration mode.
Step 2 |ip dhcp snooping Enable DHCP snooping globally.

Step 3 |ip dhcp snooping vlan vian-range  |Enable DHCP snooping on a VLAN or range of
VLANSs. The range is 1 to 4094.

You can enter a single VLAN ID identified by VLAN ID
number, a series of VLAN IDs separated by commas,
a range of VLAN IDs separated by hyphens, or a
range of VLAN IDs separated by entering the starting
and ending VLAN IDs separated by a space.

Step 4 |ip dhcp snooping information Enable the switch to insert and to remove
option DHCP relay information (option-82 field) in
forwarded DHCP request messages to the
DHCP server. This is the default setting.

Step 5 |ip dhcp snooping information (Optional) If the switch is an aggregation switch
option allow-untrusted connected to an edge switch, enable the switch to
accept incoming DHCP snooping packets with option-
82 information from the edge switch.

The default setting is disabled.

Note Enter this command only on aggregation
switches that are connected to trusted devices.

Step 6 |Interface interface-id Specify the interface to be configured, and
enter interface configuration mode.

Step 7 |ip dhcp snooping trust (Optional) Configure the interface as trusted or as
untrusted. Use the no keyword to configure an
interface to receive messages from an untrusted
client. The default setting is untrusted.

Step 8 |ip dhcp snooping limit rate rate (Optional) Configure the number of DHCP packets
per second that an interface can receive. The range is
1 to 2048. By default, no rate limit is configured.
Note We recommend an untrusted rate limit of not
more than 100 packets per second. If you configure
rate limiting for trusted interfaces, you might need to
increase the rate limit if the port is a trunk port
assigned to more than one VLAN with DHCP

snooping.
Step9 |exit Return to global configuration mode.
Step 10 |ip dhcp snooping verify mac- (Optional) Configure the switch to verify that the
address source MAC address in a DHCP packet received on

untrusted ports matches the client hardware address
in the packet. The default is to verify that the source

MAC address matches the client hardware address in
the packet.




S i o

IP Source Guard
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Enabling IP Source Guard

Command Purpose
Step 1 |configure terminal Enter global configuration mode.
Step 2 |interface interface-id Specify the interface to be configured, and enter

interface configuration mode.

Step 3 |ip verify source Enable IP source guard with source IP address filtering.

or Enable IP source guard with source IP and MAC address
filtering.

Note When you enable both IP source guard and Port
Security by using the ip verify source port-security interface
configuration command, there are two caveats:

. The DHCP server must support option 82, or the client is
not assigned an IP address.

. The MAC address in the DHCP packet is not learned as a
secure address. The MAC address of the DHCP client is
learned as a secure address only when the switch receives
non-DHCP data traffic.

ip verify source port-security

Step 4 |exit Return to global configuration mode.

Step 5 |ip source binding mac- Add a static IP source binding.
address vlan vian-id ip- Enter this command for each static binding.




Enabling IP Source Guard

address interface interface-id

Step 6 |end Return to privileged EXEC mode.

Step 7 |show ip verify Verify the IP source guard configuration.
source[interface interface-id]

Step 8 |show ip source binding [ip- Display the IP source bindings on the switch, on a
address] [mac-address] [dhcp- |specific VLAN, or on a specific interface.
snooping | static]
[inteface interface-id]
[vlan vian-id]

Step 9 | copy running-config startup- (Optional) Save your entries in the configuration file.
config
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Configuring Dynamic ARP Inspection in DHCP Environments

Command Purpose
Step1l |[show cdp neighbors Verify the connection between the switches.
Step 2 |[configure terminal Enter global configuration mode.

Step 3 |[ip arp inspection vlan vian- |Enable dynamic ARP inspection on a per-VLAN basis.
range By default, dynamic ARP inspection is disabled on all
VLANSs.

For vlan-range, specify a single VLAN identified by
VLAN ID number, a range of VLANs separated by a
hyphen, or a series of VLANs separated by a comma.
The range is 1 to 4094.

Specify the same VLAN ID for both switches.

Step 4 |Interface interface-id Specify the interface connected to the other switch,
and enter interface configuration mode.
Step 5 |ip arp inspection trust Configure the connection between the switches as
trusted. By default, all interfaces are untrusted.
Step6 |[end Return to privileged EXEC mode.
Step 7 |[show ip arp inspection Verify the dynamic ARP inspection configuration.
interfaces

show ip arp inspection
vlan vlan-range

Step 8 |[show ip dhcp snooping Verify the DHCP bindings.
binding
Step9 |[show ip arp inspection Check the dynamic ARP inspection statistics.

statistics vlan vian-range
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Configuring a Protected Port

Command

Purpose

Step 1

configure terminal

Enter global configuration mode.

Step 2

interface interface-id

Specify the interface to be configured, and enter
interface configuration mode.

Step 3

switchport protected

Configure the interface to be a protected port.

Step 4

end

Return to privileged EXEC mode.

Step 5

show interfacesinterface-id
switchport

Verify your entries.

Step 6

copy running-config startup-config

(Optional) Save your entries in the configuration
file.
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Client Switch Authentication
Server
EAPOL -Start
EAP- Reguest/Identity
EAP- Response/ldentity RADIUS Access-Request
EAP- Request/OTP RADIUS Access-Challenge
EAP- Response/OTP RADIUS Access-Request
EAP- Success RADIUS Access-Accept

Port Authorized
EAPOL -1 ogoff

Port Unauthorized
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! Remote Authentication Dial In User Service
% Extensible Authentication Protocol Over LAN
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Enabling 802.1X Authentication

Command Purpose

Step 1 |configure terminal Enter global configuration mode.

Step 2 |aaa new-model Enable AAA.

Step 3 |aaa authentication Create an 802.1X authentication method list.
dotlx {default}method1 To create a default list that is used when a named
[method?2...] list isnot specified in the authentication command,

use thedefault keyword followed by the methods
that are to be used in default situations. The default
method list is automatically applied to all interfaces.
Enter at least one of these keywords:

e group radius—Use the list of all RADIUS
servers for authentication.

. none—Use no authentication. The client is
automatically authenticated without the switch
using the information supplied by the client.

Step 4 | Interface interface-id Enter interface configuration mode, and specify the
interface to be enabled for 802.1X authentication.

Step 5 |dotlx port-control auto Enable 802.1X authentication on the interface.

Step 6 |end Return to privileged EXEC mode.




Yot

Enabling 802.1X Authentication

Step 7 |show dotlx Verify your entries.
Check the Status column in the 802.1X Port
Summary section of the display.

Configuring the Switch-to-RADIUS-Server Communication

Command Purpose

Step 1 | configure terminal Enter global configuration mode.

Step 2 |radius-server Configure the RADIUS server parameters on the switch.
host{hostname |ip- For hostname | ip-address, specify the host name or IP
address}auth-portport- address of the remote RADIUS server.
numberkey string For auth-port port-number, specify the UDP destination

port for authentication requests. The default is 1812.
For key string, specify the authentication and encryption
key used between the switch and the RADIUS daemon
running on the RADIUS server. The key is a text string
that must match the encryption key used on the RADIUS
server.

Note Always configure the key as the last item in
theradius-server host command syntax because leading
spaces are ignored, but spaces within and at the end of
the key are used. If you use spaces in the key, do not
enclose the key in quotation marks unless the quotation
marks are part of the key. This key must match the
encryption used on the RADIUS daemon.

If you want to use multiple RADIUS servers, re-enter this
command.
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Access Control List
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Protocol Range
Standard IP 1-99 and 1300-1999
Extended IP 100-199 and 2000-2699
DECnet and extended DECnet 300-399
AppleTalk 600-699

Source-route bridging (protocol type) | 200-299
Source-route bridging (vendor code) 700-799
Extended 48-bit MAC address 1100-1199
IPX Summary Address 1200-1299
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Creating Standard ACL
Command Purpose
Step 1 |configure terminal Enter global configuration mode.
Step 2 |ip access-list standard name Define a standard IP access list using a name or

number, and enter access-list configuration mode.
Note The name can be a number from 1 to 99.

Step 3 |deny {source [source-wildcard] In access-list configuration mode, specify one or
| host source | any} [log] more conditions denied or permitted to determine

! Specific
% General
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Creating Standard ACL

or if the packet is forwarded or d

| host source | any} [log] of source 0.0.0.0.
e any—A source and sourc
255.255.255.255.

permit {source [source-wildcard] |e host source—A source and source wildcard

ropped.

e wildcard of 0.0.0.0

Step 4 |end Return to privileged EXEC mode.

Step 5 |show access-lists [number | Show the access list configuration.
name]

Creating Extended ACL
Command Purpose

Step 1 |configure terminal Enter global configuration mode.

Step 2 [ip access-list extended name Define an extended IP access list
using a name and enter access-list
configuration mode.
Note The name can be a number
from 100 to 199.

Step 3 [{deny | permit} protocol {source [source- In access-list configuration mode,
wildcard] | host source | any} {destination specify the conditions allowed or
[destination-wildcard] | host destination |any} |denied. Use the log keyword to get
[precedence precedence] [tos tos] access list logging messages,
[established] [log] [time-range time-range- including violations.
name] . host source—A source and

destination 0.0.0

255.255.255.255

source wildcard of source 0.0.0.0.
. host destination—A destination
and destination wildcard of

e any—A source and source
wildcard or destination and
destination wildcard of 0.0.0.0

.0.

Applying an IP ACL to a Terminal Line

Command Purpose
Step 1 |configure terminal Enter global configuration mode.
Step 2 |line [console |vty] line-number |ldentify a specific line for configuration, and enter in-

line configuration mode.

line. The console port is DCE.
. vty—Enter to specify a virtu

. console—Enter to specify the console terminal

al terminal for
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Applying an IP ACL to a Terminal Line

remote console access.

The line-number is the first line number in a
contiguous group that you want to configure when
the line type is specified. The range is from 0 to 16.

Step 3

access-class access-list-
number {in | out}

Restrict incoming or outgoing connections between
a virtual terminal line (into a device) by using the
conditions in the specified access list.

Step 4

end

Return to privileged EXEC mode.

Step 5

show running-config

Display the access list configuration.

Applying an IP ACL to an Interface

Command

Purpose

Step 1

configure terminal

Enter global configuration mode.

Step 2

interface interface-id

Identify a specific interface for configuration, and
enter interface configuration mode.

The interface can be a Layer 2 interface (port
ACL) or a Layer 3 interface (router ACL).

Step 3

ip access-group {access-list-
number | name} {in | out}

Control access to the specified interface by using
the IP access list. You can enter a standard or
extended IP access number or name.

Note The out keyword is not valid for Layer 2
interfaces. Port ACLs are supported only in the
inbound direction.

Route-Maps
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